Report
on

Denial of Service Attacks

Submitted To:

Richard Sinn
Department of Computer Engineering

San Jose State University

San Jose, California

December 6th , 2007

Submitted By:

Harbinder Singh

Sid: 005180228

     TABLE OF CONTENTS
       List of Figures……………………………………………………………………... 3
       Abstract……………………………………………………………………………..4
1. Introduction…………………………………………………………….….……6
1.1 DoS Attacks………………………………………………………….……...7
1.2 IP Spoofing…………………………………………………………….……8
2. Categories of DoS Attacks………………………………………………….…..9
2.1 Locally Stopping Services…………………………………………….…...10
2.2 Locally Exhausting Resources……………………………………………..10
2.3 Remotely Stopping Services………………………………………….........11
2.4 Remotely Exhausting Services…………………………………………......12
3. Types of DoS Attacks………………………………………………………….13
3.1 BONK Attack……………………………………………………………...13
3.2 Ping of Death……………………………………………………….……...14
3.3 SYN Flooding…………………………………………………….……..…14
3.4 Land Attack………………………………………………………………..17
3.5 Snork Attack……………………………………………………………….17
3.6 Smurf Attacks……………………………………………………………...18
3.7 Distributed DoS attacks (DDoS)……………………………………….….20
4. DoS Defenses……………………………………………………………...…..23
4.1 SYN Cookies……………………………………………………...……….24
4.2 IDS and IPS………………………………………………………………..25
4.3 DDoS Defenses…………………………………………………………….26
4.4 Secure Overlay Services (SOS)…………………………………………....27
4.5 SIFF………………………………………………………………………..29
5. Conclusion…………………………………………………………………..…30
6. References……………………………………………………………………...31
LIST OF FIGURES:
            Figure                                                                                                      Page
1. The SYN Flood Attack…………………………………………………15
2. Smurf Attack……………………………………………………………19
3. DDoS Attack……………………………………………………………22
4. Architecture of SOS……………………………………………………..27
ABSTRACT

        Denial of Service (DOS) attacks were first noticed publicly in February 2000 when high profile companies including Yahoo, E-bay and many other similar commercial sites. The sites had to remain down for several hours before they could figure out what was going on. Next year, in 2001 Microsoft’s Nameserver was also attacked with a similar kind of attack. Those were the first major events since when DoS attacks were started to be considered as major security threat.

      DoS attacks incapacitate the server’s or network’s ability to service its clients. The normal flow of traffic on the network is disrupted and the network is filled with a flood of unsolicited packets, which ultimately brings the network down to crash. All the legitimate communications going on the network are dropped and all the state data is lost. All this happens so fast that before the victim could start any kind of defense mechanism, all the communication is down and the machine can’t transfer any kind of data. Moreover, IP Spoofing makes the life of defense team even tougher.

       There are various different categories of  DoS attacks which have their own way of affecting the system but, they all have the same common goal i.e. leaving the victim unserviceable. The basic step in any DoS attack is the detection of vulnerabilities present on the victim which could be used to launch a successful attack against him. Once the attacker has enough knowledge about the victim he launches the attack with maximum vigor. The various different types of DoS attacks discussed in this report are based on this principal. Distributed DoS (DDoS) is an extension of DoS which has a limit less scope of attack and can be extended infinitely without the knowledge of certain agent hosts being a part of the attack.

       The defense against DoS attacks is difficult but not impossible. The main defense challenge in case of DoS attacks is the rate at which the packets are injected in to the network and determining the source address of the packets. The various defense mechanisms work either by tracking each individual connection made to their network or by hiding as many details about their network  as possible. Tracking the packet flow from each individual connection is not an easy task. Proper Intrusion Detection System (IDS) has to be implemented at the right location in the network. IDS  has to be backed up by Intrusion Prevention System (IPS), to take necessary steps when one such threat is detected. Hiding the network details from the attacker is also equally efficient way of defense. If the attacker doesn’t have enough information about the network he might not be able to make a successful attack. A little loophole in any of these methods can act as an opportunity for the attacker. Secure overlay network (SOS) and Stateless Internet Flow Filter (SIFF) are two such popular defenses against DoS attacks.

       DoS attacks are a big security threat to Internet community. Their might is even getting stronger with emergence of new technologies. If the community has to fight against such attacks, proper awareness regarding the importance of security has to reach the end users as well as system administrator.

1. INTRODUCTION
        Internet is prone to all kind of attacks. Every other day we hear about some company’s crash down due to some kind of malicious program. There is always some kind of patch work going on to fix security loop holes within an organization. In this modern world where everybody relies on internet even for their basic daily needs, the security of the various websites offering online services to their clients is of major concern. If any site is crashed, the clients have a hard time which may result in various adverse affects on clients according to their dependencies on the website. For example, if the internet giants like Google or Yahoo are down even for a couple of hours, the communication and business around the globe would be severely affected.

        So, such a scenario in which a service provider is not able to provide service to its clients due to various reasons is known as Denial of Service (DoS). DoS can be really devastating and can affect the smooth functioning of Internet. Specially, with the attackers growing more sophisticated and abundance of bandwidth, DoS attacks can be very hard to control and mitigate. The most advanced DoS attacks might involve hundreds or even thousands of innocent machines even without their knowledge as of being part of a bid attack. The fault lies on the user sides too, as they do not install proper security patches on their machines to make them more secure.[9]

        The purpose of this report is to present a detailed knowledge of the basic approach which is followed in designing such DoS attacks. Normally, the attacker of DoS attacks study the target host first and then plans his attack accordingly. The various sections of the report would provide information about various necessary details of DoS attacks. The concept of “IP Spoofing” which is a major part of any DoS attack is covered in the first part of the report. The second section of the report would through light on various categories of  DoS attacks and would discuss some of the major DoS attacks used currently. The later part of the report would provide Knowledge about the various defense techniques used against such attacks and will discuss some of the popular and efficient DoS defenses used today.  The final section of this report would provide a conclusion on the current scenario of DoS attack and defense mechanism.
1.1   Denial of Service (DoS) Attacks:
       The various kinds of attacks are normally launched on the system so as to gain some valuable information  such as sensitive data, credit card information or gain some level of control over the system itself. Dos attacks do not have that kind of intentions. They are basically aimed at some other aspect of the victim machine. DoS attacks are a special kind of attacks in which the target host is left unserviceable for its legitimate clients or users. It doesn’t harm the system by stealing some information from it or installing some kind of malware but, the victim machine is not able to service any client and as the intensity of attack increases, the machine might crash ultimately. [9] This could result in serious consequences on the target host. Some of the examples of the DoS attack approaches could be:

· Flood the network traffic with illegitimate packets to  bring the network down

· Disrupt communication between two nodes

· Disrupt some kind of service

· Prevent some individual from service or communication

       The initial phase of the DoS attack is exploiting vulnerability present on the victim machine which could be a possible entry point for the attacker. This vulnerability could be anything which would allow attacker to have sufficient information about the victim to launch an attack against him. Once the vulnerability has been recognized, the next step is the attack itself. The attacker launches the attack in form of legitimate looking packets which the target host would accept. Once the packets are let in, they lead to some other actions which would ultimately lead to some kind of service denial or disruption. [9] Whatever be the way, the ultimate goal of  DoS attacks is to prevent networks or servers from functioning properly by overloading them with packets more than they can handle.

1.2   IP Spoofing:
       IP spoofing is the main tool which is used in almost all kinds of DoS attacks. IP spoofing is the technique of spoofing somebody else’s IP address as your IP address. So, when someone is using IP spoofing to foreword packets to your machine they would appear to come from the spoofed IP address instead of the actual IP address from which they are originated. The host whose IP address is used in spoofing doesn’t even know about the act and might receive some unsolicited messages from various hosts with which he never started a communication.

        DoS attackers use IP spoofing to hide their identity. This adds another level of abstraction, when the defense team tries to track down the attacker. The technical details behind this concept rolls back to the IP header field of the packet. The source address field in the IP header can be modified with some spoofed IP address and using the concept of Raw Sockets this header filed can be attached to the ongoing packet to the destination. Hence, the packet appears to come from the spoofed IP address. The existence of such a feature in the TCP/IP stack is questionable but, it exists there for some legitimate purposes. IP spoofing is the major part of Distributed Denial of Service attacks (DDoS) which is discussed in the later part of this report.
2.   CATEGORIES OF DoS ATTACKS:
        As already explained, DoS attacks are designed with a malicious approach in mind. DOS attacks can be brought about in many ways. The attacker, who wants to shoot the DOS attack, can be basically present at two locations viz, in the local network or the or present at a remote location. The attacker might have an account on the Victim machine which he might use to disrupt the service which it offers to its other legitimate accounts. In the other case the attacker doesn’t have any local account on the victim machine but, he tries to attack the victim machine over the network remotely. Moreover, the attacker can affect the victim machine in basically two ways. He can try to stop the service being offered by the machine by killing the service process itself or he can try to exhaust the recourses on the victim machine which would ultimately result in stopping the service and providing denial of service for other legitimate users. So, now we have four different terms associated with just one basic aim i.e. DoS attacks or making the victim machine inaccessible in one way or the other.  If we try to intermix these four different terms so as to bring about the DoS attacks on any machine, we would end up in following four categories:
· Locally Stopping Services.
· Locally Exhausting Resources.

· Remotely Stopping Services.

· Remotely Exhausting Resources.

        All the DoS attacks can be classified under these four broad categories. It depends on the attacker which approach he wants to use for attacking. They all have different kind and intensity of impact on the victim machine. The details are explained in proceeding pages.

2.1  Locally Stopping Services:
      In this category of attacks, the attacker already has access to the victim machine. This can be done in many ways. Either the attacker is a legitimate user on the machine or he has hacked some other user’s account and is impersonating as him to attack the system. In case of locally stopping services, the attacker has sufficient privileges over the system so as to bring some service to halt. This can be done in a number of ways. If the attacker has sufficient rights, he might kill an important process or he might reconfigure the system according to his own choice. 
In the worst case scenario, the attacker might have root level privileges, in which case he can crash some of the important processes going on in the machine which would result in DOS for one kind of service or other for the legitimate users. 
      As far as defenses against these kinds of attacks are concerned, the system administrator must keep his machine patched for various security vulnerabilities.  The users must not be given extra privileges. The system’s integrity must be properly managed by deployed various kinds of integrity checks. Any reconfiguration on the system must be detected as soon as possible and the reason for changes must be tracked down.
2.2  Locally Exhausting Resources:

      In case of  locally exhausting services, the attacker exist on the local machine and he tries to exhaust the various important resources of the system such as, various process queues, filling up the system’s file system, incoming network traffic queues, etc. All these resources are very important for smooth functioning of the system. If these resources are affected in some way or the other, this would prevent the legitimate access to the machine.
        Defenses against these kinds of attacks may start from the basic security methods such as giving users proper and required access to the resources, choosing a file system which has strong security mechanism. Even the operating system’s security policies would be an important factor in this case. Any single user shouldn’t be allowed to consume all the resources of the system. Quota system for the user can prove to beneficial. Having enough resources for the system can also be a defense against exhausting resources.

2.3  Remotely Stopping Services:
      The basic concept of Remotely stopping services is similar to the locally stopping services. The only difference in the two approaches is just that that the attacker is not present locally on the system or he doesn’t have a local account on the system. The attacker access the machine remotely via various other security breaches and tries to stop some local service on the system, which would leave the system in some kind of disability to service its clients. Some of the basic approaches for such kinds of attacks are, sending some malformed packet to the machine over the network which would affect the machine adversely as it won’t understand the packet and might turn down some service. Other way can be aimed at blocking the communication channel for the machine so that it is not able to communicate with various other users through network, resulting in DoS. Some of the popular attacks under this category are Ping of Death, ARP Spoofing, TCP RESET, etc.
      Defenses against such kind of attacks do exist. Starting from the basic security level, the system should be patched up to know about the latest trend in these kinds of attacks. Antispoof filters can be used to to undermine various kinds of spoofing attacks. Usage of static ARP Tables can be  used as a defense against the ARP poisoning. Remote users’ privileges must be defined very accurately and intelligently. They must not be allowed to have root level access to various services on the system.
2.4  Remotely Exhausting Services:
       These kinds of attacks are the most popular ones. The attacker accesses the victim machine from a remote location and tries to exhaust the system’s resources. The target areas are the same as used in case of  locally exhausting services. The most popular mechanism for such attacks is the flood of malformed packets which tries to fill up the various queues of the machine and leave it unserviceable for its clients. The network queues are most prone to these kinds of attacks. One of the famous attack SYN Flood has been discussed in detail in the later part of the report. SYN Flood tries to fill up the TCP queue for the machine so, it is not able to open any new connection for the legitimate users. Bandwidth hogging is another way to bring the services down. Smurfing attacks also fall under this category.
       Defenses against such attacks include various kinds of techniques to increase the serviceability of the various queues on the system. This can be done in a variety of ways such as increasing the size of the queues, decreasing the timeout for various connections, watching out for dead connections to free up the consumed resources. Various other Traffic shaping tools can be used to make the traffic tractable. Directed Broadcast should also be restricted on the machine. Moreover the remote user should not be able to start too many child processes so as to create any suspicious Smurf attack.
3. TYPES OF DoS ATTACKS:
       All the DoS attacks known till date fall in at least one of the four categories defined above. In this part of the report we will go in to the detailed study of some popular DoS attacks, which are being used presently by the attacker. The cause, symptoms and defenses against them would be covered as well.
3.1 BONK Attack:
       We all know that TCP/IP uses a fragmentation to transfer large data packets to the other side of the network. A very large data packet is fragmented in to two or more smaller fragments if the intermediate routers can’t handle the large packet. The information about the various fragments is maintained by the “fragment offset” field present in the IP header. The reciving host uses this field to reconstruct or reassemble the packet on his side. It gives the starting address of the next fragment for the packet. The BONK attack uses this field of the IP header to perform the attack. 
      In BONK attack the attacker changes this offset field of the IP header to some very large value which the host machine won’t understand. When the victim machine tries to reconstruct the large packet it is confused due to a very large offset value and would crash. The only requirement for such kind of attacks to take place is that the IP header stack should be able to receive packets from the attacker, so that he can modify the offset field. windows OS is most affected by this kind of attack.[3]
Defenses:

       Defenses against BONK attack include a patch tool kit launched by Microsoft for BONK attack. This patch fixes the vulnerability of windows machine to large packet offset.
3.2  Ping of Death:
       Ping of Death attack is also similar to the Bonk attack in the way that it also affects the TCP/IP stack of the victim machine. The machines with a weak implementation of the TCP/IP stack are most susceptible to such kind of attacks. Especially the older machines are victims to such kind of attacks. In this attack the attacker sends a very large, usually larger than 64Kilobytes, ICMP ping message to the victim machine. This causes the buffer on the receiving side to overflow. The victim machine tries to reassemble the large packet but due to buffer overflows it crashes. Some of the network devices such as Routers are also victim to these kinds of attacks. Even printers can be attacked using this kind of attack.  
Defenses:
       This attack normally affects the old machines. New machines  are not affected with such kind of attacks. They would just discard an ICMP message bigger than 64Kb. The old machines can also be fixed with a patch.
3.3 SYN Flooding:
Every TCP connection starts with a three way handshake, as it is called. The initiating host sends a SYN request to the destination host and the destination sends back a SYN/ACK sequence packet back to the initiator. The receiving host also maintains an entry in his memory so as to recognize this half-open connection. The SYN attack is aimed at using this feature of the victim machine in which it saves the information about the connection. When the initiator sends the final ACK message back to the receiving machine the three way handshake is said to be completed and the TCP connection is established between the two ends. 
The SYN Flood attack works as follows. The attacker sends a flood of SYN messages to the 

victim machine. The victim machine would treat all these SYN messages as different connection requests and reply with a SYN/ACK sequence to all the incoming SYN messages in the SYN flood. This would also require the victim machine to save some information for each half-open connection in to some kind of data structure. If the flood is large enough then it would easily overfill the data structure on the receiving side and it won’t be able to take up any more new connections, even from the legitimate users. This would lead to DoS for users. The SYN flood is depicted in the picture below.
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Figure 1: The SYN Flood Attack. Source: [6]  
      There is a second variation of SYN flood, in which case the attacker uses IP spoofing (explained earlier). Using IP spoofing attacker can impersonate as any other machine and send a SYN packet to the victim machine. The victim machine replies back with the SYN/ACK sequence to the spoofed IP address. When that IP address receives that SYN/ACK request for the connection that was never initiated by it, it sends a RESET signal back to the victim machine. If the intensity of SYN Flood is large enough this would lead to a lot of packets in the communication channel, which would consume all the bandwidth and wouldn’t leave any space for legitimate communication. Such kind of attack is even worse than the regular SYN flood discussed earlier because not only it fills up the data structure in the victim machine but also hogs up the bandwidth of the victim machine. So, this would lead to the total crash down of the victim machine. [2]
Defenses against SYN Flood:
       SYN flood can be prevented in many ways. First of all, the data structure used to store information for the half-open connections should be large enough, so that it can handle a large number of half-open connections. The Bandwidth should also be large enough so as to prevent bandwidth hogging due to undesired packets. The prevention mechanism should also be implemented at the source by letting the attacker not use Raw sockets to spoof the IP address of any other host. Reduced Timeout could also help in decreasing the number of half-open connections. The best solution is the use of SYN Cookies which bypasses the problem of memory data structure which provides a bottleneck for the victim machine. The SYN Cookies are discussed in more detail in the later part of this report.
3.4  Land Attack:
                Land attack is very simple attack and has been patched in most of the newer machines. In Land attack the attacker sends a SYN request packet to the victim machine. The source IP and Port number are set similar as the destination IP and Port numbers using IP Spoofing. When this spoofed packet reaches the victim machine it gets confused as if it is sending the packets to itself. Depending upon the operating system of the victim machine this might lead to the crash down of the machine. Large number of windows platforms including linux and network routers is prone to such kind of attacks.
Defenses:
       Land is a very old attack and has been fixed since then on most of the machines. Still it can be prevented by blocking spoofed IP packets to the machine.
3.5  Snork Attack:
       Snork attack is a very powerful attack which is designed particularly for windows NT RPC services. In this kind of attack the attacker can cause the Windows NT system to consume 100% of it CPU processing for a desired amount of time even with a minimal set of resources and privileges for the attacker. Another variation of attack performed by Snork is consuming of bandwidth on the victim machine by sending large number of packets using other victim machines. All possible set of combinations between the various victim machines can be used to send packets to each other. This kind of attack is similar to Smurf attack which is discussed in the next part. [4]
Defenses: 
      Patches are available from Microsoft against such kind of attacks. Firewall rules can be set up to prevent such kind of packet forwarding. Proper implementation of Intrusion Detection System (IDS) can also be used to detect such kind of Snork attack.  third party softwares are also available in the market to prevent against such kind of attacks.
3.6 Smurf Attacks:
        Smurf attack is the most powerful attack and is pretty simple too. Moreover it hides the very existence and identity of the attacker. As the name suggests, the smurf attacks are based on the smurfing technique. This attack work by sending a Directed Broadcast ICMP Echo request to a network. All the nodes present on the system responds to this Echo request with an Echo reply. So, if there are 40 nodes on a network we are able to generate 40 messages from just a single message. This is the basic technique which is used in the Smurf attacks.
       The attacker uses the same technique to send a ICMP  Echo Request to the broadcast address of some network on the Internet. This Network is known as the “Smurf Amplifier”. The attacker also spoofs the  IP address as that of the victims machine so, the echo request appears to come from the victims machine. When the nodes on the Smurf Amplifier receives this echo request, appearing to come from the victim’s machine, they all respond to that with the echo reply. If the network has large number of nodes it would generate a large number of packets at the victim’s machine consuming all of his bandwidth. The victim’s machine would be all confused and flooded with these packets which would lead to DoS for the legitimate users. [2]
       The choice of Smurf Amplifier is very important and has to be decided depending on various factors of the network. The number of nodes and response to the directed broadcast sent by the attacker are the most important deciding factors.
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Figure 2: Smurf Attack. Source: [2]
      This kind of attack is very helpful for the attacker. All he needs to do is to just send a directed broadcast message using the victim’s IP. The bandwidth requirement for the attacker is not an issue because of Smurf amplifier, the bandwidth gets multiplied by many factors.
       There are some variations of this smurf attack which also have the same aim as the smurf attack. One of them is “Fraggle” which uses UDP packets instead of ICMP messages. Fraggle sends UDP packets to the smurf amplifier and the network responds with some kind of response and for even the closed UDP port number on the network an ICMP port unreachable message is generated. Thus, for every UDP packet sent by the attacker the smurf amplifier sends back some kind of response. There are other variations too which can use more than one network as their Smurf amplifier. [2]
Defenses:
       The basic defense mechanism starts with having adequate bandwidth and message queues so as to handle a large number of packets in the network. Then if you don’t want to be a smurf victim then the border gateway must be configured to filter ICMP messages. Finally the network routers must be configured not to accept any messages sent to the network’s Directed broadcast address.
3.7   Distributed DoS attacks (DDoS):
   Distributed DoS attacks are a new concept which has been around just for some years but, they have gained a lot of popularity among the attackers because of its very successful debut. Even the major companies had to surrender to this attack. This attack shows one of the biggest loophole in our Internet system. SYN flood and Smurf attacks can be considered as restricted versions of DDoS attacks in which case they depend upon the bandwidth of the Network amplifier. In case of DDoS there is no limit to the impact of attack that can be created by the attacker.

        DDoS attacks work by spreading their agents all over the Internet and attacking the victim machine simultaneously resulting in DoS at the victim machine. The attack starts by choosing some weakly secured machines present anywhere on the Internet called the “Zombies”. The attacker then breaches the security of such machines and takes over the control of the machine. Then there is a sequence of actions performed on this machine to turn it in to an agent for the attacker. First of all, the attacker installs some kind of software on this machine so as to evade that it has been captured by some attacker. The various commands on the Zombie machine are altered according to the attacker’s will and they don’t show that the machine has been captured by the attacker. Then, the attacker installs some kind of client software on the Zombie through which the attacker can control the machine and pass commands to the Zombie to act according to his will. The attacker doesn’t interact with the Zombie directly. Hundreds or even thousands of such Zombie machines are selected and controlled by the attacker. [5]
  After getting access to a sufficiently large number of Zombie machines the attacker finally decides to attack the Victim machine. A single command given by the attacker to the client can bring all zombies in to action. If  the attacker wants to send a flood of packets to the victim machine it would just give a single command to the client software and all the zombies would start flooding the victim machine with packets. This would lead to the DoS at the victim machine. The whole process is so fast that by the time the victim machine recognizes that something is wrong and tries to adopt some preventive mechanism, he is already flooded with thousands of packets and his communication is down.  The modern day DDoS attacks uses IP spoofing to send the packets to the victim machine. This way it adds another layer of abstraction for the attacker. The exact source of the IP packets is very hard to reveal. Even if the victim machine is able to capture some of the packets flooded and he is able to find out the address of the zombies and the corresponding clients, still they don’t have the actual location of the attacker, who is sitting somewhere else on the internet. [5]     
            The figure on next page shows the whole setup of the DDoS attack, showing all the necessary components of the setup. 
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Figure 3: DDoS Attack. Source: [2]
          Using this setup the attacker can fire any kind of attack on the victim machine. Some of the popular attacks used by the attacker under DDoS category are Bandwidth exhaustion attacks, Packet flooding attacks, Fraggle attacks and Smurf attacks. All these attacks can be combined with the DDoS attacks to make the life of victim even worse. The various defenses against such DDoS attacks is covered in next part of Report.
4.   DoS DEFENSES:
        Dos attacks are the most challenging of all kinds of attacks present on the system. The intensity and speed of the DoS attacks is so high that they leave very little scope for the victim machine to survive these kinds of records. There are various challenges which are posed in front of the defense mechanism applied by the victim machine.
        The foremost challenge is the speed with which the packets are fired at the victim. It leaves very less time for the victim to come in to action against that attack.  The diversity of the packets received is another major problem for the victim. When it tries to devise some kind of filter rule to block certain type of packets, it fails because the packets have different kind of features and it is difficult to device any single rule to avoid those. The next defense approach would be to figure out the source of the packets. But, due to IP spoofing involved it is hard to even determine the exact source of the packets. Apart from these challenges there are various other challenges which are difficult to undermine. The best defense mechanism are hard to determine but efforts can be made to reach a certain level of security against these kinds of attacks. 
      The DoS defense mechanism starts from the very basic level of security. If your system is secure enough then it won’t leave any vulnerability of the attacker to start an attack on your machine. There are a lot of basic security tools which should be existing on every system. Proper security patches should be installed on the machine so as to keep it up to date against the new sophisticated attacks. Integrity check programs should also be installed, so as to indicate if the system’s integrity is changed or affected in any harmful way. User privileges must be properly configured and User quota system should be adopted in order to prevent attacks starting from the legitimate users.

       In this section we will cover some of the most popular and efficient DoS defenses being used today. We will cover defenses for almost all of the attacks discussed in the previous section.         
4.1  SYN Cookies:
      SYN cookies is the concept which is used to control the SYN flood attack. The basic reason for the success of the SYN attack is use of a connection queue which gets overflowed when a SYN attack is initiated. The SYN cookies aim in removing this Bottleneck. The concept of  SYN cookies is as follows.
        When the victim machine receives any SYN packet from any other host, it uses the various fields present in the first SYN packet. Then it applies a cryptographic function to the initial sequence Number, source IP/port, destination IP/port, the timestamp of that connection and a secret number to generate a SYN cookie. This cookie is then placed in the initial sequence number of the SYN/ACK sequence sent from the victim’s machine. So, there is no connection queue involved in this approach. No information is stored on the victim machine regarding this half open connection. If the attacker tries to send a SYN flood, the victim would just set up the SYN cookie for each incoming SYN packet and forget about it.[2]  There is nothing to be exhausted in this case which would lead to any kind of DoS.
         The normal SYN flood attacker would never respond with the final ACK signal of the Three way handshake. If the victim machine receives a final ACK from some host it computes the same function on the ACK received using all the particulars. If the resulting value matches the  ACK number minus one i.e. the initial sequence number of the victim machine, then the ACK is valid and is from some legitimate user and the machine can go ahead with the connection. [2] So, in this way the machine can be safe from the SYN flood attack without even gathering any information about the connection. 
4.2 IDS and IPS:
      The network based Intrusion Detection System (IDS) and Intrusion Prevention System (IPS)  are the a powerful tool against the attackers. The various kinds of attacks and malicious activities can be detected by IDS. The IDS systems can detect various kinds of malicious packets send by the attacker and accordingly alert the system administrator about the attack. 
       The IDS systems have a whole database of signatures of various malicious packets which can be probable attack packets. The IDS keep sniffing the network traffic and compare it with the database. As soon as it finds any match, it sends off an alert. The location of IDS in the network is a major factor in IDS’s implementation. The position of IDS should be such that it should be able to track all the incoming and outgoing data from the network. This helps in tracking down the attack to the root level. IPS is an extension of the IDS. Once IDS sends off the alert that something is wrong, IPS comes in to action. IPS starts by dropping all the malicious packets and cutting off the connection from where the packets are coming. [7] The two approaches are dependent on each other to achieve their ultimate goal. Therefore, the concept of IDS is being merged in to the IPS as IPS is the main aim of any security mechanism. Without prevention detection is of no use.
       With the level of attacks going up with each passing day, the performance of IDS is always questionable. Most of the IDS systems used today are not able to read encrypted data. So, if the attacker uses encrypted data, he can easily evade IDS. There are various other tools available in market which can evade IDS such as FragRouter, which fragments the attack packets in various ways so as to evade IDS. The most popular IDS tool “Snort” is a free software which is capable of  packet sniffing and logging and analyzing those packets for possible attacks such as buffer overflows, port scanning, web application attacks and many other. 
         IDS is a valuable tool for providing security for your network. The IDS system should be kept up to date for new kinds of attacks. For advanced security Host based IDS (HIDS) can be used which provides a more granular detection mechanism at host level. 
4.3  DDoS Defenses:
        DDoS attacks are a major security problem for any kind of network. The main task for the defense mechanism would be to detect these kinds of attacks as early as possible and respond with one or the other preventive mechanism. But due to the complex setup of DDoS it is very hard to find a checkpoint which would detect the DDoS attacks at an early stage. Unfortunately, the best checkpoint for detection lies in the vicinity of the victim machine. There are basically two types of threats for  any machine in case of DDoS attacks. First, your machine should not be made a zombie machine which would be used to attack other victim hosts and the second threat is your being the victim machine itself. [2] 
       The basic defense against such type of defenses starts from the very basic security patches which needs to be installed on your machine so as to prevent the attacker to break in to your system and compromise you as a Zombie for his DDoS attack. Proper filters and anti-virus soft wares should be installed on your system.  In the second scenario, where your machine is the victim machine for some kind of flood attack, the proper implementation of Intrusion Detection System (IDS) is a major security factor. If you have a proper IDS system installed on your system you should be able to detect such kinds of attacks at an early stage and prepare for these attacks. Installation of other Traffic shaping tools would also prove beneficial in detecting any kind of malformed packets in the network. Pushback is another router based prevention mechanism which works by dropping any packet going out from your machine which appears to be a probable attack packet. Basically, the router would drop any packet which has an source IP address other than that of the network. Besides this there are a lot of other factors which considered while dropping the packet.[2]
4.4 Secure Overlay Services (SOS):
       Secure Overlay Services (SOS) is a defense mechanism against the DOS attacks. SOS makes a secure overlay network that envelops the target network which we want to secure. All the packets sent to the target network passes through this overlay network and IT ensures that the illegitimate packets are not allowed access to the target network. The basic goal of the SOS is to allow legitimate communication to take place and prevent illegitimate communication. So, to accomplish this task, SOS needs to implement some kind of filtering mechanism such as that of a “Firewall”. Using these kinds of filtering rules, SOS creates a “Filtered Region” around the target network through which only the legitimate data can go. [8]
       The architectural details of SOS are very complex. They use various levels of abstraction to prevent target network from attack. The figure below shows the basic architecture of SOS.
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Figure 4: Architecture of SOS. Source: [8]

       The routing of packets between the SOS network is very complex. The Filtered region around the target host is the secured area through which only the legitimate packets are sent. The target host can be configured to accept packets from just only a few trusted Secret Servlets, which acts as proxy servers for other users. So, even if attacker spoofs IP address of the user he still won’t have the proxy server’s information. The identity of Secret servlets is kept hidden. The first point of access to a SOS network is called Secure Overlay Access Point (SOAP). All the data coming from outside world is let through these nodes. The legitimacy of the packets is checked at this point. If they  are suspicious they can be dropped right way, otherwise they are passed over to the SOS network. having a large number of SOAP nodes increases the bandwidth and robustness of SOS to an attack. Moreover, there are various paths which exist between the SOAP and the Secret Servlet, so it adds another level of protection against packet flooding.
       Once the packets have been allowed inside SOAP node they are passed through various overlay nodes. The hash function is used to calculate the next node and the target’s IP address is fed in to that function. The packet passes through large number of nodes via various unpredictable paths until it reaches “Beacon”. Beacon’s are special nodes to which all the packets destined for the target machine are first reached. After that the only level of processing left is the information of the secret servlet to the beacon node. The same hash function is used to convey this information and the packet is passed over to the secret servlet and finally over to the target machine. [8] Therefore, there are various levels of security involved in case of SOS and it makes sure that only the legitimate packets are allowed inside. The Bandwidth is not an issue for SOS, as it is scalable to any number of nodes. SOS can choose alternate paths to destination if some of the nodes on the network are compromised. Hence, SOS can handle huge floods of packets.
4.5  SIFF:
       The biggest challenge in case of DDoS attacks is the inability of the victim machine to stop the flood of packets in to it. There are a large number of connections established during a packet flood and it is impossible for the machine to stop each of them individually. The choice of the connection to drop is another challenging task. If the victim could manage information based on individual connections then he might be able to figure out the packet flood at an early stage and prevent his network to be saturated with bogus packets. 
   Stateless Internet Flow Filter (SIFF) is such a mechanism which gives the machine the ability to tear down individual connections. SIFF allows the machine to divide the whole network connections in to two subgroups, Privileged and Non- Privileged. Privileged connections are the connections to the trusted clients. All the packets flowing over this privileged connection are given preference over the rest of the traffic. The target is to save these privileged connections from DoS. Whenever the server feels that some connection is transferring some malicious packets it can tear down that connection without bothering the other legitimate connections. [10] 
       The routers are also used to provide privileges to the clients. There is a small per packet processing involved at the routers depending upon the Source and destination address, IP of the router and last hop’s router. This way, the router can come to know whether the packet belongs to a privileged class of connections or not. The router also maintains the information about the data flow rate of each connection and makes decisions accordingly.
5. Conclusion:

        We have seen throughout this report that impact of DoS attacks can be really devastating. DoS attacks seem to be biggest threat to the Internet community. It won’t be wrong to say that DoS attacks have a very healthy future. The seriousness and the rate of such attacks will increase over the time. With new technologies coming on to surface every day, the DoS attacks will flourish. DoS attacks would become more common. The defense mechanism will have to equally upgrade itself to meet its rival. The end users as well as the server administrators must be aware of the intensity of the problem and make themselves tuned up to the latest updates on security. The community should prepare itself for even more severe kinds of attacks.

For the time being, it can be concluded that DoS attacks will stay for a long time in the future existence of Internet.
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