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Introduction:
The Simple Mail Transfer Protocol (SMTP) is an application layer protocol. The SMTP protocol is defined in RFC 821 and amended by RFC 1123. The Simple Mail Transfer Protocol is a text based protocol used to send and receive text based messages to/from one or more recipients. However, this protocol is limited in its ability to queue messages at the receiving end; hence the Internet Message Access Protocol or the Post Office Protocol is used to receive e-mails. The SMTP server listens on a well known TCP port 25 for an incoming request. This protocol was actually designed for only plain text (ASCII Text) messages, but the asymmetric key e-mail encryption mechanisms like Pretty Good Privacy and Multi Purpose Internet Mail Extensions facilitate to attach executable files and multimedia files along with the e-mail. 
The Basic SMTP Working:
When the user wants to send an e-mail the sender SMTP establishes a two way transmission channel with the receiver SMTP. The receiver SMTP may be the final destination or the intermediate. The sender SMTP generates and sends the commands to the receiver SMTP. In response to these SMTP commands the receiver SMTP replies with the SMTP messages. 
Once a two way transmission channel is established between the sender SMTP and the receiver SMTP the following messages are exchanged between the sender SMTP and the receiver SMTP:

· MAIL Command: This command is sent by the sending SMTP to the receiver SMTP. The MAIL command indicates the sender of the mail.

· OK Reply: If the receiver SMTP can receive mails for that recipient then it replies with an OK reply.

· RCPT Command: The receiver SMTP sends an RCPT command to the sender SMTP to identify itself as the recipient of the mail.
· If the Receiver SMTP cannot accept mails for that recipient then it replies with a reject reply to the sender SMTP. 
With the help of the Simple Network Protocol e- mails can be sent directly from the sending user’s host to the receiving user’s host if both the sender and the receiver hosts are connected on the same transport service. When the sending and the receiving hosts are not connected on the same transport service one or more relay SMTP servers are used to send the e-mail. 
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SMIP Mail Transaction:
The first step is a MAIL command, which gives identification to the sender. The MAIL command is followed by a series of RCPT commmant. The RCPT command gives the receiver information. The last setp is the DATA command which gives the mail data to the receiver.
The mail transaction takes place in the following way:

The MAIL command:

The MAIL command is the first step in the SMTP Transaction. The MAIL command tells the receiver SMTP server to reset all its state tables, the buffers, and any recipients or mail data since a new transaction is about take place.

MAIL <SP> FROM:<reverse-path> <CRLF>

The MAIL command gives the reverse path which can be used to report errors and if the mail is accepted by the receiver SMTP server then the receiver SMTP server sends back an 250 OK reply. The <reverse-path> is a reverse source routing lists of hosts and source mail box.
The RCPT Command:
The RCPT is the second command in the SMTP mail transaction. 

RCPT <SP> TO:<forward-path> <CRLF>

This command specifies the forward path. The forward path gives the source routing list of hosts and destination mail box. If the mail is accepted the receiver SMTP server send back an  250 OK reply and stores the forward path. A 550 failure reply is sent back to the sender SMTP if the recipinet is unknown to the receiver SMTP server.

The DATA Command: 

The DATA command is the third and the last step in the SMTP mail transaction.
DATA <CRLF>

If this command is accepted, the 354 intermediate reply is sent from the receiver SMTP to the sender SMTP and all the succeeding lines are considered to be the text message. The SMTP receiver sends a 250 OK reply to the sender SMTP when the end of text is received and stored. The sender SMTP sends a line containing only a period to indicate the end of data. The end of data indicator is to indicate to the receiver SMTP to process stored mail data and the recipient. The DATA command fails only if there is no recipient or if the resources are unavailable.
This SMTP example shows mail sent by Alice at host Gamma.ARPA,

to James, White, and John at host Sigma.ARPA.  Here we assume

that host Alpha contacts host Beta directly.
         S: MAIL FROM:<Alice@Gamma.ARPA>

         R: 250 OK

         S: RCPT TO:<James@Sigma.ARPA>

         R: 250 OK

         S: RCPT TO:<White@Sigma.ARPA>

         R: 550 No such user here
         S: RCPT TO:<John@Sigma.ARPA>

         R: 250 OK
         S: DATA

         R: 354 Start mail input; end with <CRLF>.<CRLF>

         S: Blah blah blah...

         S: ...etc. etc. etc.

         S: <CRLF>.<CRLF>

         R: 250 OK
The mail has now been accepted for James and John.  White did

not have a mailbox at host Beta.
Email Security 

Email security has weakness in two sections.

1) Internal Mail server

All information is used in SMTP plain text and these email messages are not encrypted so those who have appreciate access to SMTP server, they can read all email in SMTP server easily. And these all server are communicating with each other using this SMTP protocol. Due to the behavior of SMTP protocol we cannot say when an email is delivered to receivers on actual time. If the primary server is down the e-mails to be sent will be queued in several other server for any amount of time before they can be delivered. These e-mails are in plain text and also the servers communicate with each other in plaintext hence there is an possibility for the man in the middle attack and spoofing attacks. SMTP server will be configured to request username and password to authenticate in order to relay a message to other server. And also this username and passwords are also in plain text it’s not being encrypted.

2) Mail Access

There are also security vulnerabilities in mail access. Many popular web based e-mail applications only support the mail access with the help of Hyper Text Transfer Protocol (HTTP) instead of HTTP with Secure Socket Layer Protocol (HTTPS). When the HTTP protocol is used the e-mails are in plain text hence it is a possibility of eavesdropping or man in the middle attack. The HTTPS protocol is recommended because HTTPS protocol provides security with the help of the Secure Socket Layer Protocol. The HTTPS protocol provides data encryption by which confidentiality is guaranteed. Normally the Internet Message Access Protocol and the Post Office Protocol is used to access e-mails. The servers can be configured to use authenticated POP and IMAP to access e-mails which requires the user names and passwords to be sent in plain text. Hence any malicious third person sniffing the network can get the plain text message and the confidential information like user names and passwords. 
Email Identity Spoofing 

There is a technique to send an Email using any person’s Email address. This is possible to send an Email because this protocol doesn’t required an authentication. and all message in this protocol are in plain text format . Let’s see an example of spoofing
1. “telnet”: A communications client used to connect to the SMTP port 25 on the target mail server; 
2.  "helo": SMTP command used to introduce ourselves to the SMTP server 

3.  "mail from:": SMTP command to identify who mail will be sent from 

4. "rcpt to:": SMTP command telling the mail server who to send the e-mail too; 

5. "data": SMTP command that instructs the mail server that the text typed after this command is the body of our message; 

6. "(enter).(enter)": When we are finished writing our message we will hit the (enter) button, the period".", then another (enter) and the mail will be queued for delivery 

Securing  Email

As in SMTP we see that all information are in plain text and are not in encrypted format. One way to provide security is to use the Secure Socket Layer Protocol (SSL) to encrypt the electronic mails when they are in transit between the user’s computer and the e-mail provider’s computer. The SSL protocol provides message confidentiality, authentication, and message integrity. The SSL protocol makes sure that the message content, password, and the user name are all encrypted. This prevents the messages in transit from man in the middle attacks. Using Secure Socket Layer provides a solution to mail access security issues, but it does not provide any solutions for other security issues such as content encryption, repudiation, message modifications and unwanted backups. Even if SSL is used the messages are in plain text when they are stored in the SMTP servers. To obtain a completely secure method we can use asymmetric encryption key with SSL to provide message signature and content encryption.
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Secure/Multipurpose Internet mail extensions (S/MIME) and Pretty Good Privacy (PGP) protocols are widely used as the asymmetric key e-mail encryption mechanism. These two protocols encrypt the e-mail content by using both public key cryptography and symmetric key cryptography, and it includes a system that binds the public keys to the user identities.  (PGP. PGP is “Pretty good Privacy” which provides a encryption algorithm using a public key cryptography and asymmetric key cryptography. PGP is a key encryption program mainly intended for email privacy and authentication. And PGP key is piece of data used to encrypt it and/or sign the message it has a key id and it contains name and email address of owner. PGP use an Algorithm for encryption such as Diffie-Hellman, RSA and DSS.

As you can see in figure above for Authentication Sender side SHA-1 is used to generate 160 bit hash code .and it will encrypted with such as RSA and Sender’s private key and generate message and at receiver side it use a sender’s public key it will decrypt and recover hash code, receiver generate a new hash code and compare with decrypted hash code and accept and authenticate message. For a confidential message to encrypt it uses a CAST-128 / IDEA/3DES with session key. Session key is encrypted using a recipient’s public key and it will attached with message and the receiver side it recipient’s private key to decrypt and recover session key ,session key will be used to decrypt message.

MIME is multipurpose internet mail extension is internet standard for the format of Email. and S/MIME is Standard for  public key encryption and sign in encapsulation in MIME and its support 7 bit ASCI characters/MIME is used to provide authentication, digital signature, data security ,privacy, message integrity and encryption for messages. If sender is using a PGP and receiver is using MIME then there is not guarantee for secure message because these PGP and MIME are not compatible at protocol level.
Conclusion:

The SMTP protocol is a text based protocol used to transfer mails between mail servers. These mails are sent in plain text format. Hence they are vulnerable to many attacks like man in the middle attack, tampering and spoofing attacks. These mails can be mad secure by using Pretty Good Privacy protocol and the Secure Multipurpose Internet Main Extension protocols. The e- mails can also be provided security by encrypting the entire messages. These solutions can provide security to some extend but does not guarantee 100% security. 
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