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1.0 Introduction:
Each one of us has accounts on different websites. Because of so many users for each website it is hard to get the username of you choice. Thus we have a different username on different websites which means that we need a database to store each of these username and password for each website we have account in. logically it is not a good idea if each user needs to maintain a database. Thus Brad Fitzpatrick came up with the idea of OpenID, in layman terms it means that we can use a single ID for each website. Studies have shown that there are more than 150 million URLs that are used as OpenID and we have almost 10 thousand websites that support OpenID. To get this URL you have to choose your own provider. Once you have got the URL you can use this on any website that supports OpenID, for authentication this provider will authenticate you normally when you will logon to a website it will redirect you to your ID provider and there you will be asked for a password.
OpenID is an open sources protocol that uses the same lightweight technique to recognize individuals as is used to recognize websites. Open source means that anyone can use opened for free and anyone can become a provider for free. In fact if you use phpMyID then you can be your own provider. The current version of opened is 2.0 which was released in Dec, 2007; but, most of the libraries available for openID are for version1.1.
1.1 How to get OpenID?
To get started with OpenID you will have to select a provider since this concept is not centralized there are many websites that act as Provider:

· ClaimID.com
· Myid.net

· Myopenid.net

· Myvidoop.com
· Verisignlabs.com

You will have to select a provider that you can trust with all your credentials. You will be amazed to know that you might already have an OpenID if you are using any of these services:

· AOL

· YAHOO!

· Blogger

· Flicker

· Orange.

Bellow are the snap shots of how your URL will look like. First of the two is from verisignlabs.com and second one is from myopenid.net.
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1.2 How it works?

1. User visits a website  www.xyz.com
2. For each website that supports OpenID we will have two options for logging in. One with two fields “username” and “password”, second will just have one for that is for OpenID identifier. Select the second option.

3. Type in your OpenID identifier. OpenID identifier is nothing but a URL that is provided to you by the provider of OpenID when you register for one. This URL becomes your ID.
4. When you submit this OpenID identifier the website redirects you to the URL Provider.

5. Once you are on this page the authentication process takes place in which you are asked for your password or a cookie is used.

6. Once authentication process is over you are directed back to the webpage. If the authentication is successful the user is logged in.

7. If the authentication process fails then the user is directed to website with a failure message.

The figure bellow shows how this whole process works:

[image: image3.emf]
1.1 OpenID basic architecture, Reference “http://michaelkimsal.com/presentations/new_openid.pdf”
2.0 Pros and cons of OpenID:

2.1 Pros:

1. You do not need to have a separate username and password for each site. OpenId allows you to set one URL as your identity. Since for different websites same user has different username and password it becomes difficult to remember all of them thus we need to use openID for all websites that support it.

2. You can periodically change the openID password to make it more secure. If one feels that his network is being monitored by a hacker then instead of changing the password for all the accounts he has on different website he can regularly change his openID password.

3. OpenID is not centralized so all the data is not stored in same place.We have different service providers that provide users with OpenID. You can set it up on your own website using myphpid.

2.2 Cons:

1. You will have to trust a provider with which you can share all information. You need to pick a provider that will provide you with the URL which will serve as you identity but to get that you will have to provide this provider with your critical information.
2. OpenID redirects you to a different page so anyone with a phishing site in between can get access to your OpenID information. Anyone with phishing site in between will receive the packet from website to provider and receive info from the provider.
3. You can’t stop people from registering with false identity. Anyone can register with these providers with wrong information as they do not ask for a proof of your identity.
4. It is hard for a user to create an OpenID. For a regular person this OpenID is a bit tough to understand and use.
5. Won’t work on most sites. As this is a new concept most websites have not adopted it but with companies like AOL, Yahoo, Microsoft accepting it the scope can only increase. 

3.0 OpenID Implementation

3.1 OpenID protocol overview

Using OpenID mechanism one can claim that he/she owns particular URL (OpenID) and can also prove the claim made. In the process of authenticating the end user relying party need not to access the end user credentials like username or password.

An OpenID authentication standard uses well known HTTP/HTTPS protocol. OpenID implementation may use SSL and digital signature at different levels.   
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Fig 3.1 OpenID protocol overview, Reference “http://giksworld.com/photos/openid.pdf”

Fig 3.1 provides overview of OpenID protocol. Detailed analysis of protocol is covered under analysis of authentication protocol topic.

Some terms being used in description are OpenID Provider (OP), relaying party and User Agent(UA).

3.2 Analysis of Authentication protocol 

1. The end user (web browser) initiates the transaction by providing his/her OpenID as an authentication credential.
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3.2 User-agent initiating the transaction

In Fig 3.1we can see that user-agent provides his/her OpenID(URL) to the relaying party through POST response. 

2. Relaying party does the normalization of OpenID identifier before beginning the discovery process. 

Most of the times end-user type in the OpenID in format like ‘akshaygandhi.myopenid.com’, normalized form of this OpenID is ‘http://www.akshaygandhi.myopenid.com’

3. To initiate the authentication process relying party starts discovery process.

This process is basically finding OpenID provider of given user OpenID and generating an encoded string which can be sent in request to contact OpenID Provider(OP).

Most OpenIDs contains OP’s name itself but it is also possible that OpenID is a URL which doesn’t contain OP’s name.

If OpenID contains OP’s name than ‘HTML-Based discovery’ is performed otherwise Yadis protocol is used. 
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      3.3 Authentication request from relaying party using ‘OP Endpoint URL’

At the end of discovery process relaying party will have ‘OP Endpoint URL’, which can be sent in request to the OP by end-user for authentication.

In Fig 3.2 we can see the authentication request from relaying party with ‘OP Endpoint URL’

4. At this point relaying party and OP can optionally establish the shared secrete between them. This shared secrete can be used by both parties to verify their identity. Normally after this step OP sends message signed using secrete and relying party uses secrete to verify the message. 

This step eliminates the need of direct request to verify the signature at each message sent from OP to relaying party in future

OpenID mechanism normally uses Diffie-Hellman key exchange method to exchange shared secrete.

HMAC-SHA256 is generally used signature algorithm, where 256 mean the length of the key.

5. Now relaying party redirects end-user(browser) to OP by replacing browser URL with  ‘OP Endpoint URL’ .

6. OP authenticates the end-user by asking username and password.

There are actually to ways relaying party communicates with OP through end-user.

6.1 checkid_immidiate 

Interaction to end-user by asking password is not required in this case. 

End-user is being authenticated without providing password relevant to OpenID . 

As browser is the common point of communication, if  end-user is already logged in OP through same browser he/she doesn’t require to authenticate again providing user credentials.

When OP suspects the identity or end-user is not already logged in it asks for checked_setup method to be used. 
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3.4 authentication using checkid_immidiate method

6.2 checkid_setup

During checked_setup OP displays logging page to the end-user in their browser. 

Use provides required credentials and authenticates his/her self to OP.

OP creates the message using session handle and ‘OP Endpoint URL’. This message is passed to appropriate relaying party to authenticate user there.
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3.5 authentication using checkid_setup method

7.  End-user accesses the OP endpoint URL. OP asks for password to authenticate end-user and may also ask for permission to use OpenID to authenticate him/her on relaying party’s site.

8. OP redirects the end-user back to relaying party with authentication approved message.

OP actually sends random nonce and session handle signed with its private key.

This is to prevent phishing attacks by authenticating OP’s message.

[image: image9.png]File Edit Rules Tools View Help

Web Sessions <<
#  Resut Proto.. Host URL B
70 200 HWTTP  stticcachelgoogle.com /safebrowsing/rd/goog-maluare-s...
E71 200 WP Jsafebrowsing/rd/goog-malhare-s.
E72 200 HITP  static.cache.lgoogle.com /safebrowsing/rd/goog-phish-shav..
[73 200 HWTTP  stticcache.lgoogle.com  /safebrowsig/rd/goog-phish-shav...
@174 200 WTTP www.pemity.com /ssoflogin/openid

@75 200 wTTR www.myopenid.com /server?openid.mode=checkid_im...
876 200 HTTP ‘CONNECT  www.myopenid.comi443

@177 200 HTTRS www.myopenid.com /trust?_=adch-d138-3d1e8tid=6.
78 302 HTTP wwwipemity.com /ssofopenidZnonce=49ab7df7b5S.
@70 200 wTTP www.myopenid.com /server?openid.mode=checkid_se...
880 200 HITP ‘CONNECT  www.myopenid.comi443

181 200 HTTPS www.myopenid.com /trust?_=adch-d138-3d1e&tid=c...
8® 200 HTTP CONNECT  wwwiw janrain.com:443

®lsz 200 HTTPS wwww janrain.com /i/t.gif

B¢ 200 HITP CONNECT *ssl.google-analytics.comi443

(985 200 HTTPS  sslgoogle-analyticscom /_utm.giPutm=4.38utrmn=9..
Elss 200 HTTP ‘ocsp.thawte.com /MFEWTZBNMESWSTAJBQUIDGM

887 200 HITP CONNECT  www.myopenid.comi443

[$188 200 HTTPS vevw.myopenid.com _Jtrust_submit

| enid ab7d7b:

[®190 200 HTTP www.pernity.com /subscribe?sso_id=12706&ssomd... 2.
®o1 200 HTTP s.pernity.com /T/1/Css/style.subscribe.css7v224...
o2 200 WTTP s.pemity.com /T/1/1s/ioljs2v23373-38f0

Sz 200 WTTP sipemity.com /T/1/J6/apijs?v22635-5652

Slos 200 WTTP s.pemity.com /T/1/Js/modal js?v23259-124 |
Slos 200 WTTP sipemity.com /T/1.2/J5/MSGjsPv23318-bd7d

Slos 200 WTTP s.pemity.com /T/1/Js/tooltp Js1667-304a

Slo7 200 WTTP sipemty.com /T/1/1s/user_menujsn23317-cf7 |
Sz 200 WTTP sipemty.com /T/1.2/3s/form_valdatorjs?v2294... 1
Bloo 200 HTTP s.pemity.com /T/1/L/nav/mainmenu.tab_open....  |=}
B0 200 HTTP s.pemnity.com /T/1/L/nav/mainmenu_search.png
101 200 HTTP www.pemty.com /captcha/5/100/35/1235976297.
B2 200 HTTP sipemnity.com /T/1/L/graphics/logo_flash_32x32..
B0z 200 HTTP sipermity.com /T/1/L/favicon/16x16.png

@ statstics | i Inspectors | £ AutoResponder | @ Request Buider | [] Fiters

Headers | TextView | [Webkorms | Hexview | Auth | Raw | XL |

Name Value
¥ nonce 493b7df7b55121288127758

openidassoc_handle  {HMAC-SHAT}{49ab8058HMH4CIg==}

openididentity hitp:/akshaygandhi.myopenid.com/

openidmode id_res

openid.op_endpoint  hitp:iwww.myopenid.comiserver

openid response_nonce 2009-03-02T06:44:56ZpSVPRW/

openid return_to. hitp:liwww ipernity.comlssolopenid?nonce=49ab7df7b55121288127758.

openid sig SXCF2F+xBNZhBSEnoUNVATV i

openid signed ‘assoc_handle.identity.mode.op_endpointresponse_nonce retum_to.signed

Response is encoded and may need to be decoded before inspection. Click here to transform.

Transtormer [Tesders | Textview | Tmageview | Hexview | Auth | Gachng | Prvacy | Raw | XL |

Response Headers
[HTTPI1.1 302 Found

- Cache
Date: Mon, 02 Mar 2009 06:44:56 GMT
Vary: Accept-Encoding
£ Cookies / Login
‘Set-Cookie: I=deleted; expires=Sun, 02-Mar-2008 06:44:56 GMT; path=/; domain=.pemity.com
‘Set-Cookie: I=97Chttp2%3A%2F%2Fakshaygandhi.myopenid. com?s2F%7 Copenid®s7 C%7 C0%7C; expires=Sun, 27-Nov-2011 06:44:5¢
£ Entity
Content-Length: 26
Content-Type: text/htmi; charset=utf-8
£ Miscellaneous
Server: Apache
£ Transport:
Connection: Keep-Alie.
Content-Encoding: gzp
Keep-Alve: tmeout=5, max=100
Logation: /subscribe?sso_id=12706&ssomd5=b2d83122d0147e8fd506d5322573a0





3.6 Authentication approved message from OP to relaying party through UA

9. Relaying party verifies the message using shared secrete between it and OP and authenticates the user.

In case shared secrete has not been established between relaying party and OP, relaying party sends direct request to verify the signature. 

4.0 Security analysis
1. Protocol doesn’t specify ‘How does OP know the end-user?’

In addition to providing username and password OP may ask for client certificate. By this way OP identifies the end-user and can prevent many anonyms attacks.

2. What if OP’s site is being compromised? 

When end-user is redirected to OP there is a chance of phishing. One can force end-user (browser) to believe fake OP site as real one. 

Common solution to this problem is always establishing SSL tunnel between end user and OP as well as end user and relaying party.

By using SSL, one can confirm that other party is genuine.

Seatbelt: VeriSign’s native browser support to OpenID is a Firefox plug-in.

This plug-in detects when OpenID transaction starts from the browser. , and authenticates the OP by checking its certificate whenever needed. It also monitors overall process and warns if phishing is detected.

Microsoft cardspace is another plug-in to IE browser to authenticate user without providing username and password. 
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3.7 Microsoft cardspace architecture

Cardspace plug-in presents security token to relaying parties in their required format by fetching them from the OP. Cardspace manages various information card in browser store and end-user decides which card to present when relaying party asks for security token. Interaction with OP is depends upon WS-Trust while token is sent to relaying party using WS-Security.

3. What if one no longer trust OpenID provider?

End-user decides which identity provider trusted and reliable. If one founds later that identity provider is not reliable he/she can just change the identity provider.

End-user just need to change two lines of code in web page.

End-user can always be its own OpenID Provider. In this case need for trusting third party is eliminated.

4. Sniffing attack 

Sniffing attack is possible on OpenID infrastructure if nonce sent by OP is not being verified at relaying party side.

Once the OpenID is authenticated by OP, it sends signed authentication approved message to relaying party. This message contains handle and none signed by OP. If relaying perty doesn’t verify the signature of OP, whole session could be reused to authenticate intruder to relaying party next time.

This attack can be prevented by using transport level security protocols. If not using SSL/TLS this attack can still be prevented by verifying nonce each time when authentication approved message is received.

5. Man in the middle attack

Secure tunnel prevents any man-in-the –middle attack during communication between end-user and relying party. Still communications between relaying party and OU, like discovery and direct verification can be mimicked by third party if end-users transport level is compromised. If man in the middle can change the response to the discovery it can route the relaying party to communicate with fake OP.

To prevent this kind of attack it is always better to use SSL session between end-user and OP. By using SSL between end-user and OP we prevent the fake identification of OU and prevent man-in-the-middle attack
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