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INTRODUCTION

Nowadays, the use of the Internet has exponentially increased. It could be a company or a single user but security has become one of the most important subjects on using the Internet. Protecting our personal information is an obligation that is why people come up with ways and solutions to prevent intrusion into our system.

We are going to focus on how to hide ourselves using proxy and more precisely SOCKS. In the first part, we will present an overview of SOCKS and in a second part, the security associated to it.




SOCKS overview

SOCKS is a proxy network protocol that allows hosts from one side of the server SOCKS to communicate with servers from the other side of the server SOCKS without using a direct IP connection. SOCKS is often used with a firewall to redirect requests sent by the hosts from both side of the SOCKS server. The latter authenticates, authorizes requests and establishes proxy connections and relays data between systems.

1) A little bit of history

The protocol has been developed by David Koblas, one of the administrators of MIPS Computer Systems. In 1992, when MIPS has been bought by Silicon Graphics, Koblas present a paper on SOCKS at a colloquy on Usenix security. After that, SOCKS became a public protocol. The protocol has been upgraded to version 4 by Ying-Da Lee from NEC Company. Currently, the latest version is 5.

2) SOCKS architecture

SOCKS relies on two components: the SOCKS server and the SOCKS client. The SOCKS server is implemented at the proxy server in the Session layer, whereas the SOCKS client is implemented at the client above the transport layer. The software at the application layer can call upon the SOCKS client for service transparently. The main objective of the protocol is to make the client and the server to communicate through the SOCKS without having a direct IP connection.
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Figure1: Place in the OSI model

There are two main version of SOCKS frequently used: 

a. SOCKSv4
This protocol defines a message format and conventions to allow a transparent access to TCP applications through the firewall. While the proxy connection is being established, the SOCKS server grant access looking at the TCP header, as well to the IP address, ports number of the source and destination. SOCKSv4 is frequently used as a firewall because it is very simple to use. 

b. SOCKSv5

It is an evolution of SOCKSv4. It solves problems like:

· Authentication: 

1. The client declares to the SOCKSv5 server the authentication method he supports.

2. SOCKSv5 sends back to the client which method he should use

3. SOCKSv5 server determines the authentication method based on the security policy defined in the server configuration. If the method declared on the client fail to submit to the security constraint, the server ends the communication.

· Addresses resolution proxy:

SOCKSv5 simplifies the DNS administration and makes easier the IP address translation.

· Proxy for application based on UDP:

An UDP assocation creates a virtual proxy circuit for the data from UDP applications. There are two differences between TCP and UDP proxy circuit:

· UDP proxy circuit is a pair of addresses for the extremities of the communication that send and receive data.

· UDP proxy headers encapsulate applicative data and the address of the data destination.

3) Uses and benefits of SOCKS
SOCKS is very simple and flexible, it has been used like a network firewall, an applicative generic proxy in private network (VPN) and for extranet applications.

Applications based on SOCKSv5 offer a lot of advantages relying on its solid and flexible architecture:

· Network transparency access throughout multiple proxy servers

· Fast deployment of authentication and encrypted methods

· Fast deployment of new network applications

· Easy management of security policy
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Figure 2: SOCKS flow
Applications
Applications of SOCKS are quite common among enterprise and advanced internet users, as well as, anonymity-concern users. In comparison to HTTP proxy, which has similar functionality, SOCKS is used to relay interne packet by a proxy. Also, SOCKS is used when the user does not want the content of the connection being penetrated by the proxy. As mentioned before, HTTP proxy functions at the Application Layer, and SOCKS proxy works in the Session layer (Refer to Figure 1).  In the case of HTTP proxy, it is used to protect the users from harmful external sites, but it also blocks access to some websites. More importantly, it limits the user’s privacy while connecting to the internet. All the contents transfer going through the HTTP server is visible to the proxy administrator. 
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Figure 3 HTTP Proxy High Level View

To counter the lack of privacy, some user would use SOCKS proxy to go around this limitation. Different than the HTTP Proxy, which is based on HTTP protocol, SOCKS can support any applications above Session Layer (refer to Fig 4).  
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Figure 4 SOCKS in OSI Model
First the user would establish the connection to an external server running SOCKS server software, then the server would perform all HTTP request/handling for the user. (Refer to Fig 5) This external server can be as simple as a personal computer running SOCKS server software at home. However, this only by-pass the administrator’s control over which sites the user can access. Since all the computers behind the firewall goes through the HTTP proxy to access external sites, the data communicated between the user and the web-server is still visible to the administer.  The solution for this situation is to connect to the Proxy Server via SSH. With SSH connection to the Proxy server, the administrator will only be able to see the encrypted content of the communication.
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Figure 5 Using SOCKS Proxy across FireWall

Security
In terms of security, the application of SOCKS Proxy (or even HTTP Proxy) gives the user some level of anonymity. However, this is far from being secured. Only the user’s end point of the communication is masked with the SOCKS proxy. When connecting to the SOCKS proxy using SSH, the data sent between the user and the SOCKS Proxy is secure; however, when the data leaves the SOCKS proxy, the data is still prone to any type of attacks. So an attacker can still sniff the user’s information when equipped with packet analyzer. In other words, SOCKS Proxy only provides some level of anonymity, and it does not achieve the three goals of security: confidentiality, authentication (limited with SOCKS version 5; only between the user and SOCKS proxy), and integrity. 
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Figure 6 SOCKS Proxy Overview

Confidentiality: SOCKS does not guarantee data privacy. Another protocol needs to be used in conjunction to provide data privacy. SSH only provides data privacy between User and SOCKS Proxy. Protocol like SSL/TLS/HTTPS is needed to provide complete end-to-end data privacy.
Authentication: SOCKS version 5 provides authentication between the user and the proxy server. Again, this requires another protocol to ensure end-to-end identity assurance between the user and the web server.  SSL/TLS/HTTPS are good examples.
Integrity:  SOCKS does not guarantee non-alternation of data as well. Protocol like HTTPS will have to be used to ensure end-to-end data integrity.
Interesting Applications that use SOCKS
FoxyProxy:
This adds automation to the manual proxy setting available in Firefox Browser. This includes SOCKS servers. However, just as with SOCKS server itself, FoxyProxy does not guarantee anonymity. This tool only enhances the built-in feature of Firebox with easier control. Only when setup probably can FoxyProxy provide anonymity. That is the limit of the Foxy Proxy’s ability to protect users, because as with SOCSK, FoxyProxy does not achieve the three goals of security: Confidentiality, Authentication, and Integrity. It requires using other protocol such as SSL/TLS to provide end-to-end security.

Tor:

[image: image7.emf]User

SOCKS Proxy

Remote 

Server

Node

Node

Node

Node

Node

Node

 Figure 6 Tor Network Overview. 

Traffic is bounced back and forth in the internet cloud, so attacker cannot find out the source of the traffic.

Tor is a client/server software that bring anonymity to another level. As mentioned before, SOCKS proxy can provide certain level anonymity to the user against the internet. However, that means attacker can still sniff the communication and find the SOCKS Proxy server through the internet cloud or from the remote server. If the attacker knows the location of the SOCKS Proxy and successfully breaks in to the server, the user can no longer hide his/her identity.  By using Tor, the communication between the user and the server bounce around the internet nodes, and the node has no information about the source of the communication. This will leave attackers no longer able to find the source of the communication by sniffing in the internet cloud or at the remote server. So the anonymity of the user is protected. Furthermore, the content of the packets sent through this TOR network of nodes are encrypted, so even when sniffed, the packets will not be any use to the attackers. More information can be found at www.torproject.org/.
CONCLUSION

SOCKS provide a way to hide the user’s computer behind a proxy server, without disclosing the content of the data to the server itself. Although, this provides a certain level of identity-protection, it is far from achieving the three goals of security: Confidentiality, Authentication, and Integrity. One must be clear on anonymity does not equal data-security. To have the assurance of data security, SOCKS must be used with other protocols such as SSL/TLS. By using together, SOCKS will provide anonymity by hiding the user behind the SOCKS proxy server, while HTTPS (HTTP with SSL/TLS) will provide end to end data security between user and the web server.
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