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Introduction: -

In today’s web world we communicate through internet by various methods for e.g. Telephone, SMS, Email, Instant Messaging, Audio and Video. One can wonder like how to find a person with whom we want to communicate, how the authentication takes place, how do we get the address of their devices. Here comes the Session Initiation Protocol abbreviated as SIP. It is a signaling protocol which is used for creation, termination and management of sessions in IP networks. Session can be any simple session like a phone call between two parties or it could be more complex like video conferencing. SIP is widely used in the applications like Multimedia streaming, Video Conferencing, and Instant Messaging. SIP specification can be found in RFC 3261. SIP is an application layer protocol which communicates over TCP/IP. 

Elements of SIP based network: -
· SIP User Agent (UA): It is an end systems communicating with each other. User agent could be a client who sends requests to server or it could be a server who accepts the requests and gives response.
· Server Elements:

· Proxy Server: It is used as an intermediate system allowing routing of messages.
· Registrar: Registrar handles the RGISTER requests which mean user has to register their location to this server.
· Redirect Server: This server redirects the request to the client in case the different route needs to be tried as the user has moved from the location given.
SIP Session Working with messages: 

In the following scenario User1 wants to communicate with User2’s phone using SIP protocol. Following steps occur during the communication.

1. User1 sends INVITE request to user2. But to get to user2 this message is first passed to proxy server. Proxy server sends TRYING message to user1 which means it is trying to find user2. 

2. Proxy server of user1 forwards INVITE message to proxy server of user2. Proxy server works in same fashion as of proxy server of user1. It forwards INVTE to user2 and sends TRYING message to server 1. 

3. After receiving INVITE, SIP phone starts ringing to make the user aware of call.

4. User can pick a call or decline. If he picks up the call then OK message is sent to retrace the route.

5. User1 ACKs communication and call is established. This 3 way handshaking of invite-ok-ack sequence makes call setup reliable.

6. While terminating the session BYE message is sent from the party who wants to terminate the call and other party send OK message accepting the closing of session.
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Fig 1: SIP session example (SIP trapezoid)

Security Features in SIP: -

To make the communication secure SIP is used with following security mechanisms.

[image: image3.png]SIP Securty

Seplcation Layer Transport Layer Network Layer
S Seours MME FiEb= ] s seo

Ahertioation Sathertioaon





1. Digest Authentication:  SIP provides challenge based authentication very similar to HTTP authentication. Client sends a request to establish the connection with server. Server, before connecting to the client; wants to authenticate the client and thus it sends a challenge token to client. Client upon receiving the token sends its credentials in authorization header. Server then authenticates the client. Main drawback of this method is it does not provide encryption thus if the SIP messages are to be secured then it cannot be used.

Following diagram explains the working of Digest Authentication.


[image: image4]
Fig: Digest Authentication

2. Secure MIME: Multipurpose Internet Mail Extension is an official internet standard which talks about how the messages should be formatted to be exchanged between different mail systems. Secure MIME uses public key encryption to sign the message in email. This provides end to end security wherein entities are authenticated. Public key to sign the message are obtained through X.509 Certificate.

3. TLS:  Transport layer security makes sure that it secures each hop on the network. SIPS is used to force the use TLS. Using SIPS ensures that all parameters like calling number, username are all passed securely through the network. This session can be made more secure by using SRTP which encrypts the media data sent in the communication. SIPS require the authentication of User agent using Message Digest which generally uses MD5 authentication.

4. IPSec: IPSec creates trusted network by forming the VPN between the sites in network. This layer provides hop by hop security. IPSec provides Encryption, Authentication, and Integrity. The two communicating systems must determine which algorithm to use for encryption (data encryption standard – DES , international data encryption algorithm- IDEA) and integrity (MD5, SHA). After this session keys are shared between systems.
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Types of network attacks: -
Like other VoIP protocols, SIP has same IP and application-level susceptibilities. There are many causes which make SIP possibly less secure. 
· Maturity: Standards and supporting executions in SIP are comparatively new.

· Complexity: When SIP is combined with necessary add-ons, it becomes very complex protocol.
· Extensibility: SIP supports many new add-ons which are often breakable from security’s perspective.
· Encoding: As SIP makes use of text messages, they are easily noticeable with for sniffer.

Following are the types of attacks that are seen frequently in most SIP networks:-

1. Registration Hijacking : -
In SIP, user agent must register itself with a SIP proxy or registrar. This registrar allows the proxy to direct inbound calls to UA (User agent). Hacker establishes a registration hijacking attack by impersonating a valid UA to registrar and by replacing the authentic registration with its own address. Following figure demonstrates registration hijacking:
[image: image6.emf]
Registration hijacking permits hacker to attack network and to take over inbound calls which are meant to be for UA. These calls are then answered by a hacker instead of UA. By registration hijacking, hacker can act as a man in the middle and can record audios, signals and other types of messages. Registration is normally performed by using Universal Datagram protocol (UDP). UDP is a connectionless, untrustworthy type of packet transfer. It is much easier for a hacker to imitate UDP packets.
Legitimate user agent looses calls because of this attack. Hacker can implement this attack against an individual person, group of people or interactive voice system. All outbound calls can be manipulated by hijacking calls from a media gateway.
The most common method of hijacking the registration is by capturing a user agent’s registration message and by replaying the same message by using new i.e. hacker’s location.

2. Session Hijacking :-

This attack works almost similar to registration hijacking attack. But the main difference is, here attack is placed to capture a session in progress. This results in exploitation of legitimate computer session. Specifically, it is used to rob a cookie which is used to validate a user to a remote server. This cookie holds information about session ID. Following diagram explains how session hijacking attack is established:
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This attack can be carried out by following methods: -

· Session Fixation: - This attack attempts to take advantage of vulnerability of a computer system by allowing hacker to set user’s session ID. Once user logs into the system, session fixation attack is established on its system.
· Session Side jacking: - In this type of attempt is done by packet sniffing into the network. Hacker reads the network traffic between the two users by sniffing over the network. Its sole purpose is to capture the session cookie which consists session ID.
· Cross-site scripting: - In this, hacker tries to trick user’s computer by running a trustworthy code. This code is reliable as it pretends to belong to a server. This gives an attacker an easy access to obtain a copy of session cookie from a user.
· If the hacker has a physical access to a system, he can simply try to steal a session key.
3. Impersonating a server :-
On World Wide Web, there are many websites which have been hacked by this type of attack. Hacker develops a website which looks exactly like its official website. Its main purpose is to thieve the information from unsuspecting users who thinks that the hacker’s website is a genuine website.
When user types the URL in a browser, he gets redirected to the hacker’s website by a redirect server. This redirect server is manipulated by a hacker which transmits users to a hacker’s website instead of an authenticate website. When user gets connected to the hacker’s website, he is asked for its sensitive account information which consists of password, user name etc. This data is then collected by the hacker. Hacker can use this data and perform transaction on behalf of a legitimate user. In SIP networks, DNS server, which is used to recognize IP address for domains, is compromised by a hacker.
If this attack is implemented on the bank, military etc. websites, it will result in great financial as well as information loss.  

Its diagram is given below:
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4. Tampering with message bodies :-
It is not necessary for anyone to have a decoder, as SIP uses clear text messages to transmit a data. Simply by sniffing, an attacker can capture the data. This is easier for an attacker, if he is also part of the same network. Once captured, attacker can manipulate the text message.
A hacker can capture the request send from a legitimate user and can change its address field by his or her own address. So instead of destined user, request is send to hacker’s location. Hacker can gain an access to a network to which he is not authorized. Hacker can also change the content of the message by tampering it.

Message tampering can be prevented by using encryption.

Its diagram is given below:

[image: image9.emf]
5. Tearing down session :-
In this, hacker can interrupt the requests send from different users and can simply send a BYE message in response. User will think that the message came from a proxy or other network element. So this would end the session and will be torn down.
This is not as worrying as DOS attack. But it creates nuisance. It is more likely implemented against individual users. Its diagram is given below:
[image: image10.emf]
6. Denial of service attack :-

Denial of service attack can be established by using different techniques. 
First, is by flooding the network with one type of traffic. For e.g. By flooding the network with INVITE.

Second, is by flooding an application server with requests. This takes an application server out of service.

Even, DNS can be attacked by flooding it with many DNS queries.

Its diagram is given below:
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7. Bots and DDOS Attacks :-
Bots are carried to the user’s machine through websites or other viruses transported using e-mail. Bots are simple scripts which accesses websites to increase the number of “hits” to the website.
Bots are now moved to more dangerous uses causing DoS attacks on many networks. This attack causes crippling.

Security Implementation in SIP network:-

Security can be implemented in SIP network by using following techniques:

· Password and access controls

· Encryption

· Authentication and authorization

· Strict Routing

Advantages over the other protocols:-

· Open, extensible web like communications.

· Its support for both IP and conventional telephone communication.

· Scalable and requires less setup time than its predecessor protocols.

· SIP messages are text based and hence are easy to read and debug. 

· SIP re-uses several existing and mature internet services and protocols such as DNS, RTP, RSVP etc. No new services have to be introduced to support the SIP infrastructure, as much of it is already in place or available off the shelf.

· Offer a great deal of flexibility

· Does not care what type of media is to be exchanged during a session or the type of transport to be used for the media

· Various pieces of information can be included within the messages

· Easily include non-standard information

· Text-based encoding

· Enable the users to make intelligent decisions

· The control of the intelligent features is placed in the hands of the customer, not the network operator.
Conclusion: -
· SIP is expected to be the future VoIP protocol of choice. 

· Use SIP-optimized firewalls, which both support use of standards-based security and provide the best possible protection where system-wide standards-based security is not possible. 
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