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I. Introduction

SMTP, defined in RFC 2821, stands for Simple Mail Transfer Protocol and is used for communication between two machines. Those two machines can be on the internet, or intranet but they should use some transport service in order to communicate with each other via message transfer. The transport service is basically responsible for communication between two machines and is responsible for relaying the messages.[1] 

SMTP (simple text based protocol) is a protocol in which the messages are sent in text form. Initially SMTP was not designed to send binary files, so a new standard was introduced called Multipurpose Internet Mail Extension(MIME) in which the binary file is encoded and transferred via SMTP.[1]

New features like MAIL SUBMISSION and SMTP-AUTH were introduced to SMTP in the late 90’s. The purpose of MAIL SUBMISSION was to receive mail from the mail user agent (SMTP client) and cooperate with a mail transfer agent (SMTP server). Basically in SMTP the mail is sent in store and forward fashion[2].

The other feature SMTP-AUTH came into existence to increase the security between two machines because SMTP had no authentication procedure for verifying the mail sender creating compromise in security. This application was responsible for authenticating the legitimacy of clients sending mail and denying the relay services to unauthorized users.

The main issue with SMTP AUTH is that it is not full proof against spoofing .It does not provide authenticity against SMTP sender and “FROM” header. Therefore, any fake user can spoof itself and can be authenticated by SMTP-AUTH to send spam or any kind of malicious data.

II. How It works

The SMTP protocol transports mail objects. A mail object contains an envelope and content. Envelopes consist of the user address, one or more recipient addresses, and some optional protocol extension material. The content contains headers and body of data.[2]

There are mainly two mail objects 

1) Mail User Agent(MUA) :-MUA can act as both source and target of mail. The job of a MUA as source is to take the message from the user and send it to a Message Transfer Agent(MTA).

2) Message Transfer Agent(MTA):- MTA is a transport service which receives message from MUA and transfers it to the destination or to an intermediate message relaying service.

The working of SMTP model is shown in Figure 2-1. When a user wants to send an email to a mail user agent, the mail is forwarded to a client SMTP, also known as a mail transfer agent. 

Client SMTP then maintains a communication link with Server SMTP and once the link is established Transport service will do the following steps.[2]

1) Client SMTP sends a command requesting user description. If the recipient can receive mail from that user it will send an OK reply

2) The client SMTP will then check for recipient’s identification If the recipient is the one for whom the mail is, will respond by OK reply otherwise it will reject.

3) Once the negotiation is done between Client SMTP and Server SMTP the communication takes place.[2]
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The Server SMTP can be the dedicated SMTP or it can be the intermediate SMTP for relaying the mail.

III. Security Issues and Vulnerablities

SMTP, being today’s internet standard for sending and receiving emails, is more than 20 years old. This does not fair up against today’s era of commercial business on the internet.[4] 

Being a plain text protocol the privacy and integrity of messages are also at risk. 

There were certain security issues which needed to be implemented in SMTP. Every organization had different security requirement but some of the common security measures were as follows.[3]

1) Providing access to authorized user and denying others by checking their IP address.

2) Preventing unauthorized user to determine the E-mail address of other user from mailing list.

3) Establishing the correctness of addressing information before sending the email, SMTP servers can check the sender’s E-mail address and some can check the receiver’s E-mail address.

4) Limiting the size and number of messages to be sent.

5) Keep maintaining log of all access to server which can be used for preventing abuses and spam messages.[3]

IV. SMTP Security Improvements and Mechanisms

Developing a general security mechanism for SMTP is an ongoing process and none of the proposed solutions has been widely deployed. There are two reasons for this. 1) “There is no foolproof way to retrofit a new security mechanism onto something as widely used as SMTP without creating incompatibilities between newer and older systems” [5]  and 2) It would involve changing the trust system which has been the reason behind the success of SMTP. 

SMTP security can be classified in two broad categories, message eavesdropping / modification and mail access security extensions.

1.  Message Eavesdropping / Modification Prevention:

The only way to insure eavesdropping is by encrypting the message. Email messages are transferred from one SMTP server to another, many of which cannot be trusted thus sending plain text messages is almost never secure. PGP and S/MIME are commonly used to encrypt email messages. 

“S/MIME (Secure / Multipurpose Internet Mail Extensions) is a standard for public key encryption and signing of email encapsulated in MIME.”[6] In layman's terms the MIME object is encrypted and inserted into an application/pkcs7-mime container. 

PGP is an extremely adaptable mechanism used for a variety of purposes including encrypting email. It can be used both as a public or symmetric key cryptography method. 

Encrypting email content using public key cryptography solves  a variety of issues like eavesdropping,  message modification, repudiation and message replay (using timestamps in conjunction with digital signatures)

2.  Mail Access Security

There are many methods currently in practice to secure mail retrieval and user authentication for SMTP servers. These are:-

1) SSL: simple and extensible SSL forms the base for many protocols such as HTTPS and FTPS, it can be used to secure the link between the SMTP server and the email client. It solves eavesdropping and message modification issues however, does the guarantee the security of the message when it is stored on the server or forwarded from one SMTP server to another.

2) SMTP Service Extension for Authentication: “SMTP-AUTH is an SMTP service extension [ESMTP] whereby an SMTP client may indicate an authentication mechanism to the server, perform an authentication protocol exchange, and optionally negotiate a security layer for subsequent protocol interactions.” [7] 

Following are the security enhancement that can be made in the SMTP Protocol implementation.

1. STARTTLS security extension. RFC 3207

TLS provide privacy, authentication, and integration services. It is widely used in HTTP services, to make the http traffic secure. Similarly, to make the SMTP traffic secure RFC 3207 proposed use of TLS with SMTP. It will use STARTTLS service to incorporate TLS in the SMTP. STARTTLS will be used as a command to negotiate the TLS handshake. Using STARTTLS, Once the connection is established between client and server, all the e-mail traffic will be transmitted in the encrypted form. 

STARTTLS provides much functionality which makes the E-mail transmission secure and authenticated.

1. Authenticate the client and/or server  machine

2. It provides secure transmission of e-mail by encrypting the email.

Example

The following figure illustrates the establishment of a TLS session between a client   and server:
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Figure 4-1[8]

 As you can see, the first 1 to 4 tractions are normal transactions. In the 5 to 6 message, the server tells its supported option to the client. In the 7th message, it says that it supports STARTTLS extension. In the 9th message, client asks for STARTTLS service.  Server replies with ready for TLS. In messages 11 to 13, they will do the TLS negotiation and check the result of the negotiations. Now in the result, they will see the level of security and authentication achieved. If client feels that the level of security achieved is not enough then it will issue the QUIT command to exit from the SMTP session.

If the server feels that level of security achieved is not enough for it then it will give only one answer to all the command (except QUIT)issued by the client. That answer would be “command refused due to the lack of security”. If everything goes well, SMTP protocol resets to initial state but TLS session remains active. A state when server sends that SMTP service ready.

2. SMTP – AUTH extension:

It is a SMTP extension to add authentication service through which client can login to the mail server to send the mail. It is only allow genuine user to relay mail and deny bad user to relay mail like spammer. 

Although SMTP-AUTH was introduced to implement a layer of security by authenticating the client during the process of sending mail, it cannot guarantee the SMTP envelope contents to be authentic. Therefore spoofing becomes a very real possibility.

Another weakness of SMTP-AUTH is that authentic users can send messages regardless of their IP; that is, they can send emails from IP addresses where illegal users cannot. Thus each password compromised can be used to exploit the SMTP server. Spammers have been know to attack SMTP-AUTH mail servers by compromising passwords using a variety of methods such as, eavesdropping, keystroke logging and brute force. Furthermore, if authenticated users are allowed to relay mail, a compromised account can access the server and use it as an open mail relay, which would allow anyone to send mail.

To protect against brute force and dictionary attacked. AUTH extension supports different mechanisms for authentication.[12]

1. Login, Plain

In this mechanism, username and passwords are in clear text.

2. CRAM-MD5, DIGEST-MD5

Challenge-Response authentication mechanism and digest both uses

3. GSSAPI (kerbersos)

Example:
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Figure 4-2 [11]

Here, in message number 13, server advertize the AUTH extension with three authentication mechanism. In message 14, client uses PLAIN text mechanism with response from client.
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