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ABSTRACT

The intent of this brief paper is to provide a quick introduction to XMPP with an emphasis on the security aspects of the protocol.  A short history of the protocol and a basic introduction to its core components are provided, and the remainder of the paper is devoted to an overview of the security of the protocol—considering what is defined in the protocol and what risks still exist.  In all cases, the reader is encouraged to consult the reference documentation for details not provided here.
HISTORY OF XMPP

“The Extensible Messaging and Presence Protocol (XMPP) is the Internet Engineering Task Force’s (IETF’s) formalization of the base XML streaming protocols for instant messaging and presence developed within the Jabber open-source community in 1999 [1].  According to the reader-editable Wikipedia entry for XMPP, the Jabber project was begun by Jeremie Miller in 1998 and produced jabberd—a Jabber server [2].  The Jabber project grew into a larger open-source project, and the protocol developed by this project became the basis for XMPP.  As detailed on XMPP’s official website, www.xmpp.org, “after several years of implementation and deployment experience, the [Jabber] protocols were submitted to the Internet standards process by the Jabber Software Foundation (now XMPP Standards Foundation) in 2002. After appropriate formalization in the areas of security and internationalization, the base protocols were approved as IETF-appproved instant messaging and presence technologies in October 2004 [3].”

XMPP is now nearly standardized in a series of IETF Requests-For-Comments (RFCs) and protocol extensions.  RFC 3920 “defines the core features of [XMPP] [4];”  RFC 3921 “describes extensions to and applications of the core features of [XMPP] that provide the basic instant messaging (IM) and presence functionality defined in RFC 2279 [5];” and RFC 3923 provides methods for end-to-end digital signing and encryption of XMPP [6].  (RFC 2279 is a set of guideline standards for the implementation of any instant messaging and presence protocols—not specific to XMPP.)  These RFCs, along with a number of others (see RFCs 3922, 4622, 4854, and 4979) and a series of protocol extensions detailed at http://www.xmpp.org/extensions, provide the current documented standards for implementing XMPP applications.
INTRODUCTION TO XMPP


XMPP uses XML to communicate between two nodes—possibly a client and a server, a server and a server, or a client and another client via one or more servers.  A Gateway server can provide an interface between XMPP nodes and clients using another instant messaging protocol.  XMPP is most often implemented using the client-server model directly on TCP (with appropriate security layers in between—to be discussed later), but it could also be made to run over HTTP or other transport-layer protocols instead.  When using TCP, XMPP applications are encouraged to use the listed Internet Assigned Numbers Authority’s (IANA’s) well-known port 5222 for client-to-server connections and 5269 for server-to-server connections [7].

Each XMPP node on a network can be addressed by its Jabber ID (or JID, named for historical reasons).  The JID must include a domain identifier and may optionally include a node identifier and a resource identifier:

The most common use of this structure is to identify an instant messaging user, the server to which the user connects, and the user's connected resource (e.g., a specific client) in the form of <user@host/resource>.  However, node types other than clients are possible; for example, a specific chat room offered by a multi-user chat service could be addressed as <room@service> (where "room" is the name of the chat room and "service" is the hostname of the multi-user chat service) and a specific occupant of such a room could be addressed as <room@service/nick> (where "nick" is the occupant's room nickname) [8].


Conceptually, one can consider the communication between two end-nodes using XMPP as the open-ended building of two XML documents—one in each direction.  The communication is initiated in one direction using the <stream> tag, and the receiving side then initiates a connection in the opposite direction by sending its own <stream> tag, and until the corresponding </stream> tag is sent to close each connection, an unbounded number of pieces of other data—called stanzas—may be sent.  These stanzas include such data as presence information (using the <presence> and </presence> tags to indicate the start and end of the stanza), instant messages (using <message> and </message>), and information/query (iq) requests and responses (using <iq> and </iq>).  When the </stream> is sent, the stream is closed, and the underlying TCP connection should be closed as well.  As depicted in RFC 3920, one may represent one direction of communication using the simplistic diagram in Figure 1.  This diagram and the above description do not include the steps of authentication and encryption, and these exchanges are not considered stanzas.  As stated in RFC 3920, 
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document entity for each "document”, and the two "documents" are

built up through the accumulation of XML stanzas sent over the two
XML streams. However,

this perspective is a convenience only; XMPE
does not deal in documents but in XML streams and XML stanzas.

In essence, then, an XML stream acts as an envelope for all the XML
stanzas sent during a session. We can represent this in a simplistic
fasnion as follows:

<presence>
<snow/>
</presence>

<body/>
</message>

</stream>
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Figure 1.  This simple diagram from RFC 3920 depicts a simplistic view of one-way commuinication using XMPP.

When negotiating XML streams in XMPP 1.0, TLS SHOULD be used as defined under Use of TLS (Section 5) and SASL MUST be used as defined under Use of SASL (Section 6).  The "initial stream" (i.e., the stream from the initiating entity to the receiving entity) and the "response stream" (i.e., the stream from the receiving entity to the initiating entity) MUST be secured separately, although security in both directions MAY be established via mechanisms that provide mutual authentication.  An entity SHOULD NOT attempt to send XML Stanzas (Section 9) over the stream before the stream has been authenticated, but if it does, then the other entity MUST NOT accept such stanzas and SHOULD return a <not-authorized/> stream error and then terminate both the XML stream and the underlying TCP connection; note well that this applies to XML stanzas only (i.e., <message/>, <presence/>, and <iq/> elements scoped by the default namespace) and not to XML elements used for stream negotiation (e.g., elements used to negotiate Use of TLS (Section 5) or Use of SASL (Section 6)) [9].


In addition to the framework for node identification, connection establishment and termination, and communication during the life of a connection, the XMPP RFCs devote a good deal of attention to the aspects of security within the protocol.  Most notably, RFC 3920’s Mandatory-to-Implement section requires the use of the Simple Authentication and Security (SASL) protocol for authentication and Transport Layer Security (TLS) protocol for encryption [10].  These and other security considerations are discussed in the next section.
SECURITY IN XMPP

XMPP is built on four layers—first TCP as the reliable transport protocol, then TLS for encryption of data sent over the TCP connection, then SASL for authentication of nodes communicating over TLS and TCP, and finally XMPP as an application communicating over the reliable, authenticated, and encrypted channel made by the use of the other three protocols.  RFC 3920 clearly states that “clients should use TLS to secure the streams prior to attempting the completion of SASL negotiation [11].”  The security in XMPP is a result of the TLS and SASL layers.

A series of 14 rules given in RFC 3920 govern the use of TLS to secure a channel between two XMPP nodes—whether two servers or a server and a client.  These rules include—among other things—directions for providing version information, characters that may and may not be sent during TLS negotiation, when to start and stop the negotiation, and how to proceed during certificate validation.  The reader is encouraged to reference the RFC for the complete text and details of these rules.  The following summarized interaction between a client and server securing a stream with TLS—adapted from RFC 3920 [12]—helps to illustrate the rules regarding the TLS negotiations:  First, the initiating node opens a TCP connection, sends the opening XML stream header, and includes the ‘version’ attribute set to “1.0”.  The receiving node responds by doing the same and then offers the STARTTLS extension among other supported stream features.  The initiating node then sends the <starttls/> command element with appropriate qualifications, and the recipient responds with either <proceed/> or <failure/> (in which case all connections—including the TCP—are closed).  Given the <proceed/> response, the initiating and receiving node then follow the standard TLS establishment process to secure the channel, and—assuming success—the initiating node again initiates a new stream using the now-encrypted channel (the original, insecure stream is considered closed when the TLS negotiation successfully completes), and the two nodes move on to SASL negotiation.

Similar to the rules governing the TLS negotiation, RFC 3920 provides 10 rules governing the SASL negotiation between nodes.  Again, the following summarized interaction illustrates the negotiation process:  The initiating node request the SASL negotiation to start by including the ‘version’ attribute—set to “1.0”—in its opening XML stream header.  If the initiator provided a valid certificate during the TLS negotiation, the recipient responds with available SASL authentication mechanisms—from which the initiator selects one.  The recipient may send one or more challenges to the initiator, and the initiator either responds correctly to each challenge or aborts the negotiation.  Upon success, the recipient node responds with a <success/> element, and the negotiation is complete.  Similar to the end of the TLS negotiation, the initiator must again re-initiate the stream using the now-encrypted and authenticated channel.

In addition to these rules governing TLS and SASL given in RFC 3920, RFC 3923 provides further guidance for encrypting and digitally signing information sent via XMPP.  In summary, whether for message, presence, iq, or arbitrary data, the data to be sent should be formatted correctly, it and its headers signed and/or encrypted (if both, sign then encrypt), and it should be included within an XML CDATA section in the appropriate stanza and element [13].  The guidelines in RFC 3923 are provided in order to meet the strict requirements for general Instant Messaging and Presence Protocols as defined in RFC 2779.  These requirements include stipulations that the protocol must ensure received messages are not corrupted, that received messages have not been recorded and played back, and that only the intended recipient can read the message—among other requirements.   Details are also provided for including, retrieving, and checking certificates and timestamps.  The reader is encouraged to reference RFC 3923 for additional details.

Finally, of underlying importance to this entire security framework, server certificates must be signed by a trusted certificate authority.  Those implementing servers can apply for a certificate from the XMPP Federation—an intermediate certificate authority (CA) for the StartCom CA [14].

SECURITY CONCERNS IN XMPP

While the XMPP security architecture provides the conceptual means for secure communication between nodes, it is important to consider the two primary points at which that security can be undermined—the user and the implementation.  The user may, for example, be presented with a certificate from an unknown source and choose to trust it without any consideration given to the risk of doing so.  This single action can make irrelevant all of the rest of the security architecture, as the user’s application would then trust potentially adversarial servers.  Implementation flaws are also a concern.  If, for example, two nodes performed SASL negotiations—which by themselves are subject to a number of simple and not-so-simple attacks [15]—before securing the channel with TLS, an attacker could easily get authentication information and use it to build an attack.  Similarly, if a node began sending message, presence, or iq data before completing the TLS or SASL negotiations, there should be no assumption of protection of that data during transit.

Even when properly implemented, XMPP will not be secure forever.  For example, the TLS encryption for XMPP uses the TLS_RSA_WITH_3DES_EDE_CBC_SHA cipher [16], and with the advancement of computing technology, even the 168 key bits in 3DES (three 56-bit DES keys) will one day provide less-than-suitable resistance to attack.
CONCLUSION

XMPP was designed with security in mind, and its architecture is solid, but it is only as secure as the implementation and is still susceptible to ignorant users.  To be sure of its security, one must be confident in the accuracy of its implementation and careful to trust only those certificate authorities that are indeed trustworthy.  For further information, the reader is encouraged to consult the reference material for significant additional detail on the history, functionality, and security of XMPP.
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