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Analysis of SIP

Introduction
Session Initiation Protocol- SIP is an Application Layer signaling protocol, used as a Session management for applications such as VoIP, video conferencing, interactive gaming over IP networks. SIP sits in the session layer of OSI model and application layer of TCP/IP model. SIP is independent of the underlying Transport layer protocol and works effectively with TCP, UDP, TLS, and SCTP. Defined by the Internet Engineering Task Force (IETF), supports HTTP and SMTP and used for a number of audio, video and web applications.
SIP is used for establishment of user location, feature negotiation wherein participants agree on lowest level common services, call management includes adding, dropping, transferring participants, changing features of session while it is in progress, determine the availability of the target end point and to handle the transfer and termination of calls.
SIP is a text-based protocol. SIP version 1 based on the Session Description Protocol (SDP) and released in 1996. This version of the protocol supported only session initiation. The latest version of this protocol added features it version 1 and Simple Conference Initiation Protocol (SCIP). SIP is widely used due to the strong features that this protocol supports including providing flexibility, scalability, and interactive communications. 
SIP Components
SIP is peer-to-peer protocol. The peers called user agents: one acting as the client and the other acting as server. Following are the five components of SIP.
· User Agent Client (UAC) 
· User Agent Server (UAS) 

· Proxy Server 

· Redirect Server 

· Registrar Server

User Agent Client (UAC) 


User agent client is the agent that initiates the SIP request. Request can be any of the following six types: The six requests issued by the UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER.
User Agent Server (UAS)

User agent server is the agent that receives the SIP request on the other end and sends response back to the user.
Proxy Server

Proxy server is an intermediate server which receives the SIP messages from the client and routes them to the next SIP server. Proxy server can provide services like authentication, authorization, routing, network access control etc. Proxy server is only involved during the setup and teardown. Once the session is established, parties communicate directly without the use of the proxy server.

Redirect Server

Redirect server as the name suggests redirect the client’s message and give client the information about which server to communicate next and the client then contact that server. As the user location can be changed, redirect server help in getting the user contacted with the same identity. Same server can serve as both proxy and redirect server too.

Registrar Server

Registrar server process the request from the user agent to register their current locations. As the user location or address can be changed, user sends the request to the registrar server and informs them of their new location. Registrar server functionality can be combined within the same server as proxy and redirect server too.
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Figure 1: SIP Architecture
How SIP works?
SIP is an ASCII based protocol and it uses request/response transaction model to establish communication among components. Each user in a SIP network is associated with unique address like an email address, which is used to identify that user. The SIP address uses the format of “sip:userID@gateway.com “. All SIP messages (requests or responses) have the following general format:
· A start line.

· Header field(s).

· An empty line.

· An optional body field such as an SDP media description.

Each line terminates with a carriage return-line feed. The first line of a SIP request contains a request method specifying the type of request and a request URI indicating the actual destination of the request. The first line of a SIP response contains a response code, which indicates the type of response. 
SIP requests
There are six types of SIP requests available. They are:
INVITE: Used to invite an user to take part in a conference.

ACK: Sent by the caller to callee to confirm the final response to the INVITE request has received.

BYE: Used to terminate a call. It can be sent either by the caller or the callee.
CANCEL: Used to cancel pending requests if any. But it doesn’t terminate the accepted call.
OPTIONS: Used to query the server about its capabilities.
REGISTER: Registers with a SIP server using the address specified in the header.
SIP responses

Various SIP responses are:
SIP 1xx – used to send informational responses such as the request is being processed.
SIP 2xx – used to send successful responses.

SIP 3xx – used to send redirection responses indicating further actions are required to complet the request.
SIP 4xx – used to send failure responses on client side.

SIP 5xx – used to send failure responses from server side.

SIP 6xx – used to send any global failure responses such as the request cannot be processed by any server.

SIP registration process

SIP REGISTER request is sent by a user agent to a SIP server to notify the server about its IP address and URLs to which the user agent is willing to accept any further requests. 
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Figure 2: SIP registration process
Bob is sending a REGISTER request to the proxy in its domain with his URL. The proxy updates the location service which confirms the update to the proxy. Then the proxy sends the update confirmation back to Bob. PINT (Public Switched Telephone Network [PSTN]-Internet Networking) server on the location service learns the new update and sends a NOTIFY message, which is forwarded to Alice through a proxy server in her domain.
SIP call setup process

[image: image3.png]180 Ringin
8. Response with ong
1234

To
sip:bob@biloxi.com

7.1LS query about
bob@bilox

6.100 Trying
11. 180 Ringing
16.180 ACK

Media RTP

wm osuodses SNG ¥

fuanb SNG
sna‘e Buibury 091




Figure 3: Call setup process
Alice is sending an INVITE request to Bob in order to establish a session. The request has Bob’s URI, which includes a username and a hostname. The URI is in the form sip:bob@biloxi.com, where biloxi.com is Bob’s SIP service provider. Alice’s URI is sip:alice@atlanta.com. To establish a secure session SIPS can be used, which uses TLS to exchange messages between a caller and a callee in a secure fashion.
Alice’s user agent (UAC) is configured to communicate with a proxy server (outbound server) in her domain. Hence, the INVITE request is sent to the proxy server and an acknowledgement is sent by the proxy server to Alice’s user agent. Then the proxy server sends a DNS query to a DNS server to get the IP address of biloxi.com proxy server and receives a DNS response containing the IP address of biloxy.com proxy server (inbound server). Then Alice’s proxy server forwards the INVITE request to inbound server, which in turn acknowledges the request. After receiving the INVITE request, the inbound server queries the location server to find Bob’s location. The location server checks its database and sends Bob’s location information if he is already registered with that location server. The inbound server then sends the INVITE message to Bob and a ringing response is sent back from Bob to Alice. Once the call is accepted by the media application, an OK response is sent to Alice. Finally, Alice’s user agent sends an ACK message to Bob’s user agent to confirm the reception of final response.
SIP Applications
SIP has applications which can be used to create two-party, multi party and multicast sessions. This includes internet phone calls, multimedia distribution and conferences. Since SIP is a session protocol, it can be used anywhere where session initiation is needed. Such examples include event subscription, event notification, Terminal mobility etc.

We know about the public switched Telephone network which is used for call setup & termination. SIP provides a similar functionality in IP based networks. It can be considered as a superset of PSTN except that it only provides call setup and signaling. The features that are available in the modern PSTN can be made available in proxy servers and user agents. For the end-user the whole of this combination would look similar to PSTN.
SIP enabled telephony network can be used to have SS7 type of signaling system. SIP is also used as a carrier for the session description protocol. SIP provides a registration function that will make customers to upload their current locations for use by proxy servers. An instant messaging protocol called SIMPLE is the direct implementation of SIP. SIMPLE can enable user to carry presence information.
The most important application of SIP is Voice over Internet Protocol. It uses the “Redirect Mode” for the implemention. SIP in VOIP is a textual client server based protocol. Most of the different kinds of services are provided by the end user sysytem and the proxy servers.

Some of these features include;

· Call forwarding in several scenarios: No Answer, Busy , Unconditional, Address Manipulations Callee and Calling Number Identification 

· Personal mobility 

· Caller and callee authentication 

· Invitations to multicast conference 

· Basic Automatic Call Distribution (ACD) 

SECURITY FEATURES OF SIP
Types of threats possible with SIP:

1. Registration Hijacking: This can be avoided by access control. That is done though the use of the SIP REGISTER mechanism. The end point initially is a SIP proxy and will use the REGISTER message carrying unauthenticated data in clear text. To increase the security, the access control feature can provide security using MD5 digest.

2. Server impersonation: Web requests intercepted by an impersonating server, is a security risk. In SIP, valid user agent authentications can avoid such threats.

3. Message Tampering: Sip messages can be tampered and can experience “Man in the middle” attacks unless the user agents secure the SIP message body by tunneling and other means.

4. Denial of Service attack: Network becomes unavailable for a brief time span due to the flooding of network traffic. Such attacks are possible if the REGISTER requests are not s authenticated.

SOLUTIONS TO SUCH THREATS:

Sip User Agents have to identify one another in a secure fashion. End to end encryption of sip message are not possible, due to the fact that proxy servers in the path need to look at the messages and have to be trusted to a certain degree.

· SIP authentications:

The SIP protocol by itself supports various authentication schemes. These include 

User – User authentication: 


User agent Client and server exchange the credentials using www.authenticate headers. Upon receiving a 401 response message, a user agent can authenticate itself with a www.authorization header along with the request. 

 Proxy to user authentication: 


User agent Client sends an authentication request to the proxy server for proving its credential. This can also be followed by a proxy authorization just like it is done to a user agent server.

Digest authentication:

SIP digest authentication is similar to HTTP digest authentication.
· Secure MIME type certifications:

SIP control messages can be secured using S/MIME Certificates and TLS (SSL) or IPSec. TLS_RSA_WITH_AES_128_CBC_SHA is supported as a basic requirement.SIP message bodies are signed with the public key and encrypted using the private key.

SIP can also be used to distribute the public key. S/MIME implementations support SHA1 digital signature algorithm and triple DES encryption algorithm. Other algorithms may also be supported. To maintain the integrity of S/MIME messages, sip messages are tunneled with MIME bodies. Integrity violation causes the message to be rejected. Also to increase end to end security, MIME messages can be encrypted.
· SRTP support: 
SIP can also be used for streaming voice and video. In fact Microsoft uses SIP for real time communications in Microsoft messenger, pocket PC and in ce.NET. SIP sends clear text data. For streaming data, instead of using RTP, secure RTP (SRTP) can be negotiated during the Sip message INVITE for secure streaming.

         Conclusion
SIP is one of the robust application layer’s session management and signaling protocols. This research paper emphasizes on the security aspect of the SIP based networks. An analysis has been carried out on various issues on security loopholes and the solutions to get around the problem. A various features on the security mechanisms have been briefly discussed.
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