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1.ABSTRACT

The intent of this research paper is to provide short information to Mobile IP with an emphasis on the security aspects related to it. A little view on Mobile IP introduction is provided, and the remainder of the paper is devoted to IP authentication header, security tunneling, and Network Security model in campus intranets, type of attacks and deployment of Mobile IP with security protection.

2. NEED OF MOBILE IP
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If Host1 generates an IP packet for Host2 then its IP destination address is 2.0.0.3. Router A will send the packet to Router B due to network prefix 2.0.0. Now router B will send the packet to Host B, but if the Mobile host B is already moved to another network then that packet is not delivered and router B will generate the ICMP message. 

To solve this problem Mobile IP protocol is required. Mobile IP is a protocol, which has a solution and procedure for providing mobility on the Internet, or intranet allows mobile nodes such like laptops, PDA and Mobile devices to maintain all type of ongoing communications while changing links or connecting to other networks. Mobile IP protocol provides a base for routing IP packets to mobile nodes that are not connected to their home agent, while using their original IP address or home IP address.

3. INTRODUCTION TO MOBILE IP

Mobile computing provides seamless, ubiquitous network access for mobile hosts like Laptop computers, PDAs and Electronic books.
There are three functional entities, which define mobile IP:

(1) Mobile Node: A node or workstation (laptop, PDAs) which can change its location in the Internet or intranet from one link or network to another (foreign link) while using only its original home IP address which shows what is the original link for that node.

(2) Home Agent: It is a router or any device which has an interface on the mobile node’s home network which maintain all the basic information of mobile node.

      - The mobile node gives of its current location i.e. named care-of-address, as the mobile node moves.

      - Intercepts packets which are going from the mobile nodes home address and tunnels them to the 

        Current location of mobile node; i.e. to the care-of-address.

(3) Foreign Agent: A device or router on a mobile node’s visited foreign network which:

      - Helps the mobile node to inform to its home agent of its current new care-of-address mainly given 

        by foreign agent from which home agent can find exact location of the mobile node.

      - It sends a care-of-address and send packets to the mobile node that is sent (actually tunneling) by 

        its home agent; and

      - It acts as main interconnecting device for packets generated by the mobile node while connected to 

        this foreign network.

3.1 How Mobile IP works:

(1) Home agents and foreign agents periodically publish their present links i.e. network address by multicasting or broadcasting through special Mobile IP advertisement messages like NetBIOS messages, which are called Agent Advertisement.

Mobile IP is using Agent Solicitation and Agent Advertisement, which are similar to ICMP router messages [RFC 1256]. 

(2) Mobile nodes are continuously listening to these incoming Agent Advertisements packets and read their contents to verify whether they are attached to their home network (link) or a foreign link. While connected to their home link mobile nodes act just like stationary nodes.  
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(3) A care-of-address is given by mostly foreign agent to the mobile node which may connect to the foreign network which is readable from one of the header fields among the foreign agent’s Agent Advertisement packet.

(4) Then mobile node registers this address obtained in step3 with its home agent through foreign agent, using a message exchange mechanism defined by Mobile IP protocols. For avoiding remote denial-of-service type of insider attacks, the registration messages methods are required.

For registration process certain Registration Request message and Registration Reply message formats are used, which contains IP header, UDP header and extensions.

(5) The home agent, in most cases it is the router on the home network publishes reach ability to the network-address which will be discovered from the mobile node’s home address. The home agent gets these packets by any ARP mechanism, and sending them by mechanism of tunneling which is discussed in next section to the care-of-address which is used for registration of mobile node in step 4.

(6) At the care-of-address i.e. foreign agent the original packet is recovered from the tunnel packets by de-encapsulating and then directly delivered to the mobile node, which is in same network through direct delivery.

(7) If mobile node wants to send packets, then they are routed directly to their destination entity, without visiting any foreign agent or home agent.

Generally IP in IP tunneling is used when home agent send packets to foreign agent.  

4. IP SECURITY
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Authentication Header is to ensure authentication and integrity for IP data gram packets and to provide protection against replay attacks. It is mainly related to authentication process.
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The AH protocol is dealt with different types of algorithms, like Message Digest (MD) 5 that produces a data representation which is 128 bit fixed size long and unique and it will be used for authentication. There is a Sequence Number of 32-bit long field that denotes values used as counter, which is used to give protection from replay attack. The format of IP AH header is given in Figure 4. The ‘Next’ field is an 8-bit long that is used to identify the type of the next payload. The Payload has length of 8-bit. There is a 6-bit reserved field for future purpose use. The Security Parameter Index, which is called SPI, is 32-bit long value that denotes the Security Association (SA) for this datagram, which is unique. Authentication Data field as shown in figure 4t is variable length field and it has the Integrity Check Value (ICV). For better understanding, Figure 4 also illustrates how an authenticated packet format will change in tunneling. ESP deals with different authentication and encryption algorithms, and fig 5 shows the use of the DES-CBC transform. After packet is encrypted, only authenticated and authorized users could decrypt it.

[image: image11.jpg]Security Parameters Indes (SPI)

‘Sequence Number Field

Fayload (rariable)

Fadding

Fad Length

Next Header

Authentication Datz {variable, optional)

Authent.
coverage

Confident
coverage

(ew | ESP | (oniz)IP | TCBUDP | User | EsP | EsP
Header | Hoadsr | Header | Header | Data | Trsiler | Auth.
o
e udetictd ———





The Internet Key Exchange (IKE) mechanism or protocol is used to exchange or negotiate some important parameters and finalize keys between two communicating nodes and the setup of a Security Associations (SA). It is a one sided agreement between two entities. Fig6 shows the table of SA.
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There are different kinds of firewalls exist for secure communication. Generally, it is implemented in security gateways. The most sophisticated and important part for mobile IP used as a firewall, which is known as secure tunneler, which is as shown in Figure 7. This firewall is using AH and ESP protocols mentioned above. 
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5. MOBILE IP IN CAMPUS INTRANET

We are taking campus intranet as security model to understand different things of Mobile IP attacks and security. In this part we are using the network security model shown in Figure 8 below. We have to make some assumptions like a network having no links to the Internet, and no firewalls installed anywhere with secure access. 
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Mobile nodes and network itself are quite vulnerable to attack from insiders-in many cases they are own employees of the company, and perform the malicious purposes.

5.1 Mobile Node Denial-of-Service

A denial of service is ‘An attacker preventing a legitimate node from getting some work done’. There are two types of denial of service here: A bad guy sends and do flooding to a host i.e. preventing that host from processing his packets. A denial of service attack can happen when an attacker somehow manages to do a wrong or proxy registration request of a new care-of-address for a particular legitimate node and got registered. It will create following two troubles.

The mobile node (good guy) cut off from all communications, since it cannot receive any packets.

The bad guy can see a copy of every packets of the original mobile node (good guy).

How attacker will do this is shown in figure 9.
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The Mobile IP specification stops bad guys from making a bogus registration. This type of attack impossible, under assumption that the secret key will not be broken. Another type of denial of service attack is known as replay attack, which is similar in both ways. When the attacker records the encrypted registration request, which is sent by mobile node, attacker blocks that message and replays that message after some time. There are two steps to avoid replay attacks: (1) in first type the ID field in the message format is filled by timestamp or any nonce value. (2) When nonce is used a special value is taken which should be accepted by both the communicating parties; so even if the attacker knows what that value somehow but he can’t make any damage.

5.2 Theft of Information: Passive Eavesdropping

It is opposite to the active attacks that we discuss so far. This attack occurs when an attacker listens or captures packets exchanged between home agent and good guy mobile node. So this is related to confidentiality. An attacker can access to the traffic by breaking router password or any connection. For wireless network it is very difficult to secure the radio signals for any attacker. To capture radio signals is not a big task.

To prevent this attack it is necessary to encrypt information while sending and is very important having wireless networks. Packets should be encrypted before sending and it can be done by different methods as discussed in next section.

The best solution for passive eavesdropping is ‘end-end encryption’ of all packets. A bad guy who eavesdrops at any point of the conversation is the second panel of the figure 10 will see only encrypted text that he is incapable of decrypting if he don’t know key. Generally we are using digest methods then it is impossible to read this type of data by intercepting it.
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Some examples that use end-to-end encryption are SSH (Secure remote (UNIX) Shell), SSL (Secure Socket Layer) ands (Secure remote file Copy). This encrypts not only the application layer data and protocol header but also transport layer header as well, which will prevents a bad guy from determining which application is being run, let alone the data exchanged as part of that application.

5.3 Theft of Information: Session Stealing (Takeover)

It is an active form of information theft. To make this possible following steps are followed:

· The bad guy waits till the authentic node starts registration process towards its home agent;

· The bad guy is in opportunity to eavesdrops to keeps an eye on the conversation if the mobile node is 

· Doing some important data transfer or communication

· Afterwards the attacker overloads the mobile node with nuisance, by busying it with meaningless task.

· The bad guy takeover the session by upcoming packet and simultaneously by listening packets going towards the mobile node.

The mobile node (good guy) might realize that something is not right because his applications will stop functioning, but he may not get that his sessions have been hijacked. The guard against session stealing attacks is also cryptography, which is useful in passive eavesdropping. By encrypting the traffic on as shown in Figure 10 (preferably everywhere on the connection- end to end encryption), so attacker succeed in stealing session but he will not able to decrypt the real data.

5.4 Other Active Attacks

Active attacks we will examine in which Bad Guy make access to network jack, get an IP address and using them tries to enter into the other hosts workstation on the network. The process to be followed after the attacker gains the access over the network 

The bad guy analyze a network prefix that is related to the link to which the network jacks are related. Capturing mobile IP agent advertisement packets, by extracting and examining, does this IP addresses in packets or even by just making a DHCP request, which is simple UDP packet.

 Thenad guy try to guess any host number randomly to use for next attack, which can be done by seeing the ARP request and check if they are unanswered. Then there is a good chance to that the selected host number is not being used.

Once any of above steps succeeded the attacker starts to connect IP hosts. This is possible by guessing administrators are not careful to choose username and password.

To prevent active attacks, these two actions need to be performed. 

(1) The ‘R’ bit should be enforced to all the publicly accessible points compulsorily. So, all communicating mobile nodes have to perform process for legal registration with the foreign agent whether it is attacker or good guy. 

(2) Second data link layer encryption or end-to-end encryption should compulsory for all mobile nodes in network who wants to connect to the foreign agent whenever they visit new network or link.

6. MOBILE IP WORLDWIDE

Here security threats of the intranet discussed above also included the view with attack to the particular mobile node, which is outside of the intranet i.e. in public network. So protection for mobile node as well as how this mobile node accesses the intranet in secure manner is discussed in this section.

We will then discuss the problem of mobile nodes receiving packets after passing the firewall and they are located outside of the private network i.e. somewhere in public network or Internet.

6.1 Internet wide Mobility Deployment
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In figure 11 all the data is passing through the firewall. The home agents are protected by the firewall but it is not possible all foreign agents cannot be under the protection of firewall. Therefore these agents can support passive or active eavesdropping. 

6.2 Mobile Node Protection

Now generally all workstations have firewall software. Figure 12 shows the use of VPNs for protecting Intranets. A VPN is the combination of two or more physical private networks that are looking like connected but actually separated by a public network like Internet and from the user’s view they   behaves as a single private network. The firewall provides protection to its network by admitting and allowing only those packets those are correctly authenticated and encrypted by another end firewall.
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In the figure 12, mobile node communicating through secure tunneled. We know that the secure tunneled is worked as a firewall as shown in figure 7 that provides a cryptographically-protected path only for authorized users to use a private network by passing through public network. Simple Key-Management protocol (SKIP) [3] is method and solution of the method to traverse or pass the firewall securely as shown in figure 12. 

7 CONCLUSION

First we got some introduction about Mobile IP and then discussed the analysis of security in mobile IP in simple campus Intranet network security model and in the Internet also. We took a glance of the AH, ESP and the IKE protocols according to the IETF's IPSec architecture. 

We got review of different types of attacks like denial of service, passive eavesdropping, session stealing and other active attacks etc. in campus intranets and possible protection against them. The use of the secure tunneled is an important and key protection mechanism was explained here. We also get something about authentication and encryption techniques to prevent security attacks. Main 3 objectives of network security should be conserved.

The general solution can be formulated using tunneling with authentication and encryption between the firewall and mobile node. Providing confidentiality, authentication and integrity throughout the Internet by using security mechanisms, services and protocols with are under elaboration and research by the IETF. The research will also cover IPv6 and ranges from the data link layer up to the application layer.
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Fig1. Need of Mobile IP
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Fig3. IPsec Architecture
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Fig2. Working of Mobile IP





Fig4. Authentication header format                         Authenticated Tunneled IPv4 Packet





Fig5. IP Encapsulating Security Payload Header                     Encrypted Tunneled IPv4 Packet











Fig6.Example of Security Associations (SAs)





Fig7. Secure Tunneler





Fig8. Network Model for Mobile IP in campus intranet





Fig9. Denial of Service attack on Mobile IP network





Fig10. Confidentiality using Link Encryption and End-to End Encryption





Fig11. Mobile IP deployment scenario





Fig12. VPN ensuring secure firewall traversal and protecting a mobile node outside
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