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1. Introduction to IPv6

IPv6 is also called a Next Generation of Internet Protocol. Why was it required to launch IPv6? Actually, IPv4 gives 232 addresses which are going to be exhaust in the next few years as the growth of the network, mobile devices, technology and requirement of the IP addresses increases. This new generation of IP gives 3.4 x 1038 addresses which will never finishes. It has 128 bit address and written in hexadecimal. IPv6 also provides the security to the network using IPsec which resolves the security issues of IPv4 but generate the same amount of new security issues in the network.

2.1.   IPv6 Header Format 
IPv6 has a simplified frame format as it has a 7 fields compared to the 13 fields of IPv4. It has a more support for options, multimedia, authentication and privacy. As shown in the figure below; version, source and destination addresses fields remain same as IPv4. Other fields changed its position or name. Flow Label field is added which is used by routers for flow of packets who require special handling.  
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Fig: Simplified IPv6 Header
2.2.   IPv6 Extensions in the header
IPv6 has 6 options in its main header and extended by the next header field as shown in the figure below. Routing header gives the strict or loose routing, Authentication header and Encapsulating Security Payload provides the security. Routing header, Fragment header and ICMPv6 has its own pros and cons.  
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Fig: IPv6 Extensions in Header (Options)

3.  IPSec 
IPsec is a security protocol for IP. It provides connectionless data integrity, data origin authentication, confidentiality, prevention of Replayed attacks and some traffic flow confidentiality. There are four main functionalities of IPsec.
1. Authentication Headers (AH)

2. ESP (Encapsulated security payload)  

3. SA (Security Association)

4. Key management

3.1.   Authentication Headers (AH)
Authentication Header provides the data integrity and authentication of IP packets either in the transport mode or in the tunnel mode. Transport mode implemented between two remote systems and tunnel mode is implemented in the intermediate systems.
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Fig: Authentication Header (AH)
As shown in the figure above, AH authenticates the IP payload, some portion of IPv6 header and its extensions as well. AH prevents the replay attack and IP address spoofing attacks.

Replay attack means attacker get the copy of the authenticate packet and later sends it to the intended destination. AH prevents this type of attacks by tracking sequence numbers. When system sends a packet it establishes the new SA and increments the sequence number by 1 on so on.
3.2. Encapsulating Security Payload (ESP)
ESP provides the data integrity, confidentiality and some traffic flow confidentiality. As shown in the figure below, it encrypts the IP payload and IPv6 extension headers. It gives the authentication service also as AH does.
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Fig: Encapsulated Security Payload (ESP)
SA (Security Association) is a one way relationship between sender and receiver which gives the security to flow of traffic. It can give service to either AH or ESP. And they must keep the database of SAs.

4.  IPv6 Deployment in existing IPv4 networks
IPv6 deployment is require as we are running out of IP addresses. By declaring flag day, all internet machines turned off on a given time and date & upgraded to IPv6 but it is an impossible method and unrealistic also. So, gradual transition is going on with more than 15 methods. In which dual-stack, tunneling and translation are the main transition methods being used. 
Dual-Stack: It allows IPv4 and IPv6 addresses to co-exist in the same networks and devices. It can send and receive IPv4 and IPv6 datagrams with IPv4 nodes and IPv6 nodes respectively.  
Tunneling: IPv6 nodes sometimes connected to IPv4 network. At that time, IPv6 node puts its IP datagram in the data field of IPv4 and on the other side receiving IPv6 node extracts the datagram from the IPv4; called tunnel. Spoofing attacks are possible in this tunnel transition method.  
5.  IPv6 Security Issues
5.1.  Reconnaissance
This is a very advantageous feature of IPv6. IPv6 has a large address space. There are 264 subnet addresses in IPv6. So, It is very hard to scan every address from this large space of addresses. Though if we scan million packets per second it will take lot of years to find one host address in the network while in IPv4, it would only take 4 minute to find any host address through NMAP as it has a 232 subnet addresses. And IPv6 does not support NMAP. So, attacker cannot scan the addresses and catch its target. But it is applies to the attacker also. We cannot catch the attacker who is doing spoofing in the network.     
5.2.  Redirect Attacks
It is a kind of ARP cache poisoning attacks in IPv4. As shown in the figure below, through the neighbor discovery(ND) Node C sends the ICMP message to Node A that “Use Node C for the traffic of Node Q”. Node A never know that Node C could be a malicious node. By this spoofing attack, Node C redirects the traffic of Node A for Node Q from itself and upload the packets for later processing. It can be done by changing the destination address stored in the routing header. It is also kind of DoS attack on Node A.  
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Fig: IPv6 Redirect Attacks 
To prevent this type of attacks SEND (SEcure Neighbor Discovery) is used, so node can trust each other and routers as well. DAD(Duplicate Address Detection) sometimes works during the attack.  
5.3.  DoS Attacks
Denial of Service (DoS) attacks are the attacks in which, malicious node stops the communication between the victim node and other nodes. It can be done by RH type - 0 routing mechanism. And Neighbor discovery DoS attack by malicious node is like send the packet to unused address and make the router busy in neighbor discovery.
5.4.  Flooding Attacks
Flooding attacks are the attacks in which, malicious neighbor node redirect the bogus traffic (traffic from the other nodes) to a node under attack. So there is a flood of bogus traffic at the victim host. To prevent this type of attacks node should use SEND (SEcure Node Discovery). In IPv6 network, there is not any policy or trust certificate that neighbor trust each other and they can’t know the existence of the malicious node.  
5.5.  Spoofing Attacks in Tunneling Transition
As shown in the figure below, L3-L4 spoofing attacks can be done IPv6 Tunneling Transition. In the tunneling transition IPv6 datagram is put into the data field of IPv4 datagram. But, as we know IPv4 is not a secure protocol so attacker can attack here on the tunnel and spoof the address of the 4to6 relay or the victim node. IPv6 ACL(Access Control List) is ineffective here. 

To prevent this type of attacks, we can use the IPsec protocol mechanism at the tunnel area to make a secure tunnel. The solution of this is on the way by IETF. 
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Fig: L3-L4 Spoofing Attacks in Tunneling Transition
5.6.  Dual-Stack Attack prevented by IPv6
IPv6 prevents the Dual-Stack Attack because of its mechanism. As shown in the figure below, in the dual-stack transition malicious node want to do attack on other host.  
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Fig: Prevention of Dual-Stack Attack by Firewall

Here, malicious node hide its identity and send a query to DNS server for the information of the host and DNS server gives him the zone transfer. But here DNS has a different IPv6 name for web server so, IDS(Intrusion Detection System) stop the packet at the firewall. So, because of having multiple addresses for the single entity, prevent IPv6 from this type of attacks.
5.7.  Attack by teredo through UDP Port
Teredo is a tunneling protocol which is used to know the connectivity of IPv6 nodes behind the IPv6-unaware NAT devices. It works on UDP Port-3544. As shown in the figure below, using functionality of this protocol attackers attack on the targeted node thorough Teredo Relays by becoming the Teredo clients. Here the firewall is unaware of the IPv6 services, so it will not block the teredo clients(Bad Guys) and allow them to access the enterprise node. 
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Fig: Attack by Teredo(UDP Port-3544)
To prevent this type of attacks, block Teredo at IPv4 firewalls or at NAT devices as a dangerous UDP port. The same kind of attack can be done from Transport Protocol 41 and can be blocked at IPv4 firewalls to stop the attacks. 
5.8.  Attacks through Header manipulation and Fragmentation
Routing Header Type-0 (RH0) and Flow label do not have any important applications, they only generate the security issues especially routing header type 0. Routing header is a extension of the IPv6 header. So in the network every router or node has to process routing header which made the dream come true for DoS attackers. To defense from this issue, just disable RH0 feature in your network. Sometimes, Flow label field cannot be recognized by the firewall so it can also make some problem. In the IPv6, fragmentation is done by the end hosts only, intermediate router or host cannot fragment the packets. So, end host have to do MTU discovery along the way and then fragment the packets. Sometimes receiver side, firewall drop the packets due to this fragmentation feature. 
5.9.  Addressing and Anycast Security
In IPv6, self generated addresses can be stolen by others as they can’t have pre-established IPsec keys. IPsec is hard to setup in advance as it requires the SA and address. There is no authorization  mechanism exists for anycast addresses so spoofing is possible here.    
5.10.  MIPv6 Challenges  
Mobile IPv6 is a new feature in this new version of IP. Binding (Dynamic registration) is required between Home agent and Mobile node. If they are not then MIPv6 packets may be dropped at the firewall. MIPv6 has its own security issues.   

6.  Security Threats Similar to IPv4 
Still there are few security threats which are similar to IPv4 either with IPsec or without IPsec. 
Application layer attacks: Today, the most of the vulnerabilities are at the application layer on the internet. Using IPsec protocol either with IPv4 or IPv6 cannot do anything to prevent attacks on application layer.
Sniffing: Without IPsec, IPv6 network can become the victim of sniffing attack even more than the IPv4.  
MITM attacks: Without IPsec, Man-in-the-middle-attacks happens in the same manner in IPv6 as in IPv4.
Flooding attacks are also similar in IPv6 as IPv4. Rogue devices are still simple to insert into the IPv6 network as they can be inserted in IPv4 network.
7.  Conclusion
In a Nutshell, IPv6 is a complex protocol in terms of addressing and configuration. IPv6’s code is totally new and untested. So, it requires solving the bugs in it by changing its little mechanism considering the above explained threats. Research work is going on to solve the security issues by IETF etc. IPsec protocol’s support is mandatory for security of IPv6. Security and Transition were the two major goals of IPv6. But now secure transition became the major goal of IPv6. Last but not the least, IPv6 makes few things better than IPv4 and also makes few things worst. So, It is not that much secure or less secure protocol.   
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