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1. WLAN Introduction and Architecture 

Wireless Local Area Network (WLAN) is the linking of two or more computers without using wires. WLAN makes use of the spread spectrum technology based on radio waves to enable communication between two devices in a limited area.
 Architecture

 Wireless LAN architecture uses an infrastructure BSS.  The 802.11 is a standard for WLAN. The real data throughput is 100 Mbits/s and is up to 50 times faster than 802.b and 10 times faster than 802.11 a or 802.11g or 802.11n builds upon previous 802.11 standards by adding MIMO (multiple Input Multiple Output).MIMO uses multiple transmitter and receiver antennas to allow for increased data throughput through spatial multiplexing and increased range by exploiting the spatial diversity through coding.





Satellite Internet:
 In satellite Internet the upload speed is about one- tenth of the 500 kbps download speed. IP multicasting sends data from one point to many points (at the same time) by sending data in compressed format. Compression reduces the size of the data and the bandwidth.

Cellular:
 Cellular internet access uses the cell phone network to connect. The performance could range anywhere from 14.4 kbps to 300+ kbps, but typical digital speeds are 50-120 kbps up/down.

Stations:
 All components that can connect into a wireless medium in a network are referred to as stations. All stations are equipped with wireless network interface cards (WNICs). Wireless stations fall into one of two categories: access points and clients.

Access points:
 Access points (APs) are base stations for the wireless network. They transmit and receive radio frequencies for wireless enabled devices to communicate with.

Clients:
 Wireless clients can be mobile devices such as laptops, personal digital assistants, etc that are equipped with a wireless network interface.

Basic service set:
 The basic service set (BSS) is a set of all stations that can communicate with each other. Every BSS has an identification (ID) called the BSSID, which is the MAC address of the access point servicing the BSS.

Extended service set:
 An extended service set (ESS) is a set of connected BSSes. Access points in an ESS are connected by a distribution system. Each ESS has an ID called the SSID which is a 32-byte (maximum) character string.
Distribution system:
 A distribution system connects access points in an extended service set.
2. Issues of WLAN 

The benefits of 802.11 wireless LAN connections are easy to see from the mobility of un-tethered workers connecting to the network from a conference room. However the risks of wireless LAN are being identified by hackers become more familiar with the technology and develop more ways to compromise wireless security. Since the messages are transmitted through air encrypting those messages is utilizing an affordable, easy answer to wireless security. The risks in Wireless networking are:

Ad-hoc networks: peer to peer wireless networking between laptops without an access point opens up a laptop to be directly attacked and used as a conduct to the network.

Policy Violation: Authorized users who violate network policies against vulnerable access points, file sharing, and turning off security measures in network security.

Identify theft: Intruders can pick off service set identifiers (SSID) and media access control (MAC) address to steal the identity of an authorized user.

Man in the middle attacks: Hackers can force a rogue station between an authorized station and an access point where all traffic between the authorized station and the access point is routed through the rouge station.

Denial-of-Service: Outsiders who cannot gain access to WLAN can none- the – less pose security threats by jamming or flooding the airwaves with static noise that causes WLAN signals to collide or simply force stations to continuously disconnect from access point.

3. Basic Security and 802.11
I. SSIDs, WEP, and MAC Address Authentication
       Basic security includes the use of 
· Service Set Identifiers (SSIDs): 
         "SSID" is a common network name for the devices in a WLAN subsystem; it serves to logically segment that subsystem. An SSID prevents access by any client device that does not have the SSID
· Open or shared-key authentication, static WEP key:  
         The 802.11 standard supports two means of client authentication: open and shared-key authentication. Open authentication involves little more than supplying the correct SSID. With shared-key authentication, the access point sends the client device a challenge-text packet that the client must then encrypt with the correct WEP key and return to the access point. 
· Media Access Control (MAC) authentication.
         It is an authentication based on the physical address, or MAC address, of the client network interface card (NIC). An access point allows association by a client only if that client's MAC address matches an address in an authentication table used by the access point. Its an inadequate security measure, because MAC addresses can be forged, or a NIC can be lost or stolen. 

     II Basic Security with WPA or WPA 2 Pre-Shared Key 
          PSK verifies users via a password, or identifying code on both the client station and the access point. A client may only gain access to the network if the client's password matches the access point's password. The PSK also provides keying material that TKIP or AES use to generate an encryption key for each packet of transmitted data. 

     III Enhanced Security 
          Enhanced security is for customers requiring enterprise-class security and protection. It       includes:
•  802.1X for strong, mutual authentication and dynamic per-user, per-session encryption keys 
• TKIP for enhancements to RC4-based encryption such as key hashing (per-packet keying), message integrity check (MIC), initialization vector (IV) changes, and broadcast key
rotation 
• AES for government-grade, highly secure data encryption 
• Intrusion Prevention System (IPS) capabilities and advanced location services with real-time network visibility
.     IV Remote Access Wireless LAN Security 
In certain instances, enterprises may require end-to-end security to protect their business applications. With remote access security, administrators set up a virtual private network (VPN) to allow mobile users in public hot spots, such as airports, hotels, and convention centers, to tunnel back to the corporate network. Using VPN in an internal WLAN deployment may affect WLAN performance, limit roaming and make the login process more complex for users. Thus, VPN overlay for an internal WLAN are not necessary. 
    V. 802.11 Security 
802.11 is one of the solutions suggested for WLAN security. Later, 802.11 were found not that feasible for WLAN security due to some security concerns such as

    1)802.11 binds itself to a single cryptographic algorithm (RC4)

 
    2)No security support for the handshakes.

    3)The standard also does not mention how to maintain a secure session while moving across cells.

    4)Pre-shared keys

          5)One-way Authentication

    6)Wired Equivalent Privacy (WEP)

    4.  Wired Equivalent Privacy (WEP)

WEP uses RC4 in synchronous mode for encrypting data packets. It is vulnerable because of relatively short IVs and keys that remain static. The issues with WEP don’t have to do much with RC4 encryption algorithm, but with only 24 bits which WEP uses the same IV for different data packets. For a large busy network, the reoccurrence of IVs can happen as frequent as with in an hour and gets easy for the hacker to decrypt any of the 802.11 frames. It is also due to the static nature of the shared secret keys since 802.11 don’t provide any functions to support the exchange of keys among stations.

To summarize-

·  WEP uses a synchronous stream cipher over a medium, where it is difficult to ensure synchronization during a complete session. 
·  802.11 do not provide any mechanism for sharing keys over an insecure medium leading to key-sharing in a BSS and sometimes across BSSs. 
·  802.11 specify that changing the IV with each packet is optional. 
·  The IV used in 802.11 is just 24 bits long giving a very limited key-space especially since each packet needs to have a separate key for the network to be really secure. 
·  No support for a MT to authenticate the network.
·  CRC-32 used for message integrity is linear. 
· WEP concatenates the IV directly to the pre-shared key to produce a key for RC4, thus exposing the base-key to direct attack. 

       Thus it makes sense to deploy WEP as a minimal level of security for WLAN.
5. SECURITY SOLUTION 
  5.1 WPA

          As a response to WEP broken security, IEEE began working on a new wireless security standard named 802.11i. The Wi-Fi Alliance created WPA to enable introduction of standard-based secure wireless network products prior to the IEEE 802.11i group finishing its work.WPA is designed for use with an IEEE 802.1X authentication server, which distributes different keys to each user, or with a less secure pre-shared key (PSK) mode, where every user is given the same pass-phrase. Data is encrypted using the RC4 stream cipher, with a 128-bit key and a 48-bit initialization vector (IV). One major improvement in WPA over WEP is the Temporal Key Integrity Protocol (TKIP), which dynamically changes keys as the system is used. When combined with the much larger IV, this defeats the key recovery attacks on WEP .WPA also provides vastly improved payload integrity. A more secure message authentication code (MAC) also referred to as MIC(Message Integrity Code)is used in WPA. The MIC used in WPA includes a frame counter, which prevents replay attacks being executed. By increasing the size of the keys and IVs, reducing the number of packets sent with related keys, and adding a secure message verification system, WPA makes breaking into a Wireless LAN far more difficult.
 5.2. 802.11i / WPA2 
   5.2.1 Components
        802.11i is IEEE's wireless security amendment, which adds stronger encryption, authentication, and key management strategies that go a long way toward guaranteeing data and system security. The Wi-Fi Alliance refers to their approved, interoperable implementation of the full 802.11i as WPA2. 

        It is divided into three main categories: 
         i).802.1X Port-Based Network Access Control: Either when using TKIP or CCMP, 802.1X is used for authentication. 
        ii).Temporary Key Integrity Protocol (TKIP) enhances WEP by adding measures such as per-packet key hashing, MIC, and broadcast key rotation to address known vulnerabilities of WEP. 

        iii).Counter Mode with CBC-MAC Protocol (CCMP)] It uses AES as its cryptographic algorithm, and CCMP provides integrity and confidentiality. 
 5.2.2)Authentication using 802.1X

         To fulfill the security loopholes of access control, authentication and key management in802.11 architecture, a solution known as the Robust Security Network (RSN) using 802.1X standard was proposed.. The 802.1X standard for Port based Network Access Control provides an authentication framework for wireless LANs on which various authentication algorithms can be used. 802.1X uses the Extensible Authentication Protocol (EAP) that works on Ethernet, token ring, or wireless LANs, for message exchange during the authentication process. The EAP is built around the challenge-response communication paradigm that is common in network security solutions
         i). 802.1X Authentication and Access Control

In a wireless LAN with 802.1X, a client (supplicant) requests access to an access point (authenticator). The Authenticator deals with controlled and uncontrolled ports. The access point forces the user’s client software into an unauthorized state that allows the client to send only an EAP start message.. The uncontrolled port allows only EAP packets to pass through into the LAN. The controlled port, which allows all packets, is opened only after the supplicant / client has been authenticated. The Authentication works as follows: 

 1) When a new wireless node (WN) requests access to a LAN resource, the access point (AP) asks for the WN's identity the access point returns an EAP message requesting the user's identity.
 2) The supplicant returns the identity,. The Authenticator re-encapsulates the EAP messages to RADIUS format, and passes them to the Authentication Server, which uses an algorithm to authenticate the user. 
3) Authentication server returns an accept or reject message back to the access point 
                  4) Assuming an accept was received, the access point changes the client's state to authorized and normal traffic can now take place.
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                               Figure: Dual Port operations in 802.1X
         The authentication between the client and the network is still only one-way and there is still no way for the client (mobile) to authenticate the network. . It takes is a handful of forged EAP packets sent by someone posing as an access point and the whole framework is compromised.

ii). 802.1X Key Management: Broadcast Key Rotation (BKR): 
In this technique the AP periodically broadcasts the WEP shared / root key. The mobiles create session encryption keys by combining the IV with the broadcast root key. Unlike WEP, key-hopping cycles through IV space as well as the session key set resulting in a larger key space and whenever the WLAN comes close to running out of encryption keys, the AP may broadcast a new root key thus generating a new key-space. An intruder may generate the session keys from the intruded root key and then try to look for frames encrypted with the same IV. However, the session time expires much before the detection of key-collision .The duration of a session can be controlled by the user by configuring the root key broadcast interval
         iii). Message Integrity
In 802.1X, a non-linear MIC prevents bit-flip attacks on encrypted packets. The MIC, implemented on both the access point and all associated client devices, adds a few bytes to each packet to make the packets tamper-proof
5.2.3) EAP Authentication Methods
          Since 802.1X is using EAP, multiple different authentication schemes may be added. Some of the most-used EAP authentication mechanisms are listed below.
· EAP-MD5: MD5-Challenge requires username/password .This method does not provide dictionary attack resistance, mutual authentication, or key derivation, and has therefore little use in a wireless authentication environment. 
·  Lightweight EAP (LEAP): A username/password combination is sent to a Authentication Server (RADIUS) for authentication.
· EAP-TLS: Creates a TLS session within EAP, between the Supplicant and the Authentication Server. Both the server and the client(s) need a valid (x509) certificate, and therefore a PKI. This method provides authentication both ways.
· EAP-TTLS: Sets up a encrypted TLS-tunnel for safe transport of authentication data. Within the TLS tunnel, (any) other authentication methods may be used. 
· Protected EAP (PEAP): Uses, as EAP-TTLS, an encrypted TLS-tunnel. Supplicant certificates for both EAP-TTLS and EAP-PEAP are optional, but server (AS) certificates are required
· EAP-MSCHAPv2: Requires username/password, and is basically an EAP encapsulation of MS-CHAP-v2 .Usually used inside of a PEAP-encrypted tunnel. 

5.3  TKIP 
         TKIP uses the RC4 stream cipher with 128-bit keys for encryption and 64-bit keys for authentication. TKIP encryption can generate up to 280 trillion possible keys for a given data packet.  By encrypting data with a key that can be used only by the intended recipient of the data, TKIP helps to ensure that only the intended audience understands the transmitted data. TKIP provides per-packet key mixing, a message integrity check and a re-keying mechanism. It changes the key use for each packet. TKIP generates the base key that is mixed into the per-packet key.  Each time a wireless station associates to an access point, a new base key is created which is built by hashing together a special session secret with some random numbers  ( nonce’s) generated by the access point and the station as well as the MAC address of the access point and the station.  With 802.1X authentication, the session secret is unique and transmitted securely to the station by the authentication server. For TKIP with pre-shared keys, the session secret is the same for everyone and never changes which makes quite vulnerable.
         i) Per-Packet Key Hashing to Mitigate "Weak IV" Attacks 
         The TKIP RC4 key-scheduling algorithm creates the IV from the base WEP key. A flaw in WEP allows the creation of weak IVs that give insight into the base key. TKIP includes key hashing, or per-packet keying, to mitigate weak IV attacks. When key-hashing support is implemented on both the access point and all associated client devices, the transmitter of data hashes the base key with the IV to create a new key for each packet. By helping to ensure that every packet is encrypted with a different key, key hashing removes the predictability that an intruder relies on to determine the WEP key by exploiting IVs. 

         ii) Prevention of Collision attacks:  
Each packet transmitted using TKIP has a unique 48-bit serial number that is incremented every time a new packet is transmitted and used both as the Initialization Vector and part of the key.  Putting a sequence number into the key ensures that the key is different for every packet.  This solves another problem in WEP, called "collision attacks," which can occur when the same key is used for two different packets.
5.4 CCMP (CTR Mode with CBC MAC Protocol)

         CCMP combines the counter mode (CTR) for data confidentiality and the Cipher Block Chaining Message Authentication Code (CBC-MAC) for data integrity, using an 8-octet MIC (Message Integrity Code) and a 2-octet Length field. It uses the Advanced Encryption Standard (AES) algorithm with a 128-bit key and a 128-bit block size. We assume that a 128-bit key is secure against brute-force attacks on AES.  With AES, it is possible to use a single 128-bit key to encrypt all packets, eliminating the problems of key scheduling algorithms associated with WEP and TKIP.CCMP also provides MIC protection over both the frame body and nearly the entire header in a MAC frame, which prevents an adversary from exploiting the MAC headers. In addition, CCMP uses a 48-bit Packet Number (PN) to prevent replay attacks and construct a fresh nonce for each packet. The sufficient space of PN eliminates any worry about PN re-usage during an association.  Analysis suggests that CCM provides a level of confidentiality and authenticity comparable to other authenticated encryption modes, such as OCB mode. Hence, it is reasonable to believe that, once CCMP is implemented, an adversary is not able to break the data confidentiality and integrity without the knowledge of the key. Furthermore, an adversary cannot obtain useful information about the key through analyzing the cipher text even if the corresponding plaintext is known.
5.5. Dynamic Key Exchange and Management:

To enforce a security policy using encryption and integrity algorithms, keys must be obtained. 802.11i implements a key derivation/management regime. [image: image4.png]i Authenticator
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Figure KM: Key management and distribution in 802.11i.

1.  When the Supplicant (WN) and Authentication Server (AS) authenticate, one of the last messages sent from AS, given that authentication was successful, is a Master Key (MK). After it has been sent, the MK is known only to the WN and the AS. The MK is bound to this session between the WN and the AS. 
2.  Both the WN and the AS derive a new key, called the Pair wise Master Key (PMK), from the Master Key. 
3. The PMK is then moved from the AS to the Authenticator (AP). Only the WN and the AS can derive the PMK, else the AP could make access-control decisions instead of the AS. The PMK is a fresh symmetric key bound to this session between the WN and the AP. 

4.  PMK and a 4-way handshake are used between the WN and the AP to derive, bind, and verify a Pair wise Transient Key (PTK). The PTK is a collection of operational keys: 

· Key Confirmation Key (KCK), as the name implies, is used to prove the possession of the PMK and to bind the PMK to the AP. 

· Key Encryption Key (KEK) is used to distribute the Group Transient Key (GTK). 
· Temporal Key 1 & 2 (TK1/TK2) are used for encryption. Usage of TK1 and TK2 is cipher suite-specific. 

5. The KEK and a 4-way group handshake are then used to send the Group Transient Key (GTK) from the AP to the WN. The GTK is a shared key among all Supplicants connected to the same Authenticator, and is used to secure multicast/broadcast traffic. 
6) COMPARISON BETWEEN WPA AND WPA2 MODES

	  
	WPA 
	WPA2 

	Enterprise Mode (Business, Government, Education) 
	Authentication: IEEE 802.1X/EAP 

Encryption: TKIP/MIC 
	Authentication: IEEE 802.1X/EAP 

Encryption: AES-CCMP 

	Personal Mode (SOHO, Home/Personal) 
	Authentication: PSK 
Encryption: TKIP/MIC 
	Authentication: PSK 

Encryption: AES-CCMP 


7) PROTECTION FROM NETWORK ATTACKS 

     A variety of attacks can be issued against WLANs. Both WPA and WPA2 protect the    network from a variety of network attacks when 802.1X, EAP types and TKIP or AES are used. 
     Figure 5. New Security Enhancements Mitigate Network Attacks 
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8) INTRUSION PREVENTION SYSTEM: 
An intrusion prevention system is a computer security device that exercises access control to protect computers from exploitation. IPS make access control decisions based on application content, rather than IP address or ports as traditional firewalls.

In this system, the access points simultaneously act as air monitors and data forwarding devices. This setup allows access points to communicate real-time information about the wireless domain, including potential security threats to Wireless LAN controllers, without interrupting service. All security threats are rapidly identified and presented to network administrators through the WCS, where accurate analysis can take place and corrective action can be taken. The Cisco Unified IDS/IPS is part of the Cisco Self-Defending Network and is the industry's first integrated wire line and wireless security solution.

9) HARDWARE SOLUTIONS
Hardware countermeasures for mitigating WLAN risks include implementing smart cards, VPNs, PKI, biometrics, and other hardware solutions.
i) Smart Cards: In wireless networks, smart cards provide the added feature of authentication. User certificate and other information are stored on the cards themselves and generally require the user only to remember a PIN number.
ii) Virtual Private Networks: VPNs have in recent years allowed corporations to harness the power of the Internet for remote access. VPNs employ cryptographic techniques to protect IP information as it passes from one network to the next or from one location to the next. Most VPNs in use today make use of the IPsec protocol suite.
iii)NAC for WLANs 
NAC is a set of technologies and solutions built on an industry initiative led by Cisco Systems. NAC is part of the Cisco Self-Defending Network, a strategy to dramatically improve the network's ability to automatically identify, prevent, and adapt to security threats.
iv) Biometrics: For organizations needing higher levels of security, biometrics devices such as finger printing optical scanners can be integrated with wireless smart cards or wireless laptops or other wireless devices and used in lieu of username and password to access the wireless network.  
10. Benefits of WLANS security:
The benefits of implementing various methods for WLAN security are as follows:

Secure Connectivity for WLAN security:
 Strong dynamic encryption keys that automatically change on a configurable basis to protect the privacy of transmitted data.

Trust and identity For WLAN security: 

   Robust WLAN access control helps to ensure that legitimate clients associate only with trusted access point rather than rogue or unauthorized access points. This is provided via per- user, per –session mutual authentication using IEEE 802.1X, a variety of extensible authentication protocol (EAP) types and a remote Authentication Dial – in User services (RADIUS) or Authentication and accounting (AAA) server.

Threat defense for WLAN security: 
  Detection of unauthorized access, network attacks and rogue access points via a robust IPS, WLAN NAC, and advanced location services. We can continually scan the RF environment, detect rogue access points and unauthorized events, simultaneously track thousands of devices and mitigate network access. NAC (network administration control) has been designed specifically to help ensure that all wired and wireless endpoint devices accessing network resources are adequately protected from security threats. NAC allows organizations to analyze and control all devices coming into the network.

Set and Enforcing Wireless LAN policies:  
   A thorough policy and enforcement of the policy will protect an enterprise from unnecessary security breaches and performance degradation.

11. Conclusion:

As discussed there are many wireless LAN security issues that require attention. If and how we handle these security problems greatly depends on our security requirements. In some cases we might want to keep the network as open as possible and protect files on user’s PC.
The optimal security solution for WLAN involves a combination of security technologies. A detailed threat risk assessment and analysis is essential to determine which security measures or combination of measures are the most effective. The implementation of preventive and protective end to end security measures, such as firewalls, intrusion detection, and VPN technologies, provides the most secure and effective defense against the threat associated with the transmission of data over an insecure wireless medium.
12. References:
· en.wikipedia.org/wiki/Wi-Fi_Protected_Access
· en.wikipedia.org/wiki/WPA2

· http://en.wikipedia.org/wiki/IEEE_802.1x
· en.wikipedia.org/wiki/TKIP

· http://www.networkworld.com/reviews/2004/1004wirelesstkip.html
· http://tldp.org/HOWTO/html_single/8021X-HOWTO/#p8021x
· www.wi-fiplanet.com/tutorials/article.php/953561
· www.drizzle.com/~aboba/IEEE/
