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Introduction

In today’s computer world, Trojan horse attacks are one of the most serious threats to computer security. The Trojans usually enter a computer system either through legitimate software that contain malicious code or through an independent program that is embedded in a game, image, movie or song. These Trojan programs are hidden within harmless programming or data to get control of a user’s system and do its chosen form of damage to the system. For example, when a user downloads a movie, music file or an e-mail attachment with a Trojan program, the malicious versions of this dangerous program is unleashed into the user’s system to perform pre-programmed destructive activities.

How does Trojan horse affect a system?

The Trojan horse was mainly developed to allow a remote user to gain access to a victim's machine for spying or stealing sensitive information without the user’s consent.  With unauthorized access to a user’s computer, an attacker can exploit a system using Trojan horses in various and creative ways such as:
· Uploading or downloading files from the user’s machine

· Creating a "backdoor" that allows an intruder to remotely access and control the user’s machine 

· Erasing or overwriting data on the victim computer. 

· Encrypting files in a cryptoviral extortion attack. 

· Corrupting files in a subtle way. 

· Allowing remote access to the victim's computer. 

· Steal confidential documents, designs or pictures.

· Spreading other malware, such as viruses or spams to other computers. 

· Setting up networks of zombie computers in order to launch DDoS attacks or send spam. 

· Spying on the user of victim computer and covertly reporting information such as browsing habits to other people.

· Spying on user activities by sending screenshots of your monitor to a remote location 

· Logging keystrokes to steal information such as passwords and credit card numbers.

· Steal calendar information regarding the user’s whereabouts.

· Phish for bank or other account details that can be used for criminal activities. 

· Steal the e-mail addresses from the user’s address book and use them for spam. 

· Use the victim’s computer for illegal purposes such as hack, scan, flood or infiltrate other machines on network or Internet.

· Deactivate or interfere with anti-virus and firewall programs. 

Types of Trojan horses

The Trojan horses are divided into seven different classification based the breach and damage they cause to the computers. They are:

Remote Access Trojans: A Remote Access Trojan (RAT) is designed to provide the intruder with complete control of the victim's system. The Attackers usually hide these Trojan programs in videos, songs, games or in other small innocuous programs so that the users execute these programs on their PCs. Examples of this type of Trojans are the Back Orifice, Netbus Trojans and Sub7[1].

Data Sending Trojans: This type of a Trojan horse is designed to steal the sensitive data such as passwords, credit card information, log files, e-mail address or IM contact lists from the victim’s machine. These Trojans can look for specific pre-defined data (e.g., just credit card information or passwords), or they could install a key logger and send all recorded keystrokes back to the attacker. An example of this type of Trojan is the Badtrans.B email virus that could log users' key strokes [1][2].

Destructive Trojans:  This type of Trojan horse is designed to destroy the victim's entire hard drive, encrypt or scramble important files. They can also automatically delete all the core system files (for example, .dll, .ini or .exe files) on user’s machine [2].
Proxy Trojans: This type of Trojan horse designed to use the victim's computer as a proxy server making it available to everyone. When the attacker’s activities are tracked, the trail leads back to the user and not to the attacker. Thus, this reason gives the attacker the opportunity to do everything anonymously from the victim’s computer, including the possibility of conducting credit card fraud and other illegal activities such as launching malicious attacks or distribute viruses to other networks [1][2].
FTP Trojans: This type of Trojan horse designed to open the system port (port 21) for FTP transfer and enables the attacker to connect to the victim’s computer using File Transfer Protocol (FTP) [1].
Security Software Disabler Trojans: This type of Trojan horse is designed to stop or disable security programs such as an antivirus program or firewall of the victim machine without the user’s knowledge [1].
Denial-of-service attack (DoS) Trojans: This type of Trojan attack on a network is designed to flood the network with useless traffic. These Trojan give the attacker the power to start a distributed denial of services (DDoS) attack if there are enough victims.
For example, if there are several infected ADSL who are being simultaneously attacked to be a victim, heavy network traffic is generated leading to the shut down of Internet access [1][2].
Implementation 
The Trojan horse programs are usually inserted into a computer system either through a legitimate corrupted software with malicious code or through an independent program that is embedded in a game, image, or song. For example, Trojan.Gletta.A is a Trojan horse program that steals Internet banking passwords. It logs keystrokes of a victim computer when the user visits certain Web pages and then emails the log to the attacker. The following steps are followed to implement the Trojan.Gletta.A program.
“When Trojan.Gletta.A executes, it does the following:

1. Copies itself to: 

%System%\Wmiprvse.exe 

%System%\Ntsvc.exe 

%Windir%\Userlogon.exe 

where, 

· %System% is a variable. Trojan.Gletta.A locates the System folder and copies itself to that location. By default, this is C:\Windows\System (Windows 95/98/Me), C:\Winnt\System32 (Windows NT/2000), or C:\Windows\System32 (Windows XP).

· %Windir% is a variable. The Trojan.Gletta.A locates the Windows installation folder (by default, this is C:\Windows or C:\Winnt) and copies itself to that location.
2. Creates the file, %System%\Rsasec.dll, which is a key logger.

Creates the file, %System%\rsacb.dll, which is actually a text file.
3. Adds the value:

"wmiprvse.exe"="%system%\wmiprvse.exe" , to the registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run, so that the Trojan runs when you start Windows.
4. On Windows NT/2000/XP, it adds the value: "Run" = "%Windir%\userlogon.exe"  to the registry key: HKEY_LOCAL_MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\Windows, so that the Trojan runs when you start these operating systems.

5. On Windows 95/98/Me, it adds the line: run=%Windir%\userlogon.exe, to the Win.ini file so that the Trojan runs when you start these operating systems.
6. On Windows 95/98/Me, it changes the shell= line to: shell=explorer.exe%system%\ntsvc.exe, so that the Trojan runs when you start these operating systems.
7. The program watches for Internet Explorer windows that have any of the following titles: 

· National Australia Bank 

· ANZ Internet Banking - Logon 

· National Internet Banking 

· Citibank Australia 

· Welcome to Citi 

· Welcome to Citibank 

· Citi - Sign On 

· Bank of China 

· online@hsbc 

· HSBC in Hong Kong 

· Banesto 

· Sabadell 

or one of the following URLs:

· https:/ /olb.westpac.com.au/ib/asp/ 

· https:/ /olb.westpac.com.au/ib/
8. Additionally, it also captures all the keystrokes entered into any windows that match those listed above, and writes them into a log file. Later it uses its own SMTP engine (It uses an SMTP server in Russia) to send the log file to an external mail account of the intruder. 
The mail has the following characteristics:
· Both the FROM and TO addresses have the domain "mail.ru"

· The subject starts with "Business News from" [3]”.
However, due to the complexity and sophistication of these Trojan horse programs, the computer user may not be aware that a Trojan horse has infected their system.
Prevention 

Several approaches can be followed in the computer security industry to prevent the infection of Trojans. Few of the practical ways to prevent the Trojan horse attacks are listed below:
System Administrator level security: 
· The system administrators can encourage users to turn off and remove unneeded services. 
· “By default, many operating systems install auxiliary services that are not critical, such as an FTP server, telnet, and a Web server which can serve as the means of attack. If they are removed, the blended threats have less avenues of attack and also the system user can have fewer services to maintain through patch updates. 
· Always keep the system patch levels up-to-date, especially on computers that host public services and are accessible through the firewall, such as HTTP, FTP, mail, and DNS services
· Configure email server to block or remove email that contains file attachments that are commonly used to spread viruses, such as .vbs, .bat, .exe, .pif and .scr files. “
· Set the user systems to show "hidden filename extensions" so that the user can determine whether the "me.jpg" is really a picture and not "me.jpg.exe" which may be a hidden Trojan horse program.
· At the firewall or server level, filters can be set up to scan for file endings that often indicate a Trojan.
User level security:
· Keep the system up-to date by installing the latest security patches for the operating system.

· Install Anti-Trojan software and keep it up-to-date.  
· Install anti-virus software that specifically protects against Trojan horses and worms, as well as viruses. Also install application that should enable routine check for new threat updates.

· A secure firewall may be used to provide protection on the front lines of a computer's gateway to the Internet and also to limit access for open ports. Additionally, the firewall can keep Trojans out by blocking them from coming in and also preventing any sensitive data from leaking out in case of an attack. 

· Set up your email client, such as Thunderbird, so that email attachments aren't automatically downloaded. 

· Do not run any unknown or suspicious executable program just to "check it out".  If you notice a new .exe file or documents in your system or received an e-mail with attached .exe, zip, doc etc., do not run or click it.   

· Scan all email attachments with an antivirus program before opening it.  
· Never open an email attachment from unknown person or even from someone you know that is unfamiliar and/or unexpected, as their system could be infected. Even if the file comes from a friend, the user must be sure what the file is before opening it, because many Trojans will automatically try to spread themselves to friends in an email address book or on an IRC channel.  
· Do not use the features in programs that can automatically get or preview files. Instead, manually screen every single file received at the system and also disable preview mode in Outlook and other email programs. 

· Do not type commands that others tell you to type, or go to web addresses mentioned by strangers, or run pre-fabricated programs or scripts.
· Never open instant message (IM) attachments from unknown people. 

· Don't use peer-to-peer or P2P sharing networks, such as Kazaa, Limewire, Gnutella, etc. as they do not filter out malicious programs hidden in shared files. These file sharing programs are notorious for spreading Trojan Horses, and other malicious software. 
· Only download software from trusted and reputable sources, as they could be infected with a Trojan. 
· Finally, protection from Trojans involves simple common sense [10] [9].
Conclusion

As there are many varieties of Trojan horses, the removal procedure for all Trojan are not always the same. In today’s technology world, the IT security professionals must secure the networks using various advanced technologies and solutions, and anticipate multiple types of potential security breaches of Trojan horse attacks to data tampering and information theft. Thus, to effectively combat these growing threats and security breaches caused by Trojan horse programs, these professionals need to integrate multi-layered solutions with strong management capabilities. 
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