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Rootkits

Who controls a computer?  The end user?  An end user can control a computer, but only if the operating system permits their actions.  An end user does not control a computer, not in the same way that an operating system does.  But the operating system can be destroyed, obliterated by the owner of a machine, because they ultimately control the hardware on which the software runs.  On a computer, whoever controls the lower layer controls the machine.  Those who wish to force their control upon machines know this.  A rootkit is a set of tools used for controlling a machine (covertly) with the goal of never alerting the operating system or the owner that they have lost control.  Rootkits fall into six general classes, binary rootkits that run in the user space of a host, kernel rootkits that attach themselves to the kernel by posing as a Loadable Kernel Module (or Device Drivers) and redirecting system calls, library rootkits interfere with the communication system between the user and the kernel spaces, runtime kernel patching – a technique for modifying code as it executes, while not a rootkit itself, can be used to devastating effect by rootkits, virtual machine based rootkits that remove the administrator onto an emulated platform that can fool many of the advanced scanners currently deployed, and even database rootkits that operate specifically on database platforms.

Rootkits are installed after an attacker has exploited a system vulnerability and gained root access [3] [4].  Rootkits by themselves do not give an attacker root access; they only work after a system compromise.    Rootkits consist of tools that generally have three functions; maintain root access to the system, hide the presence of the attacker, and attack (or accelerate attacks) against other systems [3].  
The first, and primary, function of a rootkit is to maintain access to the compromised system [3].  This access can happen via any communication channel, from an easily detectable telnet shell to a secure shell to covert communication channels overlaid over commonly used protocols.  An attacker who cannot maintain access to a host cannot exert his or her control over it.
The second main function of a rootkit is to hide, or otherwise obfuscate, the presence of the attacker [3] [4].  The ability to hide the presence of an attacker is what makes the rootkit such a powerful tool and is critical to the success of an attacker in maintaining root access to a system [4].  This is achieved by removing evidence of the compromise and taking measures to misrepresent the system state to curious or confused system administrators.  Removing evidence can be achieved through cleaning various log files and temporarily disabling any monitoring daemons [3].  How a rootkit chooses to hide its presence and the presence of the attacker is the qualifying characteristic of the rootkit.  For example, an attacker could replace commonly used system executables, reroute system calls, and install a loadable kernel module in a single rootkit installation.  Attackers typically choose more than one method of hiding their presence (think “offense in depth”) [3].
The third function of a rootkit is to perform actions that meet the attacker’s objectives, mainly by attacking or aiding in attacking other systems.  This usually means compromising host security (by using keyloggers, for example), gathering packet traces on the local network, performing vulnerability scans, or even launching automated attacks from the compromised host.

Binary Rootkits


The earliest rootkits found in the wild were binary rootkits [3].  These rootkits took administrative utilities and modified them to hide specific connections, processes, and activities of specific users [3].  These utilities would also include tools to provide root access to a particular user or when supplied with a particular argument [3].  For example, an attacker could modify the w binary to hide his or her user account while logged on, the ps command to hide any processes he or she is running, and the su command to always allow root access whenever a specific password is supplied.  These changes are not only limited to the binary files; source files can also be directly modified by attackers.  If the source code is not examined for these inconsistencies, a rebuilt binary that is assumed to be “clean” can be compromised.

When the binary tools are deployed, they are often placed inside of a hidden directory until the administrative programs can be fully compromised.  An aspect of social engineering is used when creating these directories.  Some of the common locations include confusing or unsuspecting directory names, such as /dev/.hdd or /dev/.lib.  Others include commonly overlooked directory names such as /etc/… or /etc/”.. “ (dot-dot-space) [3].
Defeating Binary Rootkits


Binary Rootkits can be defeated through the use of file integrity scanners.  Most file integrity scanners (such as Tripwire) work by computing checksums, cryptographic checksums, or even digital signatures [3] [4].  The file signatures must be created when the system is in an uncorrupted state, and are useless if not prepared before a rootkit has been installed [3].  The cryptographic checksum itself is not immune to attack, and care should be taken that they are not recomputed with the corrupted media and overwritten (by writing them to immutable media and storing them offline, for example) [3].  However, successful use of this technique also means that any legitimate patches or updates must be followed up by recomputing the checksum (a technique that may fail in practice for frequently updated systems) [3].  

Binary rootkits can also be detected by system integrity tools.  However, certain commonly changed or temporary directories may be ignored by the system integrity scans, so care should be taken by the system administrator to inspect these directories for unusual activities [3].
Loadable Kernel Module Rootkits


Kernel rootkits subvert the core functionality of the kernel itself by modifying the execution flow inside of the kernel; one way to modify the execution flow inside of the kernel is to use a Loadable Kernel Module.  Loadable Kernel Modules (LKMs) are dynamically loaded modules that are often used to support specific devices or file systems without requiring recompilation of the kernel [1].  A LKM is loaded using the insmod command, which calls the init_module(void) routine of the LKM or asks the kernel daemon to find the appropriate module dynamically [1].  The init_module routine registers all the subroutines contained in the LKM that the kernel supports in the kernel’s exported symbol table (the exported symbol table contains system calls are managed by the LKM).  Since LKMs hook into the kernel and run inside of the privileged kernel space, they contain the functionality to change the behavior of commonly used system calls [1] [3].  For example, a call to read from a socket redirected into a hostile LKM could check for particular strings that indicate a login and a password and save that information before sending it to the SSL layer.  In this way the kernel itself becomes subverted, and determining whether or not a rootkit has been installed on the system becomes more difficult.  LKMs are more dangerous than binary rootkits because they can work in the privileged spaces that intrusion detection systems also work in (or above) and can therefore take measures to defeat or disable the intrusion detection systems on a host [3].  More advanced attacks even go so far as to directly modify the memory image to change the system call table (or other aspects of the kernel).
Detecting Loadable Kernel Module Rootkits


As mentioned previously, it is possible to defend against some kernel rootkits through disabling loading modules within the kernel (an option that – if set – would usually require recompilation of the kernel to unset) [3].  However, this can be defeated through modification of the direct memory image (although this technique can be quite difficult).

System Call/Library Routines Rootkits

Library kits have a similar goal to LKM rootkits, but it works through directly replacing or overwriting addresses in the standard system call table [3] [7].  The standard system library contains the addresses of functions that transfer control from user mode to kernel mode, such as the fork() call and the write() or recvfrom() calls [3] [7] [9].  Library kits work by redirecting these calls (the entry points) into specially created functions to “clean” results before returning control to the user [3].  The library kits are even more insidious than the LKM rootkits or binary rootkits because no binaries need to be modified and no kernel modules need to be loaded [3] [4] [7].  All data delivered from the kernel space to the user space is intercepted and can be handled accordingly.
Detecting System Call/Library Modification


Library kits can be detected through the use of ltrace, strace, and truss that are used to trace library calls and system kernel calls – provided these calls have not been modified [3].  Integrity checks can also be performed against the system call table to determine if the kernel has been inappropriately modified.

Runtime Kernel Patching


Runtime kernel patching is not a technique specific only too rootkits – it is much more general than that – but it can be used to devastating effect by rootkits [4].  Runtime kernel patching involves directly overwriting executing code in memory, usually by redirecting it with a FAR JMP instruction to somewhere else in the kernel’s memory space [2] [4].  Malicious runtime kernel patching, also known as detour patching, allows attackers control over specific kernel functions extremely covertly.  Loadable modules are not required for this method (only access to the memory image), and it can be very difficult to trace exactly where the patch came from [3] [4].
Detecting Runtime Kernel Patching

Runtime kernel patching can be detected through binary analysis on portions of the kernel library against portions of the memory image and looking for “inappropriate” far jumps [4].  This technique, however, may suffer from a high false positive rate, as runtime kernel patching has become a legitimate technique for modifying executing code.   
Virtual Machine Rootkits

Virtual Machine Rootkits are a new class of rootkits that rely upon Virtual Machine technology to give a complete illusion to the system administrator – and any intrusion detection systems or file integrity software – that the entire system is working normally [5].  Virtual Machine rootkits are interesting because they don’t operate by trying to operate closer to the hardware (going lower) but by pushing the existing operating system out (pushing the OS higher).  When a Virtual Machine Based Rootkit executes, it migrates the host operating system into a virtual machine.  Since all processes running inside of the virtual machine cannot access memory, processes, or physical storage outside of the virtual machine, processes created by the attacker are immune to host integrity scans and file integrity checks [5].  The virtual machine does this by completely emulating the low-level privileged system calls inside of the virtual machine into high level abstractions before executing them on the host machine.  The state outside of the virtual machine is isolated in every way from the state inside of the virtual machine [5].  After creating this illusion, the attacker has complete liberty over the system, and can even forgo discretion (by using programs or system calls that are typically monitored by anti-malware applications).

A Virtual Machine Rootkit needs to insert itself beneath the target operating system and run that operating system on top of the virtual machine.  This can be done by manipulating the boot sequence to load the rootkit before loading the target operating system (and consequently any applications running on the target OS) [5].   Since many security programs monitor the boot sectors, these modifications should be done during shutdown after all monitoring programs have exited [5].


Virtual Machine Based Rootkits can modify the emulation software to capture keystrokes or events and otherwise monitor the state of the target operating system.  So any login/password combinations could be easily identified and recorded for future malicious activity [5].  But wouldn’t virtual machines be detected through performance degradation?  Virtual machines themselves have a negligible impact on system performance, and as long as the other processes run by the attacker do not overly burden the host machine, a VMBR can remain undetected by the user [5].

VMBRs are vulnerable during the period after shutdown and before a system reboots.  If a host, suspecting a VMBR, were to remove the physical storage device and examine it from the safety of a separate machine then the rootkit would be detected.  This can also be accomplished through booting from alternate media (such as a CD-ROM) and examining the state of the file system [5].  However, VMBR’s can defend against this by giving the illusion of reboots (restarting the virtual hardware rather than the physical hardware).  By using the sleep states to maintain system state, coupled with any necessary low level modifications (to keep flashing LEDs from identifying a sleep state), a VMBR can maintain the system state and even fool bootable media into loading on the virtual machine [5].
Detecting Virtual Machine Based Rootkits


The key to running a VMBR relies on modifying the boot sequence to load the virtual machine before loading the target OS.  A secure boot would prevent against the rootkit modifying the boot sequence.  Booting from an alternate safe medium, such as a CD-ROM or network boot can gain control of the operating system before the Virtual Machine Based Rootkit does, and can view the disk state [5].  Since VMBRs could emulate a shutdown, unplugging the machine is recommended [5].

From inside of the virtual machine, it is difficult to determine whether or not the VMBR exists or not [5].  The target OS can neither view nor modify the presence of the virtual machine.  Even if the target OS did detect the presence of a VMBR, it couldn’t do anything about it.  However, it could be possible to run benchmarks using privileged instructions in an uncorrupted state and compare those results to later benchmarks.  Because of the overhead involved in emulating the machine instructions, timing differences may emerge [5].

VMBRs can also be detected through examining the hard disk size and the memory space on the machine and looking for discrepancies.


Another way of detecting the rootkits is to run a non-privileged instruction that leaks information about the low level state [5].  For example, the program “redpill” uses the sidt instruction, which stores the contents of the interrupt descriptor table in the operand [5].  Since the interrupt descriptor table gets relocated by the virtual machine monitor to avoid conflicts, the relocated interrupt descriptor table should be at a higher address than the real interrupt descriptor table.

Another way of defeating a virtual machine based rootkit is with a virtual machine.  If an attacker were to install his or her rootkit onto a virtual machine, it would not run beneath the host operating system and would keep all modifications contained safely within the virtual machine, guaranteeing that the rootkit would not modify the underlying operating system.
Database Rootkits

If a database is a kind of specialized operating system, with its own processes running within it and its own concept of privileged and non-privileged space, then this makes quite a lot of sense that rootkits could exist in the database world [6].  Three generations of database rootkits have been presented through research.  The first generation made changes to the data dictionary, the second generation made no change to the data dictionary through direct modification of the database binaries, and the third generation modified the internal database structures to hide the presence of the attacker [6].  
Database Rootkit Detection

Database rootkits can be detected through thorough inspection of the database objects (such as global views) and variables [6].  New, unrecognized variables may also indicate the presence of a rootkit.

Conclusions

Compromising machines with rootkits depends on whether or not an attacker can successfully gain administrative access to the machine.  Good intrusion detection systems will catch an attacker before a rootkit can be installed.  Programs such as Tripwire are essential to catch attackers before they can compromise machines.


The rootkits themselves are by no means limited to one technique.  Just like defense in depth has become the standard method for avoiding system compromises, so have principles like offense in depth been implemented by attackers to insert multiple attack vectors onto a system.


The evolution of rootkits is indicative of the relationship between attackers and defenders.  As the attackers think of better attack methods, the defenders think of better defensive methods which cause the attackers to think of better attack methods.  The presence of rootkits will only become less and less detectable as time goes by, and the best methods for defeating them are to prevent their install in the first place.
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