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1. Introduction
      Radio Frequency Identification (RFID) is an automatic identification method, relying on storing and remotely retrieving data using devices called RFID tags. An RFID tag is a small inexpensive chip that can be used for identification using radio frequency and can be read several meters away. RFID has several uses ranging from supply chain to library to transportation channels and many more.
      There is no doubt that RFID is a part of present and will remain a major part of future; however, there is considerable amount of risk associated with naively using RFID tags for several applications.Tracking,spying,and tag cloning are some of the security issues related to RFID which needs to be addressed before RFID can be fully harnessed. This report focuses on some of the security issues and measures to tackle those issues.
1.1. RFID System Components
RFID systems are composed of three key components:
· 
· 
· 
Tags:
Every item/object that has to be tracked or identified in a RFID system is labeled with a tag. Each tag consists of a microchip for storage and computation, and an antenna coil for communication. 
Readers: As the name suggests interrogate tags for their data through an RF interface.
Back-end database: The back-end database contains records associated with tag contents. 
1.2. RFID System Working
As discussed in previous section RFID tags are ‘interrogated’ by RFID reader. The reader will generate a radio frequency signal that communicated with the tag. The reader has a receiver that senses the reply signal from the tag, and then decodes that signal. The reply from the tag is actually the tag’s data content. All the information associated with the tag contents reside in the back-end data base.











2. RFID Applications
RFID finds its usage in diversified field. Through RFID it’s possible to track inventory on retail shelves and efficient restocking of goods, tracking of children in theme parks, tracking cattle, and more reliable tracking or trailing of airline baggage. Automated traffic and parking management, evacuation management, food tracking and safety at transport and at storage are yet some more areas where RFID is deployed.
3. Challenges
3.1. Physical challenges
Some examples of physical challenges are listed in table below.. 

	Reader Collision


	Occurs when multiple readers in a warehouse attempt to read the same tag at the same time.

	Tag Collision


	Occurs when one reader receives signals that have reflected back from multiple tags at the same time. This confuses the reader because it cannot distinguish between the tags

	Signal Interference and Noise


	Occurs when ambient warehouse conditions distort the electromagnetic signals sent by the tag and/or reader.

	
	


3.2. Technical challenges
Some technical challenges with RFID are security issues (which is covered later on in this report), integration with existing enterprise systems or legacy system, interoperability and standardization. 
4. 
RFID Issues
4.1. User Privacy
RFID tags are very small and can be embedded easily in any product that consumers may carry without any knowledge. This can be a big hindrance to the privacy of consumers. There are several policies and guidelines for using RFID information but consumers have no easy way of knowing when the policies are adhered and when it is breached.
Security concerns related to user privacy are…
1. Products labeled with insecure tags may reveal sensitive information.
      2.   Location Privacy violation which may lead to tracking of individual tags they carry
.

4.2. 










Tag Cloning
Security concerns revolve around the ability to spoof tags to overwrite the data in tags, overwrite the tag ID or sniff/modify data while it's in transit through the air. These concerns are alleviated by controlling the physical environment so that unauthorized users can't access the tags. Controlling the physical environment is easy in closed-loop situations. But in open-loop situations such as a supply chain, the tags are typically moved along with the products all through the supply chain, requiring higher levels of security. 
Security concerns with tag cloning are…
1. One of the major concerns related to tag cloning is that an attacker can replace the tag for  

       an expensive item with the tag of cheaper one.

2. Another concern is that an attacker can replace the item from the shelf and install a replacement tag which can continue authenticating itself and in this way attacker can fool the system into believing that item is still there on shelf.
3. In case of library books using RFID tags it is possible switching two book’s RFID data or changing the security status of the tags.
4.3. Virus Injection
While the data in the tag is in transit from tag to reader an attacker can inject virus into it. Virus in the tag can in turn infect the database
Security concerns with virus injection are:
1. Tags scanned after the database is infected can also be infected with the virus.

2. A malicious activity like dropping database tables is possible.
4.4. Denial of service
RFID systems only work when RFID tags and database are available. If the RFID tags are removed or database is flooded with useless data then it will lead to denial of service attack.
Security concerns with denial of service are:
1. Thieves could remove tags or put in foil-lined booster bag that will block RFID reader’s request and temporarily deactivate the tag.

2. An attacker could attach RFID on other items causing RFID system to record useless data which will flood an RFID system with more data then it can handle.
4.5 Replay Attack
In replay attack, a valid RFID signal is intercepted and its data is recorded, this data can later be transmitted to a reader where it is "played back." Because the data appears valid, the system accepts 
It. Security concern with replay attacks is:
RFID passports have signed biometric stored in RFID chip. When there is read request it just return the stored value. This signal can be captured and a device can be made to replay the same signal which may seem to come from valid RFID passport.
5. Solutions to security issues

5.1 Kill Tag Approach 
This is one of the straightforward approaches used to protect the consumer privacy by killing the RFID tag of the product before it is given to customers. And when a tag is dead, it cannot be reactivated again. The AutoID Center proposed the standard mode of operation where the tags are killed after the purchase of the tagged product. According to their tag design, a special ‘kill’ command is sent to kill the tag.

For instance, a supermarket might use RFID tags to facilitate inventory management. However, in order to protect the consumer privacy, the RFID tag is killed by the checkout clerk before the product is given to customer. 

Advantage:

By deactivating the tag, the customer details cannot be traced by malicious readers and hence their privacy is protected.

Disadvantage:
The kill approach is undesirable in many environments. Moreover, many applications require that the tag should be active while in consumer’s possession and hence cannot be killed upon purchase. The following are the few scenarios that require tag to be active even after purchase:

· Stores may wish the products to have tags active when the products are returned as defective

· Products need to be scan able so that they can be categorized for recycling purposes.

· The embedded RFID tag receipts issued by stores are needed to confirm the purchase details when the product is returned.

Hence ‘Kill-tag on purchase’ is not a satisfactory solution.







· 
· 
· 


5.2. Smart RFID Tag

In this approach, the RFID tag acts smarter to protect the consumer privacy and they remain active unlike the kill tag approach. This approach uses cryptographic methods to protect the privacy. The following is the instance of the smart RFID tag approach…
5.2.1. Randomization Hash Lock
Here, tags are equipped with a one-way hash function and a random number generator. An unlocked tag can be locked with a simple instruction from reader. However, in order to unlock a locked tag, a reader first sends a simple query. Then, the tags generate a nonce R chosen at random and hashes this nonce concatenated with its ID. Finally, the tag sends the reader both the nonce and the hash output, i.e. (R, h (ID || R)). When a legitimate reader receives the pair (R, h(ID,R)), it performs a brute-force search on all its known ID’s by hashing each ID concatenated with nonce R until it finds a match. When a reader finds a match, it can unlock the tag by sending the ID value. The following algorithm shows the randomization hash lock disable protocol:

1. Reader R queries Tag T.

2. T generates a random nonce R and computes hash (ID||R).

3. T sends (R, hash(ID||R) to R

4. R computes hash(IDi || R) for all its known IDi values.

5. If R finds a match such that hash(IDj ||R) == hash(ID || R), R sends IDj to T.

6. T unlocks itself if it receives IDj ==ID.

Advantage: This approach addresses the problem of tracking all tags using its metaID. It is more feasible for the readers with less number of tags.

Disadvantages: This approach is impractical for owners of huge number of tags as it should calculate hash (ID ||R) for its entire ID’s. Moreover, this is not a robust approach. 
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5.3 Blocker Tag
RSA security proposed blocker tags for protecting privacy while enabling customers and business to get the benefits from RFID tags. A blocker tag prevents RFID tags from being read. RFID readers can read one tag at a time. And if more than one tag responses at a time, then the reader will unable to decipher the radio waves reflected back by the tags simultaneously. An anti-collision protocol is developed to enable the reader to do singulation i.e. it allows the reader to communicate with one tag at a time rapidly. 

However, the blocker tag essentially confuses the reader by always responding and thereby preventing any tags from being read. It creates a collision every time the reader tries to do singulation. Hence, every single identifier in the world is present from the reader’s view. The blocker tags work much similar like passive RFID tags but cost a little more since these tags need two antennas to transmit two bits simultaneously. The other benefit of blocker tags is that it offers more control and flexibility. 

The following examples demonstrate the use of blocker tag:

1. The retailers offer the customers with shopping bags embedded with blocker tags. Instead of killing the tag on a purchased item at checkout, the retailer could flip a single bit on the item. Then, all the check out tags would have a serial number that starts with one. And, when the items are placed in the bag, the blocker tag would block readers from reading any tags that start with a one. In this way, no one can discover the contents of the bag.

Advantage: This approach is simple, and its application is inexpensive and effective.

Disadvantage: Since the blocker tags are designed to block the actual tags from malicious readers, the adversary may take advantage of this and use these tags as malicious tools.








5. 4 Digital Signature Transponder
The DST is a RFID device, embedded with cryptography mechanism, used in wireless authentication applications. It acts as a passive transponder and uses a block cipher to implement a challenge-response authentication. Every DST tag contains a non-volatile RAM to store a 40-bit encryption key which is used to encrypt a 40-bit challenge sent by the reader producing a 40-bit cipher text. This 40-bit cipher text is truncated to produce a 24-bit response because each transponder is factory provisioned with a 24-bit number and this value is fixed and cannot be altered. The DST tag now transmits the 24-bit response to the reader. The reader also enciphers the challenge that it sent to the tag using the encryption key and computes the expected result from the tag.


5. 5. Authentication Protocol
There are two versions of Authentication protocol first is Simplified Authentication protocol and the second is Enhanced Authentication protocol. Both the protocols version depends on shared secret between tag and the reader. This shared secret is ID of the tag, but we will use hash value of ID to identify and search the tag. The value of ID, changes after every read query which protects it against tag cloning, eavesdropping, spoofing and replay attack.

5.5.1.  Simplified Authentication protocol


In simplified authentication protocol the reader authenticates the tag to check if it’s a valid tag or not. The protocol works as follows: 
[image: image4]


The reader sends a request to the tag.

Tag generates a new nonce and sends h (IDi), N, hIDi (N) where h (IDi) is hash of ID associated with the tag after ith  read attempt, hIDi (N) is the hash of nonce using IDi  as the key. The reader forwards this message to the data base which searches for IDi based on h (IDi). Based on the ID value it computes hIDi (N) to authenticate the tag. After authentication is successful database generates a new ID, tag also does the same computation to generate next ID. After generation of new ID it deletes old ID and N values.
Strength of Simplified Authentication Protocol


This protocol provides protection against tracking, tag cloning and it also provides forward security.

Weakness of Simplified Authentication Protocol

Replay Attack: Attacker can replay a message containing an ID that never used before, and it can appear as valid tag to the reader.

Database De-synchronization: Attacker can send a read request to the tag which will force tag to refresh its ID and it will get desynchronized with the database.

5.5.2. Enhanced Authentication protocol


Enhanced Authentication protocol involves an extra step as compared to simplified protocol. This extra step allows the tag to disregard any queries made by unauthorized readers. There is 2- way authentication in this protocol, tags is authenticated by reader and the reader is authenticated by the tag. An implicit assumption we make here is that the channel between the reader and the database is a secure one. The protocol works as follows:

[image: image5]
1. Request is sent by the reader. The reader also transmits a nonce NR.
2.  The tag generates a new nonce identifier NT and sends back h(IDi), NT and hIDi (NT, NR) to the reader which then forwards these values to the backend database. The database authenticates the tag and if everything checks out, it computes the new identity, IDi+1. The reader has to forward the nonce NR to the database as otherwise it won’t be able to compute and compare the MAC hIDi (NT, NR).
3.  The back-end database constructs the message hIDi+1 (NT, NR) using the new key IDi+1. It then sends this message to the reader who forwards it to the tag. Upon reception, the tag generates the new key on its own and computes the value hIDi+1 (NT, NR) .If the value received is the same as the value computed, it accepts the response as authentic and only then it deletes the old key IDi and the nonce NT from its memory. Otherwise, it rejects the answer and keeps the old key IDi.
Strength of Enhanced Authentication Protocol
1. Tag cannot be attacked because if attacker is masquerading as reader then he will not know the shared secret which is ID of the tag.

2. Reader cannot be attacked because of the shared secret. Which protects against replay and database de-synchronization attack.

3. The communication between tag and reader cannot be attacked because of one-wayness of hash.

4. User privacy cannot be attacked because no identity is released by the tag.

5. Location privacy cannot be attacked because ID value changes with every read.
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6. Conclusion

RFID definitely has some security issues that need to be addressed . In our report we tried to identify major security issues associated with RFID and their solutions. According to latest report from Texas Instruments there is no fraud reported with DST approach in last eight years. But with DST approach only tag is authenticated by the reader. However in enhanced authentication prototocol both reader and tag are authenticated by each other. It is most secure solution and until now we didn’t identify any weakness associated with this protocol…
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