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1
Firewall
A firewall is a security device which is configured to permit, deny or proxy data connections set and configured by the organization's security policy. 

The job of the firewall is to control traffic between computer networks with different zones of trust. It isolates organization’s internal network from larger Internet, allowing some packets to pass, blocking others. Typical examples are the Internet which is a zone with no trust and an internal network which usually a zone with high trust. The ultimate goal is to provide controlled interfaces between zones of differing trust levels through the enforcement of a security policy and connectivity model.

2
What Firewalls can do?

A firewall monitors all traffic between two networks to see if it matches certain criteria. If it meets the criteria, it routes the traffic between the networks, else it is stopped. A firewall filters both inbound and outbound traffic. It manages public access to private networked resources. It can be used to log all attempts to enter the private network and raise alarm if there is any suspicious activity. Firewalls supports address filtering which can filter packets based on their source and destination addresses and port numbers. Firewalls can also filter specific types of network traffic, also known as protocol filtering. The decision to forward or reject traffic, depends upon the protocol used. It can also filter a traffic based on the attribute of the packet or state.

3
What Firewalls can do?
User misconduct or carelessness (misconfigured firewall) cannot be controlled by firewalls. It is important to realize that a firewall is a tool for enforcing a security policy. If all access between trusted and un-trusted networks is not passed through the firewall, or if the firewall is enforcing an ineffective policy, then the firewall is not going to provide any protection for your network. However, even a properly designed network with a properly configured firewall cannot protect you from danger like malicious use of authorized services, flaws in the host operating system etc. A firewall also cannot protect against any services which are allowed through the firewall. 

4 
Types of firewall

1. Packet filter

2. Circuit level firewall

3. Application level firewall

4.1 Packet Filter firewall

A packet filter firewall is a first-generation firewall technology that analyzes network traffic at the network layer. It is a mechanism used to provide a level of security by examining some key information in packet headers. A packet filter determines if the packets are allowed to go through a given point, based on the control policies set by the network administrator. Each packet is examined to see if it matches with set of rules defining what data flows are allowed. These rules identify whether communication is allowed based upon information contained within the internet and transport layer headers and the direction in which the packet is destined. Packet filters typically enable you to manipulate (permit or prohibit) the transfer of data based on the controls like 
-The physical network interface that the packet arrives on

-The address the data is (supposedly) coming from (source IP address)                                   -The address the data is going to (destination IP address)                                                     -The type of transport layer (TCP, UDP, ICMP)                                                                     -The transport layer source port, and destination port
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Figure1. Packet filtering architecture

What is stateless packet filter?

A stateless packet filter is the most basic type of firewall. In this type of firewall, a list of permit/deny rules is defined so that only packets that match a permit condition are allowed through the firewall. The rules can filter inbound and outbound traffic based on Ethernet type, IP Source or Destination Address, IP Protocol, ICMP type and code values, TCP or UDP Source or Destination port, and TCP options. If the packet passes this test, it may pass through; otherwise it is dropped. Stateless firewalls are most suited for certain packets, such as ICMP, which are stateless in nature. It woks fast since there is no need to remember anything about traffic. Due to complexity of rules the performance decreases. There is no protection against malicious code in the upper layer, and it easy to set the wrong filtering rule. 

What is a stateful  packet filter?

A stateful packet filter, manages and maintains the connection state of a session through the filter to ensure that only authorized packets of a policy are permitted in sequence. Typically, a stateful packet filter maintains a table associating active sessions of information to ensure that, before a data packet is allowed through, a connection and establishment sequence has already occurred and has been accepted as part of the policies within the filter. Since it maintains the connection state, it is more secure in nature. The drawback for this type of approach is that, it maintains the connection even for connectionless protocol such as UDP.

4.2 Circuit Level Firewalls
A circuit level firewall is a firewall technology used to validate the fact that a packet is either a connection request or a data packet belonging to a connection, or virtual circuit, between two peer transport layers. To validate a session, a circuit level firewall examines each connection setup to ensure if there is a legitimate handshake for the transport layer protocol (like TCP) used.  The firewall maintains a table of valid connections and lets network packets containing data pass through when network packet information matches an entry in the virtual circuit table. 

Fig. below shows the network packet evaluation process used by a circuit level firewall.
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Figure: Circuit Level Firewall Architecture
When a connection is setup, the circuit level firewall typically stores the information like unique session identifier for the connection for tracking purposes about the connection, state of connection, sequencing information, source IP address, destination IP address, the physical network interface through with the packet arrives and goes out. 

The circuit level firewall checks the header information contained within each network packet to determine if the sender has permission to send data to the receiving computer and receiver has permission to receive that data, using the above information. Circuit level firewalls can detect one transport layer protocol, TCP. 

Circuit level firewalls performs minimal amount of scrutiny. When a connection establishment packet is received, the circuit level firewall checks its rule bases to determine whether that connection should be allowed. If the connection is allowed, all network packets associated with that connection are routed through the firewall as defined in the firewall server's routing table with no further security checks. This method is very fast and provides a limited amount of state checking. Additional checks ensure that a network packet has been spoofed or not. Circuit level firewalls often readdress network packets for the outgoing traffic to appear to have originated from the firewall rather than an internal host. This firewall is much faster than application layer firewalls because of fewer evaluations. But circuit level firewalls cannot perform strict security checks on a higher-level protocol.

4.3 Application Layer Firewalls

An application layer firewall is a third-generation firewall technology that evaluates network packets for valid data at the application layer before allowing a connection. It maintains complete connection state and sequencing information and examines the data in all network packets at the application layer. In addition, it validates other security items such as user passwords and service requests. Most application layer firewalls include specialized application software and proxy services. Proxy services are special-purpose programs that manage traffic through a firewall for a specific service, such as HTTP or FTP and provide increased access control, detailed checks for valid data, and generate audit records about the traffic that they transfer. 
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Figure : Application Layer Firewall Architecture and How proxy service works?

Application proxy requires two components. A proxy server acts as the end server for all connection requests of a client on the network.  An internal user, or client, sends a request to the proxy server for connecting to an external service, such as FTP or Telnet. The proxy server evaluates the request and decides to permit or deny the request based on a set of rules that are managed for the individual network service. Proxy servers understand the protocol of the service that they are evaluating, and then they only allow those packets through that comply with the protocol definitions. They also enable detailed audit records of session information, user authentication, and caching.A proxy client is part of a user application that talks to the real server on the external network on behalf of the real client. When a real client requests a service, the proxy server evaluates that request against the policy rules defined for that proxy and determines whether to approve it. If it approves the request, the proxy server forwards that request to the proxy client. The proxy client then contacts the real server on behalf of the client (thus the term "proxy") and proceeds to relay requests from the proxy server to the real server and to relay responses from the real server to the proxy server. Likewise, the proxy server relays requests and responses between the proxy client and the real client.

4.4 Dynamic Packet Filters 

A dynamic packet filter firewall is a fourth-generation firewall technology that allows modification of the security rule base on the fly. This technology is most useful for providing limited support for the UDP transport protocol. The UDP transport protocol is typically used for limited information requests and queries in application layer protocol exchanges. Dynamic packet filter firewall may also be used to provide support for a limited subset of the ICMP transport protocol. 

This firewall associates all UDP packets that cross the security perimeter with a virtual connection. A virtual connection is established and the packet is allowed to traverse the firewall server, once a response packet is generated and sent back to the original requester. If no response packet is received within this time period, the virtual connection is invalidated.
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Figure 3-8: Dynamic Packet Filter Architecture

It doesn't allow unsolicited UDP packets onto user's internal network. As long as a UDP request packet originated on user's internal network and is delivered to an un-trusted host, the firewall server allows what appears to be a response packet to be delivered to the originating host. The response packet that is allowed back must contain a destination address that matches the original source address, a transport layer destination port that matches the original source port, and the same transport layer protocol type.

5 Conclusion
Proper configuration of firewalls requires good skills from the firewall or network administrator. It requires good knowledge of network protocols and computer security. Small mistakes can render a firewall worthless as a security tool. Only firewall cannot be used to make a network as a secured network, since it only address the issues of data integrity, confidentiality and authentication of data that is behind the firewall. Any data that transits outside the firewall is subject to factors out of the control of the firewall. It is therefore necessary for an organization to have a well planned and strictly implemented security program that includes but is not limited to firewall protection. 
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