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Abstract

This document gives an overview and introduction to biometric, the various type of biometric in network authentication, and the detail description on how this technology works.  We then analyze the pros and cons, such as an issue and concerns, and the current biometric application and future possible related network authentication technology that can be potentially used to expand network security. 

1 Introduction
Ever since the technology age started, companies and organizations paid high attention to security because it is as a key to the gate in between public and private territory that leads to the personal secret information, and they are implementing the secure identification systems to verifying identity of individuals.  
Today password and Personal Identification Number (PIN) are most common used to identify individuals are who they claim to be.  However, these kinds of passwords require some sort of trust, such as trust from the administrator or from the machine that individuals accessing to.  Password is only a secret code that eventually can be transferable, which means that there exists high possibility a hacker could steal and attack.
In addition, as we know it is too unsafe to have a single password for all account.  Once an attacker got a hold of this password, it means one’s life has pretty much taken over.  To avoid that, individuals create different passwords for their accounts, which too difficult to remember from time-to-time.  

Biometric is an alternative solution to eliminate these two problems involve with pass code, and at the same time the access valid throughout our lifetime.
1.1 What Biometrics is
Biometric technology uses a physical or psychological trait for identification and/or authentication [2].  By measuring individuals’ unique physical trait, a key is produced to solve the security issue.  This key should be universal, unique, permanent and collectable:   Universal means everyone should have a common characteristic; Unique means no two persons should be the same in the specific characteristic; Permanent means this characteristic should be staying with a person throughout their lifetime and not alterable; Collectible means this characteristic can be measured quantitatively.
Biometric technology can provide a convenient authentication.  Since physiological characteristic is basically physical parts of individuals, to be stolen or forgotten is not an issue anymore.  By taking the advantage of Biometric technologies, it is going to become an automated method of identity identification and authentication.
1.2 Why Biometrics
Using biometrics for identifying human beings offers some unique advantages. Biometrics can be used to identify you as you. Tokens, such as smart cards, magnetic stripe cards, photo ID cards, physical keys and so forth, can be lost, stolen, duplicated, or left at home. Passwords can be forgotten, shared, or observed. Moreover, today's fast-paced electronic world means people are asked to remember a multitude of passwords and personal identification numbers (PINs) for computer accounts, bank ATMs, e-mail accounts, wireless phones, web sites and so forth. Biometrics hold the promise of fast, easy-to-use, accurate, reliable, and less expensive authentication for a variety of applications.

2 How Biometrics works
Biometric authentication requires comparing a registered or enrolled biometric sample against a newly captured biometric sample.   Three major components are used as for both enrollment and verification stages:

· A mechanism that used to scan and capture digital images of individuals' biometric characteristic.

· A software and database that use to process and store the image as data for verification use afterward.

· An application system that use to interface with individuals for confirming their true identity.

In the enrollment stage, Individual perform an enrollment process for biometric capture by using a sensor for fingerprint, microphone for voice verification, camera for face recognition and scanner for eye scan.  Then the data, biometric characteristics, stores into a database for the verification process later on.

In the verification stage, individual is to perform the biometric capture again.  The application system extracts the biometric characteristics and compares to the data in the storage.  After this comparison, the verification result, either pass or not, would be based on the percentage of characteristic matches.  Sometimes more than one biometric technology are used because a number of factors, such as environmental or physical damage on specific part, that affect the user acceptance by the verification accuracy.
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Figure 1. A biometric system.
2.1 Types of Biometrics
There are many types of biometric measure exists today.  Among all of them, fingerprint is the most common implementation.  For biometric technology that used for sensitive information access, some of these measures even combine together as multi-verification for security increase purpose.
2.1.1 Fingerprint
Every finger got its own characteristic of "friction ridges," and fingerprint is by imaging the ridges of the fingertips. A template is created from the original fingerprint image.  This image will later be used to compare with another template for verification.  Even though this template is created from the original, it cannot be used to re-create the original fingerprint for gaining access to security area. Fingerprint implementation is used since the very beginning and still popular today because, for two reasons, 100 to 600 bytes of data size can easily be fitted into the smart cards, and it cannot be easily reproduced form the templates.
Fingerprint matching algorithms are used to compare the candidate fingerprint against the stored templates database of fingerprints. An example of the minutia-based algorithm is given below.

mi = (type, xi, yi, θi, W) 

where
mi is the minutia vector 

type is the type of feature (ridge ending, bifurcation, short ridge) 

xi is the x-coordinate of the location 

yi is the y-coordinate of the location 

θi is the angle of orientation of the minutia 

W is a weight based on the quality of the image at that location
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Figure 2. Three types of minutia features: Ridge Ending, Bifurcation, and Short Ridge, from left to right respectively.
2.1.2 Face pattern
Face pattern is approached by machine recognition technique.  Depends on the security measure, the sensing modality of the system can be 2-D intensity, color, infrared or 3-D range images. Other than that, Viewing angles, static image vs. time-varying image sequences are also types of measure that could be made. By measuring this complex facial pattern, a system with programmed knowledge rules, statistical decision rules, neural networks and genetic algorithms are needed to achieve a good result.
There are numerous distinguishable landmarks can be identified on a face. Face recognition algorithms define these landmarks as nodal points, and measure the characteristics of these points to create a numerical code called face print. The measurement includes distance between the eyes, width of the nose, the depth of the eye sockets, the shape of the cheekbones, the length of the jaw line, etc. as illustrated in Figure 3.
[image: image3.emf]
Figure 3. Facial points are used in facial recognition algorithms.
2.1.3 Voice pattern
Voice recognition is used a machine called Automatic Speaker Verification (ASV) verify voice for individual's identity.  In speaker verification, a person presents his identification card and speaks into a microphone to have his voice transmit as a signal to the system.  Then the system will analyze and makes a binary decision of either accept or reject.
2.1.4 Retina Identification
The retina is the layer of blood vessels situated at the back of the eye. As with iris, the retina forms a unique pattern and begins to decay quickly after death. Retina biometrics is often thought, along the iris scanning, to be the most accurate of all the biometrics.
Retina identification technique is based on the unique configuration of blood vessels in the retina. Usually a low-intensity laser source is used when applying this technique to illuminate the retina, and a 360 degree circular scan is taken to capture reference points of data for comparison. A picture of retina and a typical retina scanner are shown below.
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Figure 5. The blood vessels contained in the retina.
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Figure 6. A typical retina scanner.

2.2 How Biometrics applies in network security
As we rely more and more on internet to transfer data, security plays an even more important role protecting us from being eavesdropped. Security relies on mechanisms such as authentication, authorization, encryption/decryption, and integrity to assure the transmitted data is not known or tampered with by persons who are not the parties in communication.
Authentication is to verify the identity of the counterparty in communication. It basically answers the question “Are you who you claim?” A set of username and password is the most common example used for authentication. Authorization, on the other hand, is to manage a user’s rights and privileges to accessing specific resources. The ACL (Access Control List) is often used for authorization. Encryption is to protect the data from being known by persons who are not supposed to. It is a strong access control that only allows the encrypted information to be decrypted by whom possessing the proper cryptographic key. Integrity is to assure the data in-transit not being modified or tampered. Cyclic Redundancy Code (CRC), for example, can be used to detect or even correct simple errors. Some cryptographic techniques can also be adopted to protect data against intentional modification.

Some mechanisms described above, such as authentication and encryption, require unique identity from the data recipient. However, sometimes the identities could be lost, stolen, or duplicated and be used for malicious purpose. Biometrics is developed to solve this kind of problem to guarantee the uniqueness of the identity.

The main use of biometric network will be to replace the current password system.  Biometric-based authentication applications include workstation and network access, single sign-on, application logon, data protection, remote access to resources, transaction security, and Web security. Moreover, biometrics can also be used to encrypt sensitive data transmitted over the internet. Biometric technologies are expected to play a key role in personal authentication for large-scale enterprise network authentication environments. 

3 Issues and Concerns
When applying biometrics on security, there are several issues to be considered. Some issues are due to the nature of biometric identity, and some are due to the reasons from the social perspective.

3.1 Availability and Accuracy
When choosing from the available biometric technologies, we have to consider about the availability and accuracy of each technology. For example, among the technologies we discussed above, fingerprint and face might be more collectable than retina technology. Besides, accuracy of identification is another issue. Different technology might incur different level of errors. Therefore, before we adopt a technology for biometric identification, we have to evaluate the availability and accuracy of the candidate technologies.
3.2 Cost
Cost is another major factor in the implementation of biometrics. In the past this was more the case, as biometrics was an emergent unproven technology. However, as biometrics has gained more industry support the cost has fallen.
3.3 Identity Theft
Biometric identification could be fooled by a latex finger, a prosthetic eye, a plaster hand, or a DAT voice recording. Biometric devices must therefore be able to determine whether there is a live characteristic being presented. By monitoring living characteristics biometric devices become a source of sensitive biomedical data
3.4 User Acceptance

The biggest issue in biometric implementation is user acceptance. Many people are no comfortable with the idea of specialized fingerprint reading pads. These remind the user or the other main use of fingerprints, identifying and cataloging criminals. 

Luckily it appears that the manufacturers of biometric devices understand the concerns of these users.  Most biometric device manufactures design their device so that it does not simply record the users fingerprint, but rather a mathematical model of the fingerprint which contains only the attributes that the device uses to tell fingerprints apart.
4 Summary
The natural application of biometric technologies is replacement of PIN, physical token or both needed in automatic authorization or identification schemes. Biometric technologies can also be used for encryption of data.
There are currently several biometric technologies available, for example, fingerprint, voice, and retina. However, different technology has its advantages and disadvantages that we should take consideration when choosing from them.
References

[1] David Corcoran, "Smart Cards and Biometrics: Your Key to PKI” 
[2] Paul Reid, “Biometrics for Network Security,” Prentice Hall PTR, December 30,   

      2003.
[3] “Smart Cards and Biometrics in Privacy-Sensitive Secure Personal Identification 

      Systems,” A Smart Card Alliance White Paper, May 2002.
[4] Anil Jain, “BIOMETRICS Personal Identification in Networked Society,” Kluwer 

      Academic Publishers, 2002




















































PAGE  
10

[image: image7.jpg]


[image: image8.jpg]


