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Introduction:

Network Address Translation (NAT) was a small revolutionary concept used to avoid the deficit of IPv4 address. This is used primarily to convert a set of internal IP address into a single IP address which is used as the public address. Doing so, each set of internal addresses at different locations can be the same though they will be represented by a single public addresses to the internet. Hence, there won’t be any conflict of IPv4 addresses [1]. 

NAT uses a table to store all the internal addresses of an organization or a local area network. It also has the destination addresses and the port numbers. So, whenever a packet arrives to NAT router, it can change the source IP address and port in IP packet to NAT router’s IP address and its port. It then sends the packet to the internet. Later, when the packet is received, it compares the destination address and port and its table. It then knew the internal source machine where the packet should be sent and hence redirects the packets.

NAT also provides as a firewall to the internal set of machines thereby controlling the traffics in and out of the network. This helps in preventing malicious packets being sent inside an organization. This provides a tremendous advantage since there is no need to provide firewall to all the machines inside the network.
Problems with NAT Security:

IPSec is used to protect the integrity and authenticity of the data. IPSec uses different protocols like Internet Exchange Protocol (IKE), Encapsulated Security Payload (ESP) and Authentication Protocol (AH). IPSec using ESP encrypts the IP payload and appends ESP header and trailer with the packet. 
By doing this, the checksum present in the TCP packet is also being encrypted. So, when NAT sends the newly modified packets to the destination, the packet will be discarded since the destination finds that the checksum doesn’t match with the packet received. Also, the port numbers are also encrypted and this too creates the same problem since Nat may change the source port addresses. This too makes the destination to discard the received packet. The problem was with NAT since it can’t change the encrypted message.
Using IKE protocol, IPSec embeds the source IP address in its payload. This too can’t help NAT since it needs to change the source IP address to its IP address. So, when the receiver receives this packet, it finds a conflict between the source IP addresses. This is another problem of using NAT.
There are also problems in using windows 2003 server behind a NAT device because there are chances that the packets intended for the server may reach some other machines due to NAT enabled routers. Microsoft has recommended not using the windows 2003 server behind a NAT device.

Since NAT uses the table, the attributes used must be less so as to increase the performance of NAT [3]. But in the near future, it requires a large matrix to store more details posing difficulties to implement NAT for future use.

There is also problem of mis-addressing since two or more computers may be given the same IP addresses or shortage of IP addresses in that subnet. Though NAT helps in preventing the identity of the computers (by not letting their IP been shown to the internet), doing this may prevent these computers to be used properly based on their application. Thus, using NAT may break certain application and make them really difficult to run. Moreover, there are also problem with many other protocols like DNS and SNMP.

Also, a server can’t be used behind a NAT device unless the NAT router is configured. Some mechanism like port forwarding can be used to avoid this problem. Also, ADSL changes the public IP address every 20 hours making the change in IP address. So, even if a server is run behind the NAT device and port forwarding is done, since the IP address changes, it can’t be run securely and consistently.

There are many solutions to avoid these NAT security problems. Some being used are NAT – T and IPSec at Tunnel mode.
NAT-T:
NAT – Traversal is used to avoid the above problems with the IPSec. NAT – T adds a UDP header between ESP header and the original IP header. This UDP header has a new checksum and the ports. When the destination receives this packet, it compares this UDP packet with the encrypted payload’s checksum and ports. If it matches, the destination accepts the packet and if not, it discards. This UDP packet will be added at the NAT router side where it stores all the information in its table and appends the needed data in the UDP header accordingly [3].
It introduces a new payload called the NAT-OA (Original) header along with the packet. It adds the original source IP address in this packet. NAT’s IP address will be added in the original IP header as normal NAT does. By doing this, NAT sends a packet along with the original IP header, NAT-OA and the encrypted payload. So, when the destination sees this packet, it compares the NAT-OA payload with the encrypted IP addresses and if matches, it accepts.
Tunnel Mode:

Till now we have seen IPSec being used in Transport mode. There is also another mode called the Tunnel Mode.

Instead of using IPSec at each of the internal machines, IPSec can be used at the NAT router side. By doing this, only the packets received at the NAT router will be used by IPSec and since the source IP address, port and checksum can be changed at the NAT router, there won’t be any problem with IPSec with NAT. This prevents conflicts with the source IP addresses. Nat router can change all it need to change and then use the IPSec encryption over the changed payloads and header. By doing this, IPSec can be used by NAT. The only care has to be taken care for the protection of packets from the internal computers to the NAT router.
IPSec in tunnel mode is widely used now to avoid the problem with NAT and also since it is a simple concept which can be implemented easily only at the router side.
Windows XP SP2
By default, the IPSec NAT-T in windows XP service pack 2 is disabled. So, clients running windows XP SP2 cannot use IPSec NAT-T security association with a server, which is located behind a NAT. The reason for disabling IPSec NAT-T in Windows XP sp2 is due to a security risk which is discussed below:
Consider the situation

1. The Server-1 resides behind a NAT and the NAT is configured to allow IPSEc NAT-T traffic.

2. The Client-1, which is outside the NAT, uses IPSec NAT-T security association to connect with the Server-1.

3. Another client (say Client-2), which is inside a NAT, establishes connection with the Client-1 through IPSec NAT-T security association.

4. A condition may occur where the Client -1 may reestablish connection with the Client-2. This condition may cause the NAT-T traffic intended for client-2 to be redirected to Server-1.
According to the sources, it is a very rare condition and the probability of occurrence is very low. To be on the safer-side and to avoid the security risk, the IPSec NAT-T security association is disabled.
The default behavior can be changed by editing the windows registry. By doing so, it restores the ability of windows XP SP2 clients to connect to servers behind a NAT with IPSec/NAT-T security association. It is highly recommended to not to change the default behavior.
Windows server 2003
If the server is behind a NAT, then we have to configure the NAT. The NAT is configured by mapping IKE and IPSec NAT-T to the server’s port and this configuration is called as port forwarding.
· “Public IP address/UDP port 500 to the server's private IP address/UDP port 500.” [1]

· “Public IP address/UDP port 4500 to the server's private IP address/UDP port 4500.” [1]

Above two ports mapping is taken from Microsoft’s support website. It maps the IKE and IPSec NAT-T sent to public port is forwarded to the server port number. The traffic which comes to public port 500 and 4500 are forwarded to server’s port 500 and 4500.

According to the sources, if we use windows 2003 based VPN server then it is recommended to use a public IP address for the server because it avoids misrouting of packets.
Conclusion
Though some major issues are already solved, some problems exist. NAT breaks certain applications making them more difficult to run. Servers cannot run within a NAT network unless the NAT is configured properly. By default behavior, the clients running windows XP SP2 cannot establish connection with the server, which is behind NAT. Dynamic IP addressing by ADSL changes IP for every 20 hours. Since all users behind Nat uses the same public IP address, the connectivity information is lost.
IPSec NAT-T security association overcomes NAT security issues to some extent. But IPSec NAT-T cannot be applied in all situations. IPv6 is one of the best alternatives for NAT. IPv6 will change the entire infrastructure of NAT and also overcomes most of the drawbacks of NAT to a great extent. 
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