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Abstract:
In this research paper the main focus is on the understanding the XKMS (XML Key management System) features and the need for XKMS in the rapidly gaining ground for application level network application using the extensible Markup Language (XML).

Introduction
Network security has acquired critical dimensions with the rapidly increasing number of users in the networked world. The Extensive Markup Language (XML) is rapidly gaining ground in the application-level network communications.  The various advantages like open-specification, Platform-independent and extensibility has helped XML find its way to reach a successful profile of the standard generalized Markup Language (SGML). With the increasing use of XML in network application the need for security, authentication and confidentiality maintenance increases exponentially. This has led to the birth of web service security standard called XKMS – XML Key Management Specification.

What is XKMS?

XML Key Management Specification is trust Service solves the client deployment problem by shielding the client from the complexity of the underling PKI. With increasing number of people on the internet and network the security related issues have led the engineers to develop security infrastructures to protect sensitive information from getting leaked. With increasing security measures, there is need to introduce mechanisms which can easily interact with such security modules and can also be managed easily with different security models. 

XKMS is one such mechanism which ease the deployment of too complex PKI infrastructure that is extensively used everyday in software applications. The XML syntax greatly simplifies the implementation. Since this forms an abstract layer on top of all the PKI client service which is in charge of performing services which are needed for ceritificate verification. As a result of this, the application is independent of the underlying PKI and eases the process of interfacing any application to any PKI service.
XKMS Development History
PKI Infrastructure
The PKI is a public key cryptography method which initiates a secure socket layer communications. The PKI infrastructure comprises of Certificate Authority(CA), Registration Authority(RA), certificate repository, Certificate revocation list repository, Online certificate status protocol responder, Client , client key store and key Management server. The main idea of PKI is to provide each party with a set of key pairs namely public key and Private key. The PKI cryptography performs encryption, security among strangers, key establishment, digital signature. By providing the above services the PKI ensures the three goals of security namely authentication, integrity and confidentiality is achieved. [2]
The CA provides certificate services, a CR provides trusted storage of certificates and the CRL & OSCP has the list of revocation list. To utilize the services provided by the PKi module the client need to have functions that can perfom PKI related activities such as certificate information, verification etc.,

Web Applications before XKMS

[image: image1]
Fig 1: Web application before XKMS [3]
Various PKI solutions are used across the network namely PGP(pretty good page), SPKI(Simple PKI), X.509. The application developed to interact with PKI provider to verify the certificates. This requires complex functions like ASN.1 processing and X.509 certificate parsing, Path construction for a received certificate and Path verification. As a result the burden was on the client to perform these expensive operations.
Web application after using XKMS service
XKMS provided a mechanism to isolate the PKI related services from application and port them to a separate component outside every application. The entry points are defined as in any infrastructure and routes to all the PKI security services needed for an application. This client PKI software execute outside the application.

[image: image2]
Fig 2:XKMS Web application [3]
Components Of XKMS
XKMS has two parts to it, first is the public keys registration and second is the recovery of data on the basis of key information. The former is called XML Key Registration Service Specification (XKSS) and the latter XML Key Information Service Specification (XKISS) [1].
XML Key Registration Service Specification (XKRSS) 

XKRSS is a method of registering the key pairs with a XKMS service provider. This can be accomplished in two ways:
i. The key pair (private and public) is generated by the client software and only the public key with some other required information is provided for registration to the service provider [1].
ii.  On the other hand, the XKMS service provider itself generated the key pair, registers itself with the public key and sends the private key to the client. The XKMS can also hold the private key of the client in case the client loses it [1].

The main functions of XKRSS are as follows:
i. Register – As mentioned above, the key pair can be generated by either the client or the service provider. At the time of registration, the service provider may ask for some information which is bound to the key pair during generation and the public key from the client to register. It might also ask for some proof of holding the private key. The service provider can also generate the key pairs and use the public key for registration and send the private key to the client or hold the private key by itself.
ii. Reissue - The objective of this function is to reissue a previously generated key binding [1]. The reissued key pair will be given new credentials in the Public Key Interface (PKI). This is because in contrast to the information that is bound to the key pair which never expires, the credentials issued by the PKI have a time span after which they get invalid. These credentials must be renewed from time to time [1].
iii. Revoke – A key is always bound to some information like the data objects. The client can scrap or destroy these data objects [1]. For example, when this operation is invoked the X.509 certificate bound to the XKMS key is destroyed [1].
iv. Recover – With this operation, a client can recover his/her lost private key. This can be possible only if the private key is registered with the service provider. One of the ways to make this simple is to allow the service provider or the server to generate the key pair rather than the client [1]. 
This is more useful when the encryption is done with the private key, and if the private key itself is lost the data is also lost [1]. This is the reason why the key pair should be generated by the server. 
If the lost private key is used only to digitally sign certificates, then this is not of much concern as a new key can be generated in place of the old and the validity of the signed certificates is also not harnessed [1]. In this scenario there is no need that the private key be generated by the server only, it can be generated at the client side and also not registered with the server provider [1].

It is not necessary that XKMS implement all of the above XKRMS services or operations, it can choose any of them as required [1].

XML Key Information Service Specification (XKISS)
It mainly allows the client applications to authenticate the encrypted/signed data [1].

The encrypted/signed data is authenticated by the client only when the key information is sent to the service provider. The server provider checks the information which is stored during registration and responds with a true or false result [1]. True indicates that the public corresponding to the private key used for encryption/signing of data belongs the entity that has signed the document [1]. 

XKISS performs the below 2 functions:
i. Locate – This function is helpful in resolving the key element that may be connected with XML encryption or XML signature. Further, it does not confirm any data binding associated with the element [1].
ii. Validate – This function is very similar to the locate function described above, but it extends the operation of locate even further. Locate only finds the key on the basis of an element and does not provide validity of the data bound to that key. Validate function not only finds the public key on the basis of an element but validates the data bound to that element [1].

XKMS Process
As mentioned in the previous section the XKMS process is composed of two parts; the registration done by XKRSS and the retrieval of the key done by the XKISS. The keys can be generated at both the client side and the server side. When the client generates the key pair, the XKMS service provider registers its public key with some information and the private key as the proof of possession [1].  On the other hand if the keys are generated by the service provider, then the public key is registered by itself and the private is sent to the client. 
The figure below shows the code written for the registration of the client generated key.

[image: image3.png]string sharedsecret = "passcode”;
string passphrase = "passphrase”;
Keypair rsakey = getkeypair();
string keyName
htep: //xkns. verisign. con/keynane?jurisdictior
mail_email=nverma2@xkms. or g&corp_company=Nano";
XKiSKeyData data = new XKMSKeyData(rsakey, new XKMsKeyName(keyName));
XKusAuthInfo authInfo = new XKWsAuthInfo(passphrase, sharedsecret);
XKiSRegister register = new XkWSRegister(data, authInfo);
XKiSRegisterresponse resp = null;
string serviceur = "http://interop-xkns. ver1isign. com/xkns/Acceptor. nano”
URL url = new URL(serviceur1);
Xn1Transpor tOAP Ttransport = new XmlTransportsoar(url
resp = register.send(transport);
System. out. printin("Response status is "
i (resp.getstatus()) {

system. out. printin("The key name is
system. out. printin("The public key is

7ea68c518b2602casbbcag9ss26a7dde"+

+ resp.getstatus0);

+ resp. getkeyNane());
+ resp. getPublickey());




Figure 3: XKMS key registrations [1].
The above code can be explained as follows:
· The first line of code indicates that the passcode or the secret shared from the service provider with whom the key is to be registered needs to be retrieved [1].
· getKeyPair() is the function written at the client end to generate the keys [1].
· Next, the data needed for registration needs to be provided. The XKMSKeyData is the object where the key pair and the key name are provided as input [1]. Further the public key is registered and the private key is kept as proof of possession [1].
· To register or authorize, we will need the authorization data using the shared secret or the certificate and the private key of the Registration Authority (RA) [1].
· XKMSRegister object instances are created using the key data and the authorization data [1].
· The URL of the registration service is provided using the XmlTransportSOAP object [1].
· The registration request is sent to the XKMSRegister object through the send method [1].
· Once the registration request is sent, the XKMSRegisterResponse object responds with a key name and the key information which is useful in locating the key which is the next step [1].
The figure below shows the code written to locate the key 
[image: image4.png]// The key name that you got from the XKMsRegisterresponse

// object

string keyameToLocate

“http: //xkns. verisign. com/key?company=Vver iSignadepar tment=xKvs Test&"+

"CN=MANISH VERMAG&issuer_serial=73efeeeas’el 59e6d7c7o0efolcefer";

// An array of response strings to indicate what key

// information is requested

string[] xkmsresponse

{XKMSLoCate. KeyName, XKMSLOCate. Keyvalue, XKNSLocate. XS09Cert, XKMsLocate. X509chain 3;

XKiSLocateresponse locateresponse = null;
XKuSLocate xkmsLocate = new XkWSLocate (keyName, xkmsResponse);
string serviceur = "http://interop-xkns. ver1isign. com/xkms/Acceptor . nano
URL url = null;
url = new URL(serviceur);
Xm1TransportsoAP Ttransport = new XmlTransportsoAp(url);
Tocateresponse = xkmsLocate. sendRequest (transport);
List keyInfolist = locateResponse. getxkiskeyInfos();
Iterator itr = keyInfoList.iterator();
XKmskeyInfo xkmskeyInfo = null;
while (itr.hasnext0){
xkmsKkeyInfo = (XKMskeyInfo)itr.next();
1





Figure 4: Locating the key [1].

The above process can be explained as follows:

· The information used for querying are Key name, Public key value or the X.509 certificate [1].
· The above code uses the Key name as input for querying.
· XKMSLocate object is created with the key name and response string array [1].
· The URL of the registration service is provided using the XmlTransportSOAP object [1].
· Request is sent to the XKMSLocate object [1].
· XKMSLocateResponse object gives the list of information related to the key.

Conclusion
In conclusion, we can analyze that XKMS proves to be an easy mechanism for accessing and integrating the otherwise cumbersome and difficult to manage Public Key Infrastructure (PKI) [1]. Our analysis report defines the history behind XKMS, the details of the PKI infrastructure, the need for XKMS, the components of XKMS and the process it involves in registration and retrieval of keys. 
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