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Introduction

Voice over IP or VoIP is one of the fastest growing and implemented technologies in the corporate world. The advantage with VoIP is that users can use the VoIP service like any normal telephone system through any internet service provider available without the hassles of connectivity or long distance charges so long as reliable broad band connectivity exists in the area.  
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The above image is a basic lay mans interpretation of a VoIP network and how it can be used. The corporate world has been so captured by VoIP that its revenue by the end of the year 2008 is expected to be around $ 3.19 billion, a growth percentage of about 24.3% while the number of users is expected to hit 16.6 million, a growth percentage of about 21.2%. With these figures in mind, we have to look into the drawbacks of VoIP listed by service providers and outside agencies. The most talked about of drawbacks are 
· Quality of service

· Latency

· Availability of Bandwidth

· Packet Loss

· Echo

What these agencies do not understand or do not publicize is the fact that there is one more concern about implementing. This one concern if not solved, can lead to all the other drawbacks together with many other flaws in the system. This factor is called VoIP security. In the following pages of this paper, we are going to take a serious look into the threats to VoIP security, their level of danger to the network and possible solutions to the questions posed by these security threats.

Major Threats to VoIP Security
VoIP is implemented, as discussed earlier to cut costs incurred by organizations due to regular PSTN telephone networks over local and long distance calls. With voice packets sent across the internet through special optimization algorithms to avoid latency and bad quality of service, some security agencies have reported that security measures have been almost forgotten. Any VoIP system, as it uses the public internet networks, is vulnerable to all attacks that a normal PC or email is subjected to across the internet. The issue here being that data packets are not as easy to pack or encrypt as normal text based packets are. This is due to data loss and latency factors.
There are several threats to VoIP security. The major ones are listed below. They are based on the facts and findings from a study by the Australian government on the countries VoIP security (http://www.telecomsecurity.com.au/docs/Telecom%20Security%20Brochure%20VoIP.pdf) . This can be generalized to paint a fair and accurate picture on the current ground realities regarding this issue.

The attacks that are possible on a VoIP system are

· DoS ( Denial of Service attack)

· Attack against service providers

· Hacking

1. Packet mishandling 

2. Eavesdropping

3. Integrity attacks

4. Replay attacks

5. MoM ( Man in the middle) attacks

Apart from these we have to consider the vulnerabilities present in the VoIP systems that actually lead to the system to be easily ‘Hacked’.

· Vulnerabilities inherent to the Operating System being used
· Lack of proper encryption

· Poor design of the architecture of a particular VoIP network

· Errors or short comings in the configuration and implementation of a VoIP network.

To defend ourselves from possible attacks on our VoIP systems, we must not only know the attacks possible and the vulnerabilities of our system, we must also know the point of attacks. These can be arrived at by studying the defects in our own system.
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The above figure gives us an idea of the possible points of attacks.

These points are 
· IP telephony

· Modems

· Local PCs

· Wireless Networks

· Virus

· Trojans

· Any VoIP based device

· Maintenance of VoIP networks including authentication and authorization processes and methods.

With these points in mind, we must understand how exactly each vulnerability or method of attack will affect a particular case or organization. It is this understanding of the entire network that will help in understanding these vulnerabilities.  With this knowledge, we can proceed to design a secure system and we can update the security features and situations in existing networks. This form of customization is required as these networks are generally very different from each other although they all make use of the internet and they serve the same purpose. 
VoIP Security Measures
As discussed above, it is better to implement security concepts to VoIP systems in a customized fashion.  But to do that, there are a few basic steps that have to be followed. The following are the steps to be followed to maintain a secure VoIP network according to a CISCO publication.

· Preparation. Companies must be financially prepared to implement new security features as and when a need for them arises.
· Planning. The existing system must be thoroughly studied and understood so a secure environment can be built even upon existing ones.
· Designing. The design of the system must be test and must be fool proof.
· Implementation. New systems must be integrated to existing ones without opening new point of vulnerabilities that can be made use of by hackers.
· Operation / Maintenance. This is an important factor to keep a system running smooth and to identify potential new threats.
· Optimization. System performance improves with optimization.
Requirement of VoIP Security – General Opinion
We have so far seen the requirements of VoIP security, the attacks possible when there is a lack of one, the way to implement security measures and points in a network where they are a necessity. We now look into an interesting factor in the VoIP issue. It deals with the question of the extent to which security is required and the question if the topic is blown out of proportion. Some blogs on the internet and some security consultation firms have suggested that “the vulnerabilities in the system are of low impact value and can be avoided by correct configuration form the user side”. CISCO and other networking giants have stated that they do not fully understand the vulnerabilities in the system themselves and are working towards a possible solution. 

These mixed signals from the industry can be confusing to the general end users of the system. It must be kept in mind that, low are not vulnerabilities exist in the system and it is dangerous to turn a blind eye on them. Further more, the study made by the Australian government shows that VoIP related attacks happen at a frequency of one a day and the average loss for an organization from such attacks is $78000. Phone banking is the hardest hit area due to sensitive information exchanged in this field. This is more than proof enough to see that these attack frequencies will only increase when looked into at a global scale. VoIP security is an important issue. It has to be looked into and solved immediately to avoid catastrophic damages to both companies implementing it, and to its end users.
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