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Introduction

SOAP is a simple XML based protocol for transmitting XML-based messages through internet using HTTP. SOAP stands for Simple Object Access Protocol until version 1.2 of the standard with which this acronym was dropped since it was misleading. It is a protocol used for the web services. SOAP is a communication protocol used for communication between applications. SOAP is a format using which messages can be sent independent of platform and language. It is designed to be simple and extensible with the feature of allowing getting around firewalls. [5, 6]
To understand the functionality of SOAP, consider the example of a hotel database for a trip to Hawaii during Christmas. For this, a correctly formatted call is being transmitted to a Web Service enabled web site which in this example a hotel price database – with different search criteria. The client made such call requesting the data ranges needed. The server (site) would then sends the requested data in a formatted XML document that matches all the criteria mentioned by the caller along with the associated data that might include prices, location in Hawaii, amenities, events during Christmas, etc. These could then be integrated directly into a third-party site. [5]
SOAP is having verities of different types of messaging patterns but the most commonly used is Remote Procedure Call. In this messaging pattern, one network node which is a client or to be specific a browser sends a request message to another node which is typically a server. In replies to the client request server sends a response message. As mentioned SOAP is basically used for transmitting XML based messages and thus it is a successor of XML-RPC with a different envelope, header and body borrowed from other standard, may be WDDX. IT also acquires transport and interaction neutrality. [5]
Why do we need SOAP?

As a part of application development, it does not make sense if there is no Internet communication between programs which is very important. Applications uses Remote Procedure Calls and not HTTP (which was not designed for this) to communicate between objects like DCOM and CORBA. The issue with RPC is its compatibility, scalability and security problems that result in RPC traffic block at firewalls and proxy servers. So, the better way is to use HTTP communication between such applications since it is supported by all Internet browsers and servers at the same time does not get blocked by firewalls and proxy servers. SOAP was designed to achieve this target. As described above SOAP is designed to communicate between applications having different technologies, different platforms, different programming languages and different operating systems. [5]
A typical SOAP message can be seen as:


[image: image2]
<?xml version="1.0"?>

<soap:Envelope

xmlns:soap="http://www.w3.org/2001/12/soap-envelope"

soap:encodingStyle="http://www.w3.org/2001/12/soap-encoding">

<soap:Header>

  ...

  ...

</soap:Header>

<soap:Body>

  ...

  ...

  <soap:Fault>

    ...

    ...

  </soap:Fault>

</soap:Body>

</soap:Envelope> [6]
Usage Scenario
“SOAP Version 1.2 provides the definition of the XML-based information which can be used for exchanging structured and typed information between peers in a decentralized, distributed environment.” [7] SOAP can be seen as a simple, stateless protocol with a one way exchange paradigm. One can also built a complex two or more way interaction patterns using such one way exchange paradigm that can have request-response mechanism or request-multiple response mechanism or back-and-forth data exchange with the help of features provided by underlying protocol or any other application-specific data. SOAP is silent on the syntax of any application-specific information it conveys because of lying on problems like SOAP message routing, data transfer reliability, firewall clearance, etc. Though SOAP provides the framework with the help of which application specific data can be delivered in an extensible manner. SOAP also contains a detail message of the required tasks to be performed by a particular SOAP node (Client or Server) on receiving a request/response SOAP message. The ultimate recipient of a SOAP message sent from the client node is the service application node. But like any other message transmission occurs on Internet, it is possible with SOAP message also that it may be routed through one or more SOAP Intermediaries, acting in some way on the message the way routers act on packets. [7]

There are four building blocks of SOAP message: a SOAP envelope block soap:Envelope which differentiate SOAP message from normal XML document, an optional SOAP header block which can have application specific information, a SOAP body block which has request/response information and an optional SOAP fault (has to be a child element if present) which contains error information while processing the SOAP message. An SOAP Header contains an extension mechanism. This feature allows a developer to pass information which is actually not an application payload. Typical control information may have passing directives and background information for message processing. This enables SOAP message to be extended as per the requirement by the application-service. The header is denoted with soap:Header. The immediate child elements of this header are called header blocks. These blocks represent a logical grouping of data which is targeted individually at SOAP nodes that are encountered during routing of the SOAP message from sender to ultimate receiver. [7]
SOAP message may need to traverse through one or more SOAP nodes between initial SOAP sender and ultimate SOAP receiver. To achieve this, SOAP headers are designed in a way to make it independent of application-service and can be modified. This allows SOAP intermediaries (SOAP nodes only) to provide value-added services. Headers generated by the initial SOAP sender may be inspected, modified (insert or delete) and forwarded by the SOAP nodes which are encountered on path during SOAP message transmission. [7] SOAP Body contains the main end-to-end information conveyed in a SOAP message. This body is denoted with soap:body. A typical body part includes a sub-block known as Fault to handle fault scenarios and denoted with soap:fault . [7] Sometimes denotations like env:header, env:body, env:fault or any other sub-blocks env:xyz are used.
At the time of application design only, an application developer has to decide about the data and information needs to be placed in the SOAP header and SOAP body respectively. The key part in the header design is to keep in mind that header may encounter different SOAP nodes during its path from sender to ultimate receiver. Such intermediate SOAP nodes may provide value-added services based on data in such headers. [7] 
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In some cases, the intermediary node may function as an ultimate receiver for a particular transmission and process the body part similar to that done by ultimate receiver. This is something that can alter the original message and in turn modifies the intentions of the message’s sender which needs to be prevented (a challenge and still unsolved). Sometimes it also happens that these intermediary nodes do not process the header results into defected headers. [7]
Exchange Paradigm
In SOAP, the exchange paradigm is basically Uni-directional message exchange (except for the fault scenario where it is necessary to report faults to the sender by implementing specifications that include semantics for dealing with faults) with point-to-point topology from sender to ultimate receiver via potential intermediaries. 
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It is also possible to have Bi-directional exchange or multiple request response exchange. Higher level of exchange paradigm can also be possible. “One such design goals of SOAP Version 1.2 is to encapsulate remote procedure call functionality using the extensibility and flexibility of XML.” [7] HTTP protocol binding is the common practice for SOAP for RPC. However, it is not limited to that and one can use different binding also. Its just that HTTP is widely acclaimed by browsers and servers. [7]
SOAP Security
Why Soap Security?


Soap provides remote procedure call capability based on XML standards. SOAP can be used independent of transport layer. SOAP provides a common message passing, transaction oriented interface that all applications can use. It usually lies between the application and HTTP layer.  By now, most of us would think why do we need message level security when there is transport layer security in place (TLS, SSH). There are three compelling reasons to have message layer security.
1) End Layer Security


SOAP messages are sent to many intermediaries before they are sent to the final destination. These intermediates process the data that is relevant to them and do not change any other data in the SOAP message. When one of the intermediate destinations is not secure the whole message is compromised [1]. This problem can be solved by using message level security wherein the intermediate destinations can not modify the SOAP message other than the components they are allowed to modify. Thus message level security or SOAP security improves end to end security.
2) Provides Infrastructure.

There are different applications that require message passing in a secure fashion. All these message based applications need to build security packages themselves. Secure software coding is difficult though there are many open source libraries and tools available. Any design flaw during this process would lead to potential security issue. Thus there needs to be a common infrastructure that can be leveraged by the application that requires message level security [1]. This message level security is provided by Soap security extension.

3) Transport layer independence.


When SOAP messages traverse through intermediate destinations that use different transport layer protocols, the messages need to be translated to different protocols. Security breaches can happen even when the intermediate systems are trusted due to message translation [1]. So it is necessary to have a message layer security which ensures that the message is not fiddled during its journey.
4) Secure Store and Forward messages.


Most of the e-commerce applications store and forward the SOAP messages and use the stored message for audit purposes. Transport layer secures the packet only during transmission; it does not secure the packet once it has reached the destination [1]. As such message layer security can be used to store the packets in an encrypted fashion to prevent any security breaches during the audit and logging purposes.

Security Requirements

Message Level Security provides confidentiality, authorization, data integrity and message origin authentication.
1. MLS Confidentiality

MLS provides message confidentiality; this prevents hackers from reading the messages. SOAP messages are usually encrypted using advanced block ciphers such as Cipher Block Chaining. In the example provided [2] below, SOAP message body “Data1” is encrypted using DES-CBC based algorithm.

   “ <SOAP-SEC:Encryption

      xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/">

      <xenc:DecryptionInfo Id="decInfo1" xmlns:xenc="http://www.w3.org/2000/10/xmlenc">

        <xenc:Method Algorithm="http://www.w3.org/2000/10/xmlenc#des-cbc-pkcs5padding"/>

        <xenc:ReferenceList>

          <xenc:Reference URI="#Data1"/>

        </xenc:ReferenceList>

        …..
        ….
      </xenc:DecryptionInfo>

    </SOAP-SEC:Encryption>

  </SOAP-ENV:Header>

  <SOAP-ENV:Body>

      <xenc:EncryptedData 

        xmlns:xenc="http://www.w3.org/2000/10/xmlenc"

        Id="Data1"

        DecryptionInfoURI="#Data1" 

        IV="yakjlkl=">

        akjfdkajkfjalkjflkjalkfdjakfjkdjkjhhjugoiyukjkj
      </xenc:EncryptedData>

  </SOAP-ENV:Body>

</SOAP-ENV:Envelope>”
[2] XML Referenced from www.w3.org

2. MLS Authentication


Authentication is done using digital signature. The certificate is then validated from the certificate authority like verisign. Once the certificate is valid, data in SOAP message is encrypted using public key of the sender and sent.
“<SOAP-ENV:Envelope

  xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

  <SOAP-ENV:Header>

    <SOAP-SEC:Signature

      xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/" 

      SOAP-ENV:actor="urn:validator"

            <ds:Signature Id="MyFirstSignature" xmlns:ds="http://www.w3.org/2000/02/xmldsig#"> 

        <ds:SignedInfo> 

          <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

          <ds:Reference URI="#Body"> 

          </ds:Reference>    

        </ds:SignedInfo> 

        <ds:SignatureValue>MC0CFFrVLtRlk=...</ds:SignatureValue>

      </ds:Signature> 

    </SOAP-SEC:Signature>

  </SOAP-ENV:Header>

  <SOAP-ENV:Body id="Body">

    <m:GetCurrentPrice xmlns:m="some-URI">

      <symbol>ABC</symbol>

    </m:GetCurrentPrice>

  </SOAP-ENV:Body>

</SOAP-ENV:Envelope>”
[2] XML Referenced from www.w3.org

3. MLS Authorization

Authorization certificates are sent in the SOAP header as shown below. Authorization certificates are then validated by contacting an authorization authority. Once the authorization authority validates the certificate, the server provides what ever access is requested using access control lists.
“<SOAP-ENV:Envelope

  xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

  <SOAP-ENV:Header>

    <SOAP-SEC:Authorization 

      xmlns:SOAP-SEC="http://schemas.xmlsoap.org/soap/security/" 

      SOAP-ENV:actor="a URI of an actor"

      SOAP-ENV:mustUnderstand="1">

      <AttributeCert 
         …..

         ….
      </AttributeCert>

     </SOAP-SEC:Authorization>

   </SOAP-ENV:Header>

   <SOAP-ENV:Body>

   </SOAP-ENV:Body>

</SOAP-ENV:Envelope>”
[2] XML Referenced from www.w3.org

4. MLS Data Integrity


Data integrity is ensured by sending encrypted values of the message digest along with the message in the SOAP header as shown below. It should also be noted that the algorithm used is also sent in DigestMethod XML section. The example below shows that SHA1 cryptographic hash algorithm is used to generate the digest.
“<SOAP-ENV:Envelope

  xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

  <SOAP-ENV:Header>

      <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

      <ds:DigestValue>klmlnoqzvvoxmyqnzkor=</ds:DigestValue> 

  </SOAP-ENV:Header>”
[2] XML Referenced from www.w3.org

Current Problem

Almost all the networks are protected by firewalls to block the bad guys from getting in. This is one of the major requirements for any network, and a system administrator relies heavily on this. Common implementations of firewalls block all incoming traffic with the exception of HTTP and others. As we know, SOAP uses HTTP to tunnel its messages across; it, hence, totally bypasses the barrier that exists to protect the network. According to Tim Bray (an editor of the XML specification), "SOAP goes through firewalls like a knife through butter."[3]. SOAP messages can transport binary files which could contain potentially harmful viruses that can go undetected. 

Firewalls have the capability to block traffic based on the protocol or port number. Since SOAP uses HTTP tunnel, the system administrators cannot just close down the HTTP port because of its heavy reliance. One way to solve this problem is to enable the firewall/ proxy to parse through the XML messages, and try to identify any harmful data. Unfortunately, this would be CPU intensive, and would affect performance. Because of the dynamic nature of XML, where implementation could vary, it would be really hard to apply specific patterns to catch the bad data that is trying to hitch a ride using HTML.

Current Trend:

SOAP security is vital to its survival, and this has given rise to a new community who are trying to solve its current security problems. 

· AXIS2: 

This is a new implementation of SOAP by the Apache software foundation that supports both JAVA and C. It is designed for XML, and SOAP with special emphasis on security, and modularization. SOAP security implemented at the web service engine could be the 1st step towards gaining access to immense security features. The modularized design would allow new and secure implementation of SOAP.
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http://ws.apache.org/axis2/1_2/userguide.html#handlessoap
From the image above, you can see that the handler can process the SOAP message before being sent to the destination. This would be a good time to implement security on the message.
· SOAP Security Extensions (W3C) [2]: 

W3C has put forth the guidelines for SOAP Security Extensions, which would add some standardization to the technology, and improve its security. Currently, W3C has released a SOAP Security Extension for Digital Signatures which details the syntax and processing rules of SOAP header to carry digital signatures. Further extensions in the future would help backup the security of SOAP.
· WS-Security (Web Service Security): 
WS-Security was originally established by Microsoft, IBM, and VeriSign, but is now maintained by OASIS Standard 1.0 (Consortium).  They provide the mechanism for Security tokens within SOAP messages, and also detail the use of Kerberos, X.509 certificate with SOAP. 

The consortium has also released a new paper on SOAP Message Security v1.0, which emphasizes on message integrity and confidentiality. The goals of the paper are [4]:

• Multiple security token formats

• Multiple trust domains

• Multiple signature formats

• Multiple encryption technologies

• End-to-end message content security and not just transport-level security

The OASIS consortium would come up with the security guidelines, and after an approval/ implementation phases would ratify it as a standard.

Conclusion:

SOAP is relatively a new protocol, and has good potential of being popular. Because of its nature, it is vulnerable for misuse. As of today, SOAP lacks a proper security model that can be streamlined. More progress has to be made with implementing security for SOAP. A security standard has to be setup for SOAP to succeed. Groups like W3C, and OASIS are pointing to the right direction by trying to establish security standards that SOAP can be based on. With these changes and more come, SOAP can become a reliable and secure protocol that is easy for exchanging data.
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