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Abstract

It is apparent that the internet is becoming a victim of its own success. With the growing number of internet users, it is an eventuality that there would be a shortage of IP addresses with the current scheme. This has led to a new version of IP protocol, IPv6. With the advent of a new version comes a need for strengthening the existing security laxness. In this paper, we will be highlighting the security features implemented in IPv6.
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1. Introduction
IPv4 based networks have a lot of security problems as the networks were assumed to be running on secure connections in the early days. This assumption is no longer valid as the weaknesses of IPv4 are being exploited. We will list the security issues with IPv4 and delve further into the different security features incorporated into IPv6
2. Security Issues with IPv4
IPv4 was designed as an end-to-end model with no security in mind. It was the onus of the applications to handle the security features. Today’s internet comes with a host of security threats, some of which are described below:
· Denial of service attacks (DOS): In this kind of an attack, a large amount of requests are sent to a service on a host rendering the service inaccessible to legitimate users [1].

· Man-in-the-middle attacks and IP spoofing: In this kind of an attack, a hacker poses as a legitimate service provider and sits in between the service and the user, intercepting packets and gathering confidential information from the user [1][2].

· Port scanning: In this type of attack, a whole network class is scanned to find open services running on potential targets. Because IPv4’s address space is so small, scanning the entire class C IP address space is done within minutes [2].

Some of the security concerns of IPv4 were addressed with the introduction of IPsec.  IPsec introduced a few encryption features that made network data more secure. However, its implementation is the responsibility of the end nodes and not the protocol itself so its use is optional.

3. Brief Overview of IPv6

IPv6 is not a superset of IPv4 but a completely new suite of protocols. Therefore, a detailed analysis of IPv6 is beyond the scope of this paper. We will only highlight the main features of IPv6 below, which includes the following:
· Larger address space: The maximum number of IPv4 addresses is 232 addresses. On the other hand, IPv6 provides for as many as 2128 addresses.
· Hierarchical addressing: There are three major types of addresses that are used: unicast, multicast, and anycast addresses. Unicast addresses are assigned to a single IPv6 endpoint and packets are sent to only that node. Multicast packets are sent to every node that is apart of the multicast group. Anycast addresses have a one-to-many association like multicast, but it is sufficient that one node receives the packets. 

· Quality-of-service: The IPv6 header contains fields that provide support for QoS.
· Better performance: IPv6 is better able to handle packet fragmentation and hierarchical addressing and provides for header chaining that reduce routing table size and processing time.

· Built-in security: IPsec is a requirement for IPv6 implementations.
· Extensibility: Although an IPv6 address is 128 bits, the header is just twice the size of an IPv4 header. Optional fields are added as extension headers up to the size of the IPv6 packet. This feature allows for better extensibility and reduces the time that a router takes to process IPv6 header options.
4. Security in IPv6
The security features in IPv6 have existed since the time of IPv4 and have only marginally improved since then. The main difference is that the implementation of security is optional in IPv4 while it is mandatory in IPv6. 

4.1 Large Address Space
Port scanning is a technique that is used today by malicious users to look for specific services that have known vulnerabilities and use them to their advantage. With IPv4, it was relatively easy to scan all the class C addresses, which have only 8 bits allocated for host addressing. As an example, if we are scanning at the rate of 1 host per second, the calculations below shows that it would take us just over 4 minutes to complete it.
(28 hosts) * (1second / host) * (1minute / 60seconds) = 4.2 minutes
In IPv6, the subnets use 64bits to allocate host addresses. Considering the same example as above, with 1 second per host, it would take us over 584 billion years to scan everything. This may seem like an impossible task but it cannot be brushed aside if the scanning is done at a fast pace, especially since computers are getting faster everyday.
(264 hosts) * (1sec / host) * (1year / 31557600 secs) = 584.54 * 109 years

4.2 IPsec
As mentioned before, IPv6 requires that IPsec be used to secure communication. IPsec is a set of cryptographic protocols that allows for secure key exchange during the initial negotiation and keeps the data that is sent over the network secure. Figure.1 below gives an overview of IPsec protocols and components.
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      Figure 1. IPsec overview [3]
For the sake of brevity we will only be discussing about the core protocols in this paper, which are the following:
· Authentication Header: This protocol provides authentication that ensures that the message is not being tampered with on its way to the destination.
· Encapsulating Security Payload: This protocol ensures the privacy of the data in the datagram by encrypting the IP payload.
· Internet Key Exchange: This protocol is used to set up a security association (SA) in the IPsec protocol suite.
4.2.1 IPsec implementation
IPsec can be incorporated into the TCP/IP protocol stack by using either an integrated architecture, a bump in the stack architecture, or a bump in the wire architecture.
Integrated architecture: This solution integrates the IPsec’s capabilities into the IP layer itself, making it easy to provide all the features as seamlessly as in IP. Thus, with IPv6, it is already in the architecture. However with IPv4 the IP implementation of each device needs to be changed, which is not viable in the current scenario [3].

Bump In The Stack (BITS) architecture: In this type of implementation, a separate layer sits below IP and secures the datagrams created by the IP layer. This is predominantly used with IPv4 hosts [3].
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Figure 2. BITS architecture for IPsec [3]
Bump In The Wire (BITW) architecture: In this type of implementation, a separate hardware device sits in between the two end hosts and does the required repackaging [3].
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Figure 3. BITW architecture [3]
4.2.2 IPsec operational modes
Transport Mode: In this mode, the IPsec header is applied only to the IP payload and not in the IP header [3]. 
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Figure 4. Transport Mode [3]
Tunnel Mode: In this mode, IP payload along with the header is encapsulated. Thus a new IP header is added in front of the encapsulated IPsec headers.
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Figure 5. Tunnel Mode [3]
4.2.3 Authentication Header(AH)
AH is one of two core security protocols in IPsec. As its name suggests, this protocol provides authentication to some or all parts of the datagram by adding another header. As briefly discussed earlier, AH can operate in both transport and tunnel mode and is intended to provide connectionless integrity and data origin authentication.
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Figure 6. AH Header [4]
The AH is inserted into the IP datagram as an extension header and follows the normal IPv6 rules for extension header linking. The extension header links the AH by putting the value of the AH header (51) into its next header field. The AH header then links to the next extension header or the transport layer header using its next header field in the same manner. Thus the headers could be chained one after the other earning their term of extension headers.
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Figure 7. AH linking in IPv6 [3]
Fig.7 shows the three possible scenarios with AH:  a typical IPv6 datagram without AH, a datagram using AH in transport mode, and a datagram using AH in tunnel mode.

4.2.4 Encapsulating Security Payload (ESP)
While the IPsec AH provides integrity authentication services to verify that received messages are not modified by a 3rd party, it does not prevent someone from reading the data. To remedy this issue, the Encapsulating Security Payload (ESP) protocol is provided.
The main job of ESP is to encrypt IP datagrams. ESP can use its own authentication scheme like that used in AH or can be used in conjunction with AH. The encryption algorithm uses a key and combines it with the data in the datagram to transform it into an encrypted form. This is then repackaged and transmitted to the destination.  The receiving node decrypts the data using the same algorithm that the sender uses [4].
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   Figure 8. ESP w/o Auth [4]                            Figure 9. ESP w Auth [4]
Fig 8 and Fig 9 illustrate an ESP packet without the optional authentication feature and with it, respectively.

4.2.5 Internet Key Exchange (IKE)
IKE is used by the two endpoints to set up their security associations, which includes the secrets that they will be using. IKE relies on the ISAKMP (Internet Security Association Key Management Protocol) as a framework to support the establishment of a security association that will be compatible at both ends. IPsec depends on the ability to negotiate and exchange encryption keys between the nodes, and IKE provides the following functionality towards this:
· Negotiation of the protocols, encryption algorithms, and keys to be used.
· Management of keys.

· Management of the agreements already made.
IPSec needs a way to keep track of all protocol and encryption algorithm agreements so it uses the 32-bit SPI field in the AH and ESP headers to do this. The receiver assigns an available SPI when communication is negotiated and it lets the other end know about this SPI in order to establish the security association that is represented in the SPI field. After this, whenever a node wants to communicate with the other end using the same association, it uses the same SPI to specify it until that SPI expires [1].
When the other node receives the SPI information, it looks at the information and determines the security association it needs to use. After doing this, the node is able to authenticate and decrypt packets from the other end using the algorithms that the security association specifies. This lets the node verify the source of the data and make sure that the data has not been tampered with or read [1].
5. Security issues in IPv6

Although IPv6 is considerably more advanced than its predecessor, there still are vulnerabilities that exist. Below are some possible issues that might spring up.

· IPv6-IPv4 stack issues: Migrating from IPv4 to IPv6 is a challenging task. During the process of migration, there will be dual stacks that are used to supply the functionality. However, dual stacks always bring in security vulnerabilities as both IPv4 and IPv6 suffer flaws in that area [1].
· Extension Header issues: The use of extension headers can possibly bring on masquerade attacks. Extension headers are processed by all the stacks along the chain and a large size could overwhelm certain nodes. Repeated attacks of such types might freeze the node and render it non functional [1].
· Multicast flooding: Although IPv6 eliminated scanning for vulnerable ports by having a huge address space, new features like multicast addresses would increase the smurf-type attacks [1].
6. Conclusion

IPv6 is a new protocol that is seen as an upgrade to IPv4.  The security features of the protocol are a welcomed addition as threats and security concerns plague network users everyday.  While IPv6 is not perfect, it addresses many of the shortcomings of its predecessor.
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