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1 .  A b st ract   
The paper det ai l s t he c urren t  st at e o f  em ai l  spam . Thi s f o rm  o f  un so l i c i t ed m essag e i s prev al en t  i n  
I n t ern et  t raf f i c  an d i s a m aj o r so urc e o f  c o n c ern  t o  c o m pan i es as w el l  as n o rm al  users. Thi s paper 
ex pl ai n s t he m an y  aspec t s o f  spam s. S pam  i s a rec en t  phen o m en o n  st art ed b y  t he ri se o f  t he I n t ern et  an d 
represen t s g reat  po t en t i al  f i n an c i al  g ai n s f o r spam m ers.  S pam m ers use v ari o us w ay s t o  g at her em ai l  
addresses an d ho w  t hei r ac t i v i t i es i m pac t  o t hers. There i s an  o n g o i n g  c o m pet i t i o n  b et w een  an t i -
spam m i n g  c o m m un i t y  an d t he spam m ers w i t h m an y  spam m i n g  t ec hn i q ues an d an t i -spam m i n g  
m et ho ds. F i n al l y ,  t he paper o f f ers so m e adv i c e o n  ho w  user c an  pro t ec t  t hem sel v es f ro m  spam  an d 
reduc e em ai l  po l l ut i o n .  
 
2.  W hat  i s Em ai l  S pam   
S pam  i s m i susi n g  t he i n t ern et  w i t h t he n um ero us c o pi es o f  t he sam e m essag e. I t  i s an  at t em pt  o f  f o rc i n g  
users t o  rec ei v e m essag es t hat  are n o t  req uest ed b y  t hem . E m ai l  S pam  i n v o l v es sen di n g  di rec t  em ai l s t o  
users em ai l s address. S pam m ers ret ri ev e t he em ai l s addresses f ro m  v ari o us so urc es an d sen d n um ero us 
un w an t ed m ai l s i n  b ul k  t o  al l  t he em ai l  addresses at  a t i m e. These spam  m ai l s are c al l ed U n so l i c i t ed B ul k  
E m ai l  ( U B E )  o r U n so l i c i t ed C o m m erc i al  E m ai l  ( U C E ) ,  t hat  usual l y  c o n t ai n  c o m m erc i al  c o n t en t  w .r.t  
adv ert i si n g ,  pro duc t  sc hem es,  et c .  
E m ai l  S pam  st art ed i n  1 9 9 0  w hen  I n t ern et  w as m ade av ai l ab l e t o  t he g en eral  pub l i c . I t  has g ro w n  t o  suc h 
an  ex t en t  t hat  spam  em ai l s c o m pri se up t o  8 0  - 8 5 %  o f  t he em ai l s i n  t he w o rl d.[ 1 ]  I t  has b een  suc c essf ul  i n  
c o n f usi n g ,  f rust rat i n g  an d an n o y i n g  m i l l i o n s o f  users t i l l  dat e. I t  i s di f f i c ul t  t o  def i n e spam  b ut  i t  f o l l o w s 
" Y o u k n o w  i t  w hen  y o u see i t "  phen o m en a. S i n c e t hen  spam m ers hav e b een  i n v adi n g  users’  i n b o x  w i t h 
b ul k  m essag es c o n t ai n i n g  am az i n g  pro duc t  deal s,  adul t  w eb si t es an d " g et  ri c h o v ern i g ht "  sc hem es an d 
o f f eri n g s an d l et t ers w hi c h hav e n o t  b een  sub sc ri b ed b y  t he user b y  c ho i c e.   
 
3 .  Reaso n s f o r S pam   
The m ai n  m o t i v at i o n  f o r spam m ers i s m o n ey  an d t he c o st  i n v o l v ed i n  sen di n g  m ai l s. S pam m ers sen d 
m i l l i o n s o f  m ai l s i n  t he ho pe t hat  f ew  peo pl e w i l l  respo n d. E v en  i f  t he respo n se rat e i s l o w ,  t he 
spam m ers st i l l  b en ef i t  as t he c o st  o f  sen di n g  t ho se m i l l i o n s m ai l s i s st i l l  z ero . F o r ex am pl e,  i f  a perso n  
w an t s t o  sel l  a pro duc t  f o r 1 $  an d he sen ds a m ai l  w i t h t hi s o f f er t o  1  m i l l i o n  peo pl e. E v en  i f  0 .1 %  o f  t he 
peo pl e respo n se t o  t he o f f er,  t he spam m er earn s $ 1 0 0 0 0  w i t ho ut  i n c urri n g  an y  c o st . A l l  t hat  a perso n  
req ui res i s a l i st  o f  v al i d em ai l  address,  spam m i n g  so f t w are an d em ai l  serv er an d t he pro c ess i s c heap,  
f ast  an d si m pl e.   
I n  addi t i o n ,  t here i s a l o t  o f  c o st  i n v o l v ed i n  t he o t her m ean s o f  adv ert i sem en t s l i k e pri n t  ads,  n ew spaper,  
et c . Thi s m ak es adv ert i sers di sc ri m i n at e am o n g  t he rec i pi en t s as w el l  as t he v o l um e o f  ads sen t  o ut  as 
eac h addi t i o n al  ad i n c urs an  addi t i o n al  c o st . I n  c ase o f  em ai l  spam ,  t he c o st  i n v o l v ed i n  sen di n g  t he f i rst  
em ai l  i s t he sam e as t he o n e m i l l i o n t h em ai l .    
 
4 .  A n al y si s  
4.1 How Spam Works  
There are t hree part i es respo n si b l e f o r a spam  em ai l  t o  reac h o n e' s i n b o x . They  are as f o l l o w s:  [ 2 ]  
1. Advertisers :  The m ai n  c ause o f  spam  i s t he n eed f o r so m eo n e t o  adv ert i se ab o ut  a pro duc t  t hat  he 
i n t en ds t o  sel l . S o m e o f  t hem  are spam m ers t hem sel v es w ho  k n o w  ho w  t o  sen d spam  m ai l s t o  ev ery o n e. 
W hi l e t he rem ai n i n g  are j ust  o rdi n ary  peo pl e w ho  are c o m put er i l l i t erat e w ho  hi re so m e t hi rd part y  
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ex pert s t o  sen d spam  m ai l s o n  t hei r b ehal f . These adv ert i sers are respo n si b l e f o r t he c o n t en t  o f  t he m ai l s 
an d t he po i n t  o f  c o n t ac t  f o r user respo n se.   
2 . S p a m  S ervic e P ro viders:  The S pam  P ro v i ders are t he peo pl e w ho  po ssess t he req ui red k n o w l edg e,  
ex pert i se,  hardw are an d so f t w are t o  sen d o ut  a m i l l i o n  em ai l s. These pro v i ders c harg e t he adv ert i sers f o r 
sen di n g  spam  em ai l s o n  b ehal f  o f  t hem . E v en  i f  t he respo n se rat e f o r t he adv ert i sem en t  i s 0 % ,  t he spam  
S erv i c e P ro v i der earn s hi s share o f  pro f i t .   
3 . S p a m  S u p p o rt S ervic es:  The S pam  S uppo rt  S erv i c es i n c l ude t he w eb  si t e ho st i n g  c o m pan i es an d I S P s 
l o c at ed i n  c o un t ri es w here spam m i n g  i s l eg al . S pam  S uppo rt  S erv i c es f i n d I S P s w i l l i n g  t o  o f f er suppo rt  
serv i c es i n  c o un t ri es l i k e C hi n a,  A rg en t i n a,  B raz i l .   
 
4.2  Sou rc e s of  e mai l s A d d re sse s  
The m o st  c o m m o n  q uest i o n  t hat  w o rri es users w hen  t hey  rec ei v e a spam  m ai l  i s ho w  do  spam m ers g et  
t hei r em ai l  address w hen  users hav e n o t  g i v en  i t  b y  c ho i c e?  S pam m ers g et  v al i d em ai l  addresses f ro m  a 
n um b er o f  so urc es,  an  i n c o m pl et e b ut  m o st  t y pi c al  so urc es i n c l ude:    

1 . N ew sg ro u p s a n d C h a t ro o m s:  P eo pl e m an y  a t i m es use t hei r sc reen  n am es o r spec i f y  t hei r em ai l  
addresses i n  n ew sg ro ups an d c hat  ro o m s. The spam m ers easi l y  g et  t he em ai l  addresses b y  usi n g  
t hei r so f t w are.  

2 . W eb sites:  S pam m ers c an  easi l y  run  a pro g ram  t hat  w o ul d f et c h em ai l  addresses f ro m  w eb si t es 
c o n t ai n i n g  an y  ref eren c e em ai l  addresses. I n  addi t i o n  spam m ers c an  al so  f et c h addresses o f  users 
part i c i pat i n g  i n  f o rum s an d di sc ussi o n s o n  an y  w eb si t e.  

3 . E m a il  S ervers:  S pam m ers c an  o b t ai n  em ai l  addresses f ro m  l arg e em ai l  ho st i n g  c o m pan i es l i k e 
Y aho o ,  H o t m ai l ,  M S N ,  et c . They  use a di c t i o n ary  at t ac k  t hat  uses a so f t w are t o  o pen  up t o  t he 
t arg et  m ai l  serv ers an d sen ds m ul t i pl e ran do m  em ai l  addresses. The “ l i v e”  addresses are t hen  
rec o rded b y  t he spam m er' s so f t w are. Thi s l i st  i s t hen  shared w i t h o t her spam m ers.  

4 . Advertisem en t:  The m o st  c o m m o n l y  used m et ho d i s sen di n g  at t rac t i v e pro duc t  sc hem es t o  users 
t hro ug h em ai l s.  These m ai l s o f t en  t em pt  users t o  spec i f y  t hei r em ai l  addresses an d t hus 
spam m ers g et  v al i d em ai l  addresses o f  suc h users. I n  addi t i o n  t o  t hi s,  users so m et i m es 
un sub sc ri b e t o  o f f ers o r n ew sl et t ers w hi c h m ak e t hei r em ai l  addresses av ai l ab l e t o  spam m ers.  

5 . E m a il  a ddresses f ro m  C o m p a n ies:  E m ai l  addresses o f  n um ero us users are so l d t o  spam m ers b y  
m an y  c o m pan i es i n  t he f o rm  o f  C D s.  

6 . C o m p ro m ised c o m p u ters:  H ac k ers c an  suppl y  addresses ( address b o o k s o r do c um en t s w i t h 
em ai l  addresses)  f ro m  c o m pro m i sed m ac hi n es t o  spam m ers. 

7 .  S o c ia l  en g in eerin g :  The spam m er uses a ho ax  t o  c o n v i n c e peo pl e t o  suppl y  em ai l  addresses. A n  
ex am pl e i s an  em ai l  det ai l i n g  a si c k  c hi l d w ho se l i f e depen ds o n  do n at i o n  f ro m  an  o rg an i z at i o n ,  
c c ' ed o n  t he m ai l ,  w hi c h w i l l  do n at e m o n ey  b ased o n  t he n um b er o f  p e o p l e  w h o  g e t  t h e  e m a i l .  
S i n c e  t h e  o r g a n i z a t i o n  i s  t h e  s p a m m e r ,  u s e r s  a r e  w i l l i n g l y  g i v i n g  u p  e m a i l  a d d r e s s e s  
e v e r y  t i m e  t h e  m a i l  i s  f o r w a r d e d .  
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4.3  E f f e c t s of  spam 
W hi l e m o st  o f  us rec ei v e sev eral  spam s a day ,  t he ef f ec t s o f  spam s are m uc h m o re seri o us w hen  l o o k i n g  
at  l arg e sc al e. 

1 . V ery  c o stl y :   S pam m i n g  i s t he o n l y  f o rm  o f  adv ert i sem en t  w here t he c o st  al m o st  en t i rel y  i n c urs 
o n  t he rec ei v ers. S pam m ers c an  g en erat e m i l l i o n s o f  em ai l s a day  f ro m  a si n g l e c o m put er w i t h 
m i n i m al  c o st ,  I n t ern et  c o n n ec t i o n  f ee. M ul t i pl y  t hi s si n g l e spam m i n g  c o m put er b y  t ho usan ds o r 
m i l l i o n s an d t he am o un t  o f  spam s o n  t he I n t ern et  i s un i m ag i n ab l e. The rec ei v i n g  m ai l  serv ers 
hav e t o  spen d C P U  c y c l es f i l t eri n g  al l  i n c o m i n g  m ai l s f o r spam . F i l t eri n g  a spam  sen t  t o  sev eral  
t ho usan d ac c o un t s m ay  t ak e sev eral  sec o n ds o n  t he serv er. The spam  m ac hi n e w hi c h sen ds 
m i l l i o n s o f  spam s a day  w o ul d req ui re sev eral  m ai l  serv ers dedi c at ed t o  j ust  f i l t eri n g  spam s. 
S t o rag e i s an o t her v ery  ex pen si v e aspec t  o f  spam s w hi c h i n  m an y  c ases c o n t ai n  i m ag es. I f  spam  
f i l t eri n g  i sn ' t  en f o rc ed,  i t ' s c o n c ei v ab l e t hat  t erab y t es o f  w ast ed st o rag e o n  spam s. Thus,  spam  f o r 
c o m pan i es i s a m aj o r so urc e o f  w ast ed reso urc es i n  t erm s reduc ed serv i c e q ual i t y  an d 
av ai l ab i l i t y . 

2 . U n u sa b l e m a il s:  I n ef f ec t i v e an t i -spam  so f t w are o r un f i l t ered m ai l  ac c o un t s m ay  w el l  b e un usab l e 
i f  t here' s a hi g h rat i o  o f  spam s t o  real  m ai l . A s a ex peri m en t ,  a H o t m ai l  ac c o un t  w i t h n o  f i l t eri n g  
w o ul d g et  an  av erag e o f  t hi rt y  o r m o re spam s. Thi s n um b er c an  b e si g n i f i c an t l y  hi g her i f  t he m ai l  
serv er di dn ' t  hav e an t i -spam  so f t w are. A  m ai l  user w ho  sees o n e real  m ai l  o ut  o f  t hi rt y  o r f i f t y  
m essag es w o ul d b e v ery  w eary  o f  t hi s m o dern  c o m m un i c at i o n  t ec hn o l o g y . 

3 . U n so l ic ited w o rth l ess in f o rm a tio n :  Thi s i s t he m o st  o b v i o us n eg at i v e aspec t  o f  spam  as t he 
c o n t en t s are t y pi c al l y  usel ess t o  9 9 .9 %  o f  t he rec ei v ers. To  m o st  users,  deal i n g  w i t h spam  i s a t i m e 
c o n sum i n g  t ask  t hat  y i el ds n o  b en ef i t  ex c ept  f rust rat i o n . 

4 . H a c k in g :  Thi s i l l eg al  prac t i c e i s used t o  g at her em ai l  addresses o r t o  sen d dec ei v e m ai l  serv ers b y  
sen di n g  spam s f ro m  c o m pro m i sed c o m put ers. 

5 . I l l eg a l  sp a m :  W hi l e m o st  spam s are q ui t e harm l ess i n  t he sen se t hat  t hey  are m ark et i n g  at t em pt s. 
S o m e spam  c o n t en t s are c o n si dered i l l eg al  an d m ay  c ause t ro ub l e t o  i n n o c en t  rec ei v ers. 
E x am pl es w o ul d b e po rn  so l i c i t at i o n s t o  users i n  c o un t ri es w here po rn o g raphy  i s i l l eg al  an d/ o r 
so l i c i t at i o n  t o  po l i t i c al  si t es t hat  are c o n si dered i l l eg al  b y  t he rec ei v er' s rul i n g  g o v ern m en t . 

  
4.4 A n t i -spam me asu re s 
The o n g o i n g  b at t l e b et w een  an t i -spam  c o m m un i t y  an d spam m ers i s si m i l ar t o  o n e b et w een  
c ry pt an al y si s an d c ry pt o g raphy . B el o w  are det ai l s o f  an t i -spam m i n g  t ec hn i q ues t o  b l o c k  ex i st i n g  spam s 
an d ho w  spam m ers g et  aro un d t hese t ec hn i q ues. 

1 . K ey w o rd detec tio n :  E m ai l  serv i c e pro v i der o r m ai l  c l i en t  used c ert ai n  t ex t  phrases t o  i den t i f y  
an d b l o c k  i n c o m i n g  m ai l s. Thi s m ec han i sm  i s ef f ec t i v e b ut  c an  al so  pro duc e f al se n eg at i v es 
w here l eg i t i m at e m ai l s al so  c o n t ai n s b l o c k ed phrases. M o reo v er,  spam m ers c an  easi l y  spo o f  t hi s 
det ec t i o n  b y  an  al t ered phrases ( e.g . v i ag ra’  t o  ‘ v 1 ag ra’ )  o r si m pl y  sen di n g  spam  m essag e 
em b edded i n  an  i m ag e rat her t han  pl ai n  t ex t . 

2 . B l a c k l ist - E m ai l  serv ers k eep a l i st  o f  I P s f ro m  w hi c h m ai l s are aut o m at i c al l y  den i ed. Thi s i s an  
ef f i c i en t  w ay  t o  b l o c k  spam s f ro m  k n o w n  spam m i n g  so urc es w i t ho ut  spen di n g  C P U  c y c l es t o  
ex am i n e t he c o n t en t s. The draw b ac k  i s c o n st an t  updat es o f  t hi s l i st  t o  i n c l ude n ew  spam m ers. 
H o w ev er,  spam m ers c an  c o n st an t l y  updat e t hei r I S P  ac c o un t s t o  c han g e I P s address w hi c h 
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ren ders t he b l ac k l i st  i n ef f ec t i v e. A ddi t i o n al l y ,  spam m ers c an  use a m ec han i sm  c al l ed B o t n et s 
w here a n et w o rk  o f  c o m pro m i sed c o m put er c an  b e c o n t ro l l ed f o r c ert ai n  ac t i v i t i es,  i n  t hi s c ase 
sen di n g  spam s o n  b ehal f  o f  t he spam m er. Thi s i s a c o o perat i o n  b et w een  hac k ers an d spam m ers 
t o  c o m pro m i se m ac hi n es f ro m  w hi c h t hey  sen d spam s. B l ac k l i st  are ei t her i n ef f ec t i v e ag ai n st  t hi s 
t ec hn i q ue o r m ark i n g  t hese I P s as f al se n eg at i v es ( spam m ers)  an d b l o c k  al l  m ai l s f ro m  t hese 
c l i en t s. 

3 . K ey w o rd detec tio n  u sin g  O C R :  A n t i -spam  so f t w are perf o rm s k ey w o rd det ec t i o n  w i t h t ex t  
deri v ed f ro m  i m ag es. H o w ev er,  spam m er c an  f uz z y  ( i n c l ude n o i se an d di st o rt i o n )  t he i m ag es t o  
m ak e i t  v ery  c o m put i n g  i n t en si v e,  i m prac t i c al ,   t o  g et  t ex t  f ro m  t he i m ag es. 

4 . N o  m a il  p o l ic y :  Thi s i s a po ssi b l e f i n al  an t i -spam m i n g  t ec hn i q ues t hat  el i m i n at es t he use o f  
em ai l s t hus ac c ept i n g  n o  em ai l s. I n  t hese c ases,  o rg an i z at i o n  repl ac es em ai l  c o m m un i c at i o n  w i t h 
o n l i n e f o rm s w here a sen der w i l l  ex pl i c i t l y  f i l l  o ut  an d sub m i t  t o  t ran sm i t  a m essag e t o  t he 
i n t en ded rec ei v er. W hi l e t hi s i s a st ro n g  so l ut i o n ,  i t  suf f ers f ro m  usab i l i t y  c o n c ern s. 

 
F urt herm o re,  t here are n ew  spam m i n g  t ren ds t hat  represen t  hug e c hal l en g es t o  t he an t i -spam m i n g  
c o m m un i t y . 

•  S p a m  a s a tta c h m en t:  Thi s appro ac h k ey s o n  t he f ac t  t hat  m o st  peo pl e ex pec t  spam s t o  b e t ex t  
an d at t ac hm en t  o f  c ert ai n  t y pes are t y pi c al  i m po rt an t ,  b usi n ess do c um en t . A n t i -spam  so f t w are 
are t y pi c al l y  w ri t t en  t o  an al y z e t he m essag e c o n t en t  b ut  n o t  t he at t ac hm en t s. W i t h t hi s 
i n f o rm at i o n ,  spam m ers n o w  sen d m ai l s w i t h t he m essag e at t ac hed as ei t her a P D F  o r M i c ro so f t  
E x c el  do c um en t . S i n c e b usi n esses c o n si der P D F  an d E x c el  f i l es as t he c o m m o n  m et ho d o f  
ex c han g i n g  o f f i c i al  do c um en t s,  users t y pi c al l y  n eed t o  o pen  t he at t ac hm en t ,  g et  spam m ed,  b ef o re 
t hey  c an  det erm i n e w het her o r n o t  t he at t ac hm en t  i s a spam . A t  t he m o m en t ,  o n l y  so m e an t i -
spam  so f t w are c an  f i l t er P D F  an d E x c el  c o n t en t s. 

• P a c k a g e in  z ip  f il e:  E n c l o si n g  a spam  i n  a z i p f i l e i s o n e o f  t he n ew  t ren ds t o  m ak e i t  harder t o  
i n spec t  at t ac hm en t . A n t i -spam m i n g  so f t w are w o ul d n eed y et  an o t her st ep t o  g et  t he c o n t en t  
b ef o re f i l t eri n g .  

 
5 .  H o w  t o  Red u ce an d  av o i d  S PA M 
 
There are sev eral  w ay s o f  appro ac hi n g  an t i -S P A M ;  ho w ev er,  a c o m b i n at i o n  o f  t hem  i s b et t er t han  a 
spec i f i c  an t i -S P A M  appro ac h. I n  c o n t ex t  o f  em ai l -S P A M ,  an  i n f rast ruc t ure c an  b e desi g n ed t o  det ec t  an d 
rem o v e S P A M  b ef o re em ai l s g et  t o  m ai l  serv er. F o r ex am pl e:  M ai l M arshal  G at ew ay  serv er t hat  c an  
rem o v e S P A M  b ef o re em ai l s reac h m ai l  serv er. [ 4 ]  
 
The arc hi t ec t ure o f  M ai l M arshal  i s si m pl e. C o m m o n l y ,  t here i s f i rew al l  o n  t he f ro n t en d o f  t he c o rpo rat e 
n et w o rk ;  ho w ev er,  f i rew al l  i s an  o pt i o n al  sy st em  an d i s n o t  req ui red f o r M ai l M arshal . O n c e t he t raf f i c  
i n c l udi n g  em ai l  t raf f i c  passes t hro ug h f i rew al l ,  em ai l  t raf f i c  en t ers t he M ai l M arshal  so  t hat  S P A M  c an  b e 
det ec t ed an d m an ag ed. M ai l M arshal  i s si m pl y  a c o n t en t  f i l t eri n g  g at ew ay  f o r S M TP . M ai l  t raf f i c  def i n ed 
as spam s are f i l t ered an d o t her al l o w ed m ai l  t raf f i c  f i n al l y  g et s t o  m ai l  serv er. A l l  t he c l i en t s c o n n ec t  t o  
m ai l  serv er t o  rec ei v e em ai l . 
M ai l M arshal  i s m ul t i l ay er sy st em  f o r det ec t i n g  an d m an ag i n g  S P A M . A  f ew  w el l  k n o w n  f eat ures are 
adv an c ed t ex t  an al y si s,  m essag e header an al y si s,  ho st  A n al y si s,  do m ai n  o r user b l ac k l i st s,  do m ai n  o r 
user w hi t el i st s,  an t i -rel ay ,  an t i -spo o f i n g  o f  l o c al  em ai l ,  D N S  b l ac k l i st s,  M A P S  R B L ,  rev erse D N S  l o o k ups,  
repo rt i n g . [ 4 ]  S o m e o f  t he f eat ures are desc ri b ed b el o w :  
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1 . A dv an c ed t ex t  an al y si s al l o w s sc an n i n g  t he t ex t  i n  t he em ai l . B ased o n  a c harac t ers o r array  o f  
c harac t ers,  t he em ai l  c an  b e c o n si dered S P A M . F o r ex am pl e:  i f  t ex t  i n c l ude “ F ree $ $ $ , ”  i t  c an  
c at eg o ri z ed as an  S P A M  em ai l  an d c an  b e b l o c k ed b ef o re reac hi n g  em ai l  serv er. 

2 . M essag e header an al y si s al l o w s sc an n i n g  o f  t he header si m i l ar t o  m essag e t ex t . B ased o n  t he 
k n o w n  t ex t s c at eg o ri z ed as S P A M ,  t he em ai l  c an  b e al l o w ed o r t rashed. M ai l  serv er do es n o t  g et  
t he em ai l . 

3 . H o st  an al y si s i s b ased o n  ho st n am e o r eq ui v al en t . S uppo se S P A M  em ai l s are c o m i n g  f ro m  a 
spec i f i c  ho st  o r k n o w n  ho st s,  t he em ai l  c an  b e c at eg o ri z ed as S P A M  an d t rashed b ef o re reac hi n g  
em ai l  serv er. 

4 . D o m ai n  o r user b l ac k l i st s al l o w s m ak i n g  dec i si o n  b ased o n  do m ai n  n am e. A  do m ai n  c an  hav e 
m ul t i pl e ho st s,  so  i t  b ec o m es ef f i c i en t  i n  b l o c k i n g  S P A M  em ai l  f ro m  ho st s f ro m  a c ert ai n  do m ai n  
n am e. I t  al so  reduc es t i m e an d c o n f i g urat i o n  i n f o rm at i o n  usi n g  do m ai n  n am e i n  addi t i o n  t o  ho st  
n am e. 

5 . W hi t el i st s are b ased o n  ex c ept i o n  i n  t erm s o f  do m ai n  n am e o r ho st n am e o r user. I n  o rder t o  
ex c l ude c ert ai n  ho st s an d users f ro m  a do m ai n ,  w hi t el i st s are v ery  usef ul  an d pro v i des so l ut i o n . 

 
S i n c e M ai l M arshal  i s m ul t i l ay er appro ac h,  em ai l  t raf f i c  g o es t hro ug h eac h l ay er an d b ased o n  eac h l ay er 
po l i c y ,  em ai l  are t rashed o r al l o w ed. A f t er m ai l  t raf f i c  passes t hro ug h f i rst  l ay er o f  spam  f i l t eri n g ,  i t  
m o v es t o  n ex t  l ay er. N ew  l ay ers c an  b e added an d i n sert ed w hereas ex i st i n g  l ay ers c an  b e m o di f i ed o r 
del et ed b ased upo n  t he n eed. 
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MailMarshal Operation 
     

M ai l M arshal  i s a v ery  g o o d appro ac h b ec ause i t  i s t ran sparen t  t o  c l i en t . C l i en t s do  n o t  k n o w  ab o ut  t he 
M ai l  m arshal . S o ,  users w i t ho ut  st ro n g  k n o w l edg e c an  b e ac c o m m o dat ed i n  t hi s appro ac h. B esi des,  t he 
po l i c y  appl i ed o n  t he M ai l M arshal  i s un i f o rm  f o r al l  t he users. I t  do esn ' t  req ui re spec i f i c  set  o f  po l i c y  f o r 
eac h user an d m ul t i pl e c o pi es o f  t he po l i c i es. F urt herm o re,  i t  pro v i des sc al ab l e appro ac h an d po l i c i es c an  
b e added o r del et ed o r m o di f i ed as n eeded. 
 
The b est  sc en ari o  i s t o  hav e serv er-si de spam  c o n t ro l  l i k e M ai l M arshal  an d c l i en t -si de spam  c o n t ro l . O n  
t o p o f  t he c o rpo rat e so l ut i o n s l i k e M ai l M arshal ,  em ai l  so f t w are l i k e M S  O ut l o o k  an d o n l i n e em ai l  l i k e 
G m ai l  al so  hav e an t i -S P A M  f eat ures b ui l t -i n . Thi s al l o w s t he en d users t o  hav e addi t i o n al  c o n t ro l  o n  
spam . The c o m m o n  w ay  t o  g et  c l i en t  so f t w are up-t o -dat e i s b y  updat i n g  an d upg radi n g  t hem  as updat es 
b ec o m es av ai l ab l e. 
 
M S  O ut l o o k  i s c l i en t -si de so f t w are t o  m an ag e an d st o re em ai l s l o c al l y . D epen di n g  o n  m ai l  pro t o c o l  used,  
c l i en t  po l i c i es c an  b e sy n c hro n i z ed w i t h serv er. F o r ex am pl e:  M i c ro so f t  E x c han g e S erv er i s a c o m m o n  
m ai l  so l ut i o n . The M S  o ut l o o k  c an  st o re em ai l s l o c al l y  an d sy n c hro n i z ed w i t h M S  E x c han g e S erv er. 
P ro t o c o l s suc h as I M A P  c an  al so  sy n c hro n i z e c l i en t  an d serv er so  t hat  c l i en t  an d serv er hav e sam e 
po l i c i es an d set t i n g s. S ev eral  o pt i o n s are av ai l ab l e t o  c o n t ro l  spam . F i l t ers c an  b e appl i ed b ased o n  t rust  
( saf e l i st )  o r j un k  po l i c i es. [ 8 ]  The dark  si de w hen  appl y i n g  t hese f i l t ers i s t hat  so m e o f  t he m ai l s t hat  are 
n o t  j un k s al so  are m ark ed as j un k  an d sen t  t o  J un k  f o l der.  
 
O n  t he o t her han d,  G m ai l  uses aut hen t i c at i o n  t o  v al i dat e em ai l  an d uses O C R . [ 9 ]  G m ai l  c l ai m s t o  hav e 
dec reased t he n um b er o f  spam  m ak i n g  t o  i n b o x  f o l der t hro ug h ri g o ro us c hec k  o n  al l  sen ders t hro ug h 
aut hen t i c at i o n . [ 9 ]  
 
S o ,  a c o m b i n at i o n  o f  serv er-si de al o n g  w i t h c l i en t -si de spam  f i l t eri n g  i s t he b est  so l ut i o n .  
 
6 .  F u t u re o f  S PA M 
 
S pam m ers hav e b een  ahead o f  an t i -S P A M  so l ut i o n s. The reaso n  i s an t i -S P A M  so l ut i o n  i s b ased o n  
ex i st i n g  S P A M . I t  has n o t  b een  po ssi b l e t o  pro v i de an t i -S P A M  so l ut i o n  t hat  c an  w o rk  o n  f ut ure S P A M . 
L o o k i n g  at  t he hi st o ry  o f  S P A M ,  i t  c an  b e predi c t ed t hat  S P A M  w i l l  k eep o n  ex i st i n g . H o w ev er,  S P A M  
c an  b e l i m i t ed b y  pro v i di n g  so l ut i o n  f o r ex i st i n g  spam  an d det ec t i n g  an d b l o c k i n g  n ew  spam  f ro m  t i m e 
t o  t i m e. 
 
S pam m ers use m ul t i pl e ho st s o n  t he n et w o rk  c l o uds t o  sen d spam  m o re ef f i c i en t l y . The i n t en t i o n  c o ul d 
b e ei t her b usi n ess t o  st eal  i n f o rm at i o n . The n o de i n  i n t ern et  t hat  pro c ess an d di st ri b ut e S P A M  i s al so  
z o m b i e n et w o rk . A t  t he b eg i n n i n g  t he spam m ers used t est  i n  m essag e an d header. The so l ut i o n  t hat  c an  
an al y z e t he t ex t  header an d m essag e w ere depl o y ed. Then ,  spam m er used i m ag e i n st ead o f  t ex t  an d t he 
ex i st ed so l ut i o n  di d n o t  w o rk . A  n ew  so l ut i o n  o f  O C R  ( o pt i c al  c harac t er rec o g n i t i o n )  w as pro v i ded t o  
t urn  t he i m ag e t o  t ex t . [ 5 ] [ 9 ]  
 
S pam m ers hav e k ept  o n  c han g i n g  f o rm at  o f  t he at t ac hed f i l e t o  t he em ai l  so  t hat  ex i st i n g  sy st em  b ec o m e 
un ab l e t o  det ec t  S P A M . F ro m  P D F  t o  Z I P  t o  di f f eren t  f o rm at ,  t he at t ac hed f i l e f o rm at  k eeps o n  c han g i n g . 
[ 5 ]  
 
I t  i s i m po ssi b l e t o  b l o c k  al l  t he S P A M  i n  f ut ure b ec ause t he n ew  c at eg o ry  o f  S P A M  k eeps appeari n g  i n  
t he i n t ern et . The o n l y  ef f i c i en t  w ay  t o  b l o c k  S P A M  em ai l  ef f i c i en t l y  i s t o  use sc al ab l e so l ut i o n s l i k e 
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M ai l M arshal . D epl o y  an d m o di f y  t he po l i c i es as n eeded t o  f i t  t he n eed o f  t he o rg an i z at i o n .  
 
O n  t he o t her han d,  t he sc al ab l e so l ut i o n  i s g o i n g  t o  c o st  m o re c o m pared t o  c l i en t -si de b ased so l ut i o n . 
The presen c es o f  dedi c at ed an t i -S P A M  serv ers c an  hel p t o  el i m i n at e k n o w n  S P A M  f ro m  g et t i n g  t o  m ai l  
serv er. H o w ev er,  n o rm al  users an d sm al l  c o m pan i es m ay  n o t  b e ab l e t o  depl o y  dedi c at ed serv ers f o r 
an t i -S P A M  so l ut i o n s. B ut  I S P  c an  c o n t ro l  f o r n o rm al  users b ut  i t  m i g ht  n o t  b e ef f i c i en t  c o m pared t o  
o rg an i z at i o n  dedi c at ed spam  f i l t eri n g  sy st em . 
 
F o r en t erpri se l ev el ,  i t  b ec o m es f easi b l e t o  depl o y  dedi c at e an t i -S P A M  serv er so l ut i o n . The serv ers 
po l i c i es c an  b e m o di f i ed an d added as n eeded. I n  addi t i o n ,  t he S P A M  do es n o t  req ui re hardw are c o st  
o v erhead. S o ,  spam m ers hav e b een  ab l e t o  i n c rease n um b er o f  S P A M  ex po n en t i al l y . Thro ug h di f f eren t  
so f t w are an d sc ri pt i n g  l an g uag e,  spam m er c an  easi l y  sen d spam  t o  m ul t i pl e users at  o n c e o r sen d spam  
t o  eac h user o n e at  a t i m e. S pam m er c an  al so  sen d spam  w i t h f ak e ho st n am e o r do m ai n  t o  en d user.  
 
I t  has b ec o m e real l y  c hal l en g i n g  t o  pro v i de so l ut i o n s. M o reo v er,  t he o v erhead c o st  t o  depl o y  t he 
ex pen si v e an t i -spam  so l ut i o n  m ay  n o t  b e af f o rdab l e f o r m i d-si z e o rg an i z at i o n  o r reg ul ar user. 
F urt herm o re,  em ai l  di st ri b ut i o n  l i st  m ak es i t  easi er f o r a spam m er t o  sen d a si n g l e spam  t o  m ul t i pl e 
users. A  di st ri b ut i o n  l i st  c an  i n c l ude m ul t i pl e em ai l  addresses t hat  c an  b e di st ri b ut i o n  l i st s an d en d user 
em ai l  addresses. M o st  l i k el y ,  ev ery  o rg an i z at i o n  has a m ai l  di st ri b ut i o n  al i as t hat  i n c l udes al l  t he 
em pl o y ees. I f  spam m er g et s t hi s m ai l  di st ri b ut i o n  al i as,  t hen  a spam m er c an  f l o o d t he o rg an i z at i o n al  
n et w o rk . Thi s i s an o t her i ssue t hat  w i l l  k eep o n  ex i st i n g  i n  f ut ure. 
 
I n  t o day ’ s c o n t ex t ,  i t  i s l i k el y  t hat  spam  i s g o i n g  t o  ex i st  i n  t he f ut ure. A s t he n um b er o f  i n t ern et  users i s 
g ro w i n g ,  so  t he n um b er o f  spam . A s dev el o pi n g  n at i o n s l i k e C hi n a an d I n di a are g ro w i n g  rapi dl y  i n  
i n t ern et ,  spam m ers an d an t i -spam  so l ut i o n s are g o i n g  t o  i n c rease t o o . Thi s y ear,  C hi n a has surpassed t he 
U S A  i n  t he n um b er o f  i n t ern et  users.  
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