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I. Introduction

Bluetooth is a short-range wireless technology, which facilitates data transmission.  It uses a radio technology called frequency-hopping spectrum [4]. Bluetooth can transmit data up to a range of 100 meters. This technology was initiated by Ericsson Communications, later on several companies joined together and formed a Bluetooth Special Interest Group and developed this technology.

A. Security Architecture

The establishment of a secure connection involves the following stages: [2]

· Initialization key generation 

· Authentication

· Generation of link key

· Link key exchange

· Generation of encryption key

Consider a scenario in which device A wants to communicate with device B. The device A sends the PIN to the device B after which the following steps take place.

1) Initialization key generation: The initialization key is generated using the PIN, public address of a particular Bluetooth device, length of the PIN, and a random number. SAFER+ algorithm is used in the generation of initialization key [2]. This key can also be a combination or unit key. The communicating devices need to agree upon the type of key to be used. Once A and B agrees upon the type of key to be used, the key is generated and the communication reaches the next phase. 

2) Authentication: Once the initialization key is generated, the next step is authentication, which involves a challenge-response scheme [2]. The device B sends a 128-bit challenge to the device A. The device A uses SAFER+ algorithm and returns the result to the device B. The device B compares the result given by device A with its own pre-computed result. If both of them are same, the next step continues. If the connection fails, the sender and the receiver need to wait for sometime before next attempt.

3) Generation of link key: A link key serves two purposes-Authentication between two devices, Generation of key, which controls the data encryption (which is done by link encryption key). There are two types of link keys: [1]

a) Semi-transparent link key: These keys are semi-permanent and these are of two types

· Unit key – This key is generated by one device and it is used to establish the connection between two devices (This is similar to public key).

· Combination key – This is jointly generated by the devices which are going to communicate.

b) Temporary key – These keys are short lived and they are of two types

· Initialization key – This key is generated during pairing of two devices.

· Master key – Bluetooth works on Master-slave concept. This key is generated by a master and it is transmitted to all the slaves.
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Each type of link key uses an algorithm to generate the key. Once the link key is generated, the link exchange takes place.

4) Link key exchange: The link key, which is generated by the device A is sent to the device B. [2]

5) Generation of encryption key: The user data sent by device A is encrypted before being sent to the device B. The ciphering keys are used in the encryption of data. They are of three types [1]

· Encryption key – This is the main key which controls the ciphering. Since the size of the key exceeds the allowed limit, the constrained encryption key is used.

· Constrained Encryption key - This key is used in the encryption of data.

· Payload key – This key, derived from the Constrained Encryption key is the initial state in which the ciphering engine is.
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Figure 2-Types of ciphering keys [1][7]

Thus, a secured communication takes place between device A and B.

B. Bluetooth Security
This technology provides security at the Application level, as well as, at the link layer levels. Bluetooth provides both Service-level security and Device level security. The security features of Bluetooth includes [3][4][9]

· Security mode 1 – This mode doesn’t provide any security. The key security aspects – authentication and encryption are bypassed in this mode.

· Security mode 2 – This mode provides security at the service level. The initiation takes place after the link connection is established.

· Security mode 3 – This mode provides security at the link level. This mode uses the link keys (explained later) for authentication and encryption.

· Security mode 4 – This mode is similar to mode 2 but with enhanced security features. This mode uses Elliptic Curve Diffie Hellman method for authentication and link key generation.

II. Attacks, Strengths, and Weaknesses [1]

A. Eavesdropping

Eavesdropping attack becomes easy when the bluetooth connection is set up with no link encryption [1]. The attacker can change the payload data during this attack. Even in an encrypted connection, it is still possible to manipulate the payload and its CRC correctly, so that the receiver could receive the data. But this depends on the strength of the encryption algorithm used. To recover the key used for ciphering, we need to know the payload key and the constraint key. Once the constraint key is obtained, eavesdropping can be performed. However, to-date there has been no successful attack to break the algorithm because of the time complexity involved.

B. Impersonation
Authentication is important for security in bluetooth communication [1]. When two bluetooth devices communicate, receiver should be sure that it is communicating with the original sending unit. Attacker can pretend to be original sending unit and change the payload. However, for the first one, attacker should give correct response to the challenge. There has been no report of successful attack on Safer+-based E1 algorithm in reasonable time.  To change the payload, attacker can modify the data and make necessary changes to the CRC. Since calculation of CRC is a linear operation, and even during ciphering we add the keystream to the data, it is easy to modify the payload. 

C. Pairing
When pairing is done in public places, it easily becomes vulnerable to attack. In pairing process, the link key is the initialization key KINT, which is computed as follows. [1]
KINIT = E22 (BD_ADDR_A, IN_RAND, PKEY)

where BD_ADDR_A is the device address and IN_RAND is the random number, and are communicated between the two bluetooth devices in clear text. If one can guess the PKEY, initialization key is obtained. This initialization key K, is used in the generation of the combination key KAB (Figure 3). All the parameters needed in the calculation of the combination key are passed in clear text and if we can guess K, we can compute KAB.

The attacker can also verify if the guess is correct by observing the authentication process that follows pairing. The authentication is a challenge response process where the claimant sends its address, BD_ADDR_claimant, to the verifier, which in-turn sends a random value AU_RAND to the claimant. The claimant sends the response, SRES, calculated as follows. 

SRES = E2 (BD_ADDR_claimant, AU_RAND, KAB)

The verifier also computes SRES’ and compares it with the SRES sent by the claimant. If they match authentication is successful. If the size of PKEY is small, attacker can try many values to see where SRES and SRES’ matches. Longer keys should be used for PKEY to ensure protection against key attacks.
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Figure 3-Derivation of combination key [1]










Figure 4-Authentication process [1]

4. Improper key storage
If the secret key is stolen, attacker can do an impersonation attack, which would become a serious problem [1]. Bluetooth USB plugs are widely in use today. A malicious USB device might pretend to be a good one and steal the keys if they are not protected properly. It is important to protect the bluetooth controller and the host when they are on different machines. Also, USB devices should pair with only allowed hosts and hosts should only pair with devices they have trusted relationship with. A Trojan horse could also move the keys database to a place where it would be easy for the attackers to tamper with the keys database.

Also, the attacker can add a link key of malicious device to the database without device pairing [1]. Then the host successfully bonds with the malicious device. The key database should be open for writing only to authorized resources. Encryption of key database will be good option for protection. An attacker could also erase keys from database or modify the keys and the corresponding CRC, which would prevent devices from using bluetooth services. The waiting time between unsuccessful authentications would also keep increasing resulting in denial of service to right devices. 

5. Location Tracking

A bluetooth device can be tracked using the radio signals it transmits. An attacker can track the movements of any user who carries a bluetooth device with whom his identity is linked [1]. To protect from these location privacy attacks, an anonymity node has been created. When device operates in this mode it frequently updates its address to a random new one, and thus makes it difficult to track it. Bluetooth address is 48 bits and has three parts, lower, upper, and non-significant parts of the address. These addresses are used in the calculation of certain access codes, CAC, DAC, IAC, that are present in every bluetooth packet. So by tracking these codes, one can keep track of the bluetooth device and also the person carrying it.

6. Implementation flaws

Only basic security features have been tested in bluetooth like pairing, authentication and link encryption. Many important features like key database management, memory protection have not been mandated and tested in the specification. These flaws have opened ways for the following attacks. [1]

1) Snarf attack: In this attack, the attacker is able to connect to the bluetooth device without alerting or getting the consent. He will also be able to access the portions of the personal data on victim’s device.

2) Backdoor attack: In order to gain the trust of the victim, the attacker erases the link from paired devices list while the link still exists in the key database. This way, without any permission, the attacker can access the services of the victim’s device.

3) Bluejacking: The attacker sends unsolicited messages to the victim’s bluetooth device. This can be done by actually appending the message to the address book entry and sending it to the device.

                               III. Security for bluetooth applications
Security is important for any wireless application. Bluetooth is one of the wireless technologies, which needs security. Bluetooth security depends on the application. Some applications need security some may not, because some applications are more security sensitive than others. The following are three bluetooth applications, which need good security mechanism [1]. 

· Headset.

· Network Access.

· SIM Access.
A. Headset 

The Bluetooth profile can be used for headset connections to cell phones, laptops.  The security association between two Bluetooth devices authenticates and encrypts the data between devices. The recommended security in Bluetooth is passkey [2]. Passkey is like password in computers, but it will be encrypted in transmission. Pass-key will prevent the illegal use of stolen headset.

A typical headset configuration can have two devices. They are Headset (HS) and Audio Gateway (AG) [2]. AG can be cellular phone, laptop, PC or any type of audio device. To protect the communication between two Bluetooth devices, they use authentication and encryption for avoiding eavesdropping. Security manager will control the security policy rules, which we use for authentication and encryption. If two Bluetooth devices want to setup a connection they need to store the pass-key and link keys. The HS may not have good user interface, which is why AG will set the passkey and link key of HS. AG will control the HS settings like pass key, link key, volume. The AG might be used for different applications in addition to audio. AG will operate in security mode 2 and HS will operate in security mode 3. Both can operate in security mode 1. 
B. Network Access

Bluetooth is used to access Internet from mobile phones [1]. First the connection to the Network Access Point (NAcP) is established. The Ethernet Packets will be encapsulated in Bluetooth packets so that the LAN could be accessed. Here we will discuss how to secure this kind of network access using Bluetooth. Alias authentication and DH-based pairing is suitable for network access scenario. It is hard to provide network access security with normal Bluetooth security mechanisms and so some additional security measures are needed.

New security architecture for network access using Bluetooth is common access key (CAK).  A CAK is a link key that is not limited to one particular link, but rather is used for all links that are established towards a particular network. The user will have one CAK for all access points belonging to same service provider. CAK will use baseband security mechanism for the access point roaming scenario. The Bluetooth baseband authentication is used to make sure that only legitimate users are able to connect to the LAN.

C. SIM Access 

The SIM (subscription identity module) card is an integrated circuit that is used in GSM telephony system. It is used to save the subscriber details and data and to connect to the GSM network securely [1]. The SIM can be used for other services, which is provided by GSM network. The Bluetooth SIM profile has procedures and protocols to access the network in a secure way. The SIM will have the passkey and the information to access the GSM network in a secure way. In order to use the SIM, we need to enter the PIN number, and sometimes a second PIN is also needed. The SIM access profile allows the card to be extended over Bluetooth link. Security mode 2 or 3 will be used. At least 16-bit key will be used for security, but the recommended key length is 128 bits. The PIN must be sent after establishing the secure connection with authorized GSM network.            

IV. Conclusion

In this paper, we have explained the security architecture of bluetooth, attacks, strengths, and weaknesses of bluetooth technology. We have also discussed security solutions for bluetooth applications. Even though, bluetooth has improved over the years in providing an inexpensive wireless solution, it still has some inherent security loopholes and also excessively consumes resources like power. Zigbee and Wibree are digital radio technologies, which perform same functions as Bluetooth, but with lesser power consumption. In order to succeed in the competition, the are working towards reducing the power consumption of Bluetooth and also improving the security
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