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1 Introduction

The Real Time Streaming Protocol (RTSP) is a client-server multimedia presentation control protocol.  It is an application-level Protocol, uses the port number 554 and is a text based protocol similar to HTTP which supports more number of requests.  Unlike, HTTP, the RTSP is a stateful protocol and the request-URI always contains an absolute URI.  It uses multicast UDP, UDP, and TCP as delivery channels for data transfer and was designed to leverage exiting web infrastructure.

The RTSP establishes and controls either a single or several time-synchronized streams of continuous media such as audio and video.  The sending of streaming data itself is not part of RTSP and usually RTP is used as the transport protocol.   However, RTSP doesn’t depend on any specific transport protocol and it allows both server and client to issue the requests.  RTSP acts as a Network Remote Control for streaming media by providing functionalities such as play, pause, stop, etc. that Video Cassette Recorder (VCR) provides, which makes the RTSP unique for media streams over the network.

Every RTSP URL identifies presentation and media stream.  A presentation description file that contains overall presentation and properties associated to the media the presentation is made up of is required by client, which can be obtained through HTTP or other means.  Using the RTSP URL received from the client, the RTSP points to the media server that handles the media stream specified in the URL.  A presentation may contain several media streams split across multiple media servers, which will be served by RTSP.  The description contains the transport methods the media server capable of.

2 RTSP Functions

This section describes functions that are supported by RTSP.

2.1 Retrieving Audio and Video from media servers

Using HTTP or some other means, the client can request a presentation description.  The media server will send the continuous media based on the requested presentation description, which could be either multicast or unicast.  For security, client sends a presentation description with unicast information.

2.2 Media Server in a conference

A media server can be “invited” to join an existing conference, either to play back media into the presentation or to record all or a subset of the media in a presentation. This mode is useful for distributed teaching applications. Several parties in the conference may take turns to play their media or record the presentation.

2.3 Addition of media to an existing presentation

This functionality is very useful for live presentations in which the media server can tell the client about the availability of additional media.

3 RTSP Properties

RTSP has a number of properties, which are described in this section.

· Extensible: This means that new methods and parameters can be easily added to this protocol.

· Easy to parse: Easy to parse by standard HTTP or MIME parsers.

· Secure: This protocol re-uses the security mechanisms, which are also supported by HTTP. It also re-uses the transport or network layer security mechanisms.

· Transport-independent: RTSP is transport independent i.e., it can use  an unreliable datagram protocol (UDP) , a reliable datagram protocol or Transmission Control Protocol as it has application level reliability.

· Multi-server capable: The media streams involved here can be on different servers. The client can establish control sessions at the same time with different servers. The transport layer performs the media synchronization.

· Control of recording devices: RTSP can control both playback and recording devices that can alternate between the playback and recording modes.

· Separation of stream control and conference initiation: Stream control and conference initiation are separated.

· Suitable for professional applications: RTSP supports frame-level accuracy and so remote digital editing is possible.

· Presentation description neutral: The protocol does not impose any restrictions on file formats so any file type can be used.

· Proxy and firewall friendly: RTSP supports proxy environments and also application and transport –layer firewalls.
· HTTP-friendly: RTSP is text based protocol similar to HTTP and it reuses the HTTP security mechanisms.
· Appropriate server control: RTSP Server provides a way to start and stop streams by the clients.
· Transport negotiation: It is possible for the client to select a transport method before processing a media stream.

4 RTSP States

The RTSP control messages are independent of the media that is being sent to the client from the media server.  Once, the media delivery starts, the media server continues on the selected transport protocol without requiring the RTSP requests.  RTSP maintains different session states described as follows.

· SETUP:   Client issues a SETUP request, which includes the transport mechanism is to be used for the streaming media.  After receiving the client request, the server allocates resources for a stream and starts an RTSP session.

· PLAY and RECORD:  In this state, the server uses the allocated resources for sending data via the mechanism specified in the SETUP request.

· PAUSE:  When server receives the PAUSE request, it temporarily halts the stream to which PAUSE is selected.  In this state, it doesn’t free the server resources.

· TEARDOWN:  In this state, the server frees all the resources associated to the selected stream.  The RTSP session ceases to exist on the server.

5 RTSP Security Considerations
There are similarities between RTSP and HTTP and hence all the security considerations that are used in HTTP will be used by RTSP.  Following are some of them, which are applicable for both HTTP and RTSP.
· AMs: RTSP allows the authentication Mechanisms that are supported by HTTP.
· Secure Server Log Information: RTSP server will have a logging mechanism using which all the logs will be saved.  Protecting these logs is one of the important things as they contain the information associated to the users.
·  Protect sensitive information: During the exchange of RTSP packets, some of the sensitive information may be hacked and hence it should be protected.

· Prevent File and Path Names: Paths specified in the RTSP URLs may be following the same directory file system structure that is defined on the server, which should be prevented from malicious users.

· Personal Information: The personal information passed through the RTSP such as user name, location, etc. should not be shared.  Thus some encryption methods must be used.
· DNS Spoofing: The duration of RTSP sessions are long, DNS spoofing rarely occurs.  However, DNS Spoofing attacks should be prevented.
There are some more security considerations which are required for RTSP implementations.

· DOS Attack: Denial Of Service attacks are quite common.  Hence, the RTSP server should allow only the clients based on their identity.
· Session Hijacking: Since, RTSP relies on other transportation protocols there may be a chance that a malicious client may issue a connection request with a random session identifier.  So, servers should use a non-sequential, large sequence session identifier to avoid such attacks.
· Authentication: Authentication is one of the important security considerations that should be implemented by RTSP.  Encryption should be used in the situations where tight security is required.
·  Stream Security: Since, RTSP uses transport protocols such as RTP, IP multicast, RSVP and IGMP for streaming, it should rely on the security features provided by those.
· Suspicious behavior: Servers should reject the setup requests, which do not match to the local security policies.
6 Definitions, Acronyms and Abbreviations

	HTTP
	Hyper Text Transfer Protocol

	RTP
	Real-time Transport Protocol

	RTSP
	Real Time Streaming Protocol

	Steaming Media
	It is multimedia that is constantly received by, and normally presented to, an end-user while it is being delivered by a streaming provider.

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator
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