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I. Introduction

Wireless Security, the name suggests its meaning, to prevent unauthorized access to any workstation or a computer connected to a wireless network.  Today, wireless communication equipments are growing larger in the market and used frequently to access email and enterprise data by logging into the Internet. Wireless clients can connect to a known AP (home) or an unknown AP (neighbor’s AP). 

In WLAN, Wireless LAN, mobile equipment uses radio wave (RF band) as a communication media that contains more threat and risk to maintain privacy due to sensitive communication media. An intruder could park outside a company and use their wireless station to try to “hack” into your company network and steal sensitive information. Also, an intruder could park, outside your company, check the SSID from the wireless scan, and host a dummy AP with that same SSID to get employees to connect. Once connected, the intruder could use dictionary attacks to hack into their machine. He can break the WLAN security by logging to any workstation and make it a compromised system to generate DDoS attacks, break the network, and make an enterprise server unavailable. 

History 

As of six years ago, both enterprise and domestic markets for wireless devices were using the emerging 802.11B standard. Now, there is a large number of users are connected to wireless networks through WiFi hot spots using the new 802.11ABGN wireless technology. Sometimes mistakenly, employees could connect to a different AP of another adjacent company’s overlapping wireless network, which makes a new route to steal corporate data. Without security, companies are reluctant to use wireless technology for their employees or visitors. So, the security is the major issue to protect the WLAN, to prevent access to secure or confidential data. Security professionals come to conclusion that it is the Data Link Layer (layer 2) problem [1]. IDS/IPS and firewall work on the network layer cannot detect or prevent any attacks like DDoS, ARP attacks, MAC spoofing, Wireless to Wireless attacks and Man in the Middle attack. So, there should be some mechanism to restrict malicious software to steal the confidential data. Security professional introduced WEP, it helps to secure wireless network like wired networks. Though it is the original encryption standard, crackers were successful to capture network packets and to examine those packets to find some encryption patterns. Wi-Fi Alliance has introduced WPA to overcome WEP faults [2]. Later on, many wireless security techniques have been introduced to protect the wireless networks. This paper will elaborates such techniques in detail.  

II. Home/Small Business Security

No Security

It is very unsafe to create or join a wireless network without any form of security. The biggest risk of unsecured wireless networks is that anyone can login to the network and can sniff packets from other users as well as conduct malicious attacks. It is recommended that home networks at the very least use a WEP key or ideally WPA security over no security at all. While it is fairly easy to setup a wireless network with security at home, almost all wireless hotspots and even wireless university networks are still left unsecured.

It is very difficult to prevent unauthorized access to hotspots because it is useless to give everyone a WEP or WPA passphrase because everyone would share the same keys, which is not much better than not having a passphrase at all. The only way to really have security for everyone is to setup an enterprise level system with individual user keys but would be unfeasible for the companies hosting the hotspots. Since it is difficult to create a security mechanism for public hotspots, it is a good policy to not login to any private websites or read important emails because the data can easy be intercepted by a third party. 
WEP

WEP is a wireless security method that uses a secret key shared between communicating parties to encrypt data being transferred. Its three main goals are confidentiality, access control, and message integrality. Data integrity is handled by a checksum using CRC-32 ICV checksum method and does not have anything to do with the cipher key used for data encryption and decryption. After the checksum has been calculated and added to the message, the plaintext result is encrypted using a 64-bit keystream using RC4. The key is created by combining a 24-bit initiation vector (IV) with a 40-bit WEP key [3]. The key combined with the plaintext using the XOR function to create the ciphered text. To help prevent the ciphered text from always being the same and easier to decrypt over time, the IV is changed randomly. While this may sound secure in practice, there are several weaknesses to how WEP has been implemented.

The biggest problem with WEP lies in it’s usage of RC4. Since the IV is only 24-bits, there are only 224 (about 16 million) variations on any given preshared key. With only a limited variation of keystreams, the keystreams start to be recycled after a period of time which makes messages more venerable to cryptanalysis attacks. In addition, it has been found that there are certain IVs that have a chance to reveal the keystream a small percentage of the time which can be exploited using the weak-IV attacks. A weakness of 802.11 packets where the LLC/SNAP headers are almost identical in every packet can be exploited in WEP by doing an XOR of the known header text with the ciphered text to find the first 8 byes of the keystream [3]. Since there were no rules set for which IV is used, an attacker can keep using the same IV over and over to inject his own packets.

WEP has also been found to be vulnerable to brute force attacks, fragmentation replay attacks, and packet injection attacks which can be combined to find a single keystream and eventually the WEP key [4]. Today, there are cracking applications widely available on the internet to break a WEP key and can even be used by people who don’t have the technical knowledge of how it works. These discoveries in the weakness of WEP have lead to the creation of WPA, its successor WPA2. Even with this knowledge widely available to the public, a survey conducted in 2005 found that 40% of home networks today still implement WEP security over its predecessor WPA [5].

WPA-PSK
Wi-Fi Protected Access (WPA) was developed as a solution to WEP’s vulnerabilities. In a small business or home setting, WPA uses Pre-shared Keys (PSK) which is a single pre-established passkey between the two parties. The WPA key is 128-bits, has a 48-bit IV, and uses RC4 stream cipher. While this just sound like a larger version of WEP, WPA implements two important systems in conjunction with PSK to secure a network, namely the Temporal Key Integral Protocol (TKIP) and the Message Integrity Check (MIC).

TKIP solves almost all of the issues WEP had with it’s keystreams by having a hashing algorithm for its keys as well as integrity checking functionality. The master key is never used to encrypt data. Base keys are generated by hashing together random numbers, MAC addresses, and a session secret [5]. These keys are only good for a limited number of packets and will be recalculated when they expire. The 48-bit IV is used as a counter in the packets. Every time a packet is sent, the IV is incremented and there can be no duplicate packets using the same counter number. In addition, the IV is also hashed instead of being sent as plain-text like in WEP.  With 48-bits, it is very difficult to know exactly what counter number a packet should contain to maliciously inject your own packets like you could in WEP.

To deal with the problem of a simple CRC-32 check that allows for modifying the packets, WPA uses the MIC. The MIC makes sure that the header texts as well as the payload to ensure both have not been tampered with. While WPA is considered much more secure than WEP, critics say that the use of PSK makes it vulnerable to dictionary based attacks. It is recommended that users have a password of 13 or more random characters to ensure that the password cannot be compromised [6]. 

III. Enterprise Wireless Security

Wireless security extends beyond the domestic market to the enterprise market servicing businesses. Companies would like to employ a wireless network at their company to provide wireless connectivity to visitors and intranet services to their employees. However, it is critical that hackers are unable to easily connect to the company’s intranet and steal important confidential information.

There are two different types of wireless security methods for enterprise called WPA-Enterprise and WPA2-Enterprise. The main differentiator between these two securities is the encryption method. WPA-Enterprise will use a mechanism called TKIP (Temporal Key Integrity Protocol). WPA2-Enterprise will use a stronger mechanism called AES (Advanced Encryption Standard).

WPA-Enterprise with TKIP

This security mechanism was used to fix WEP since WEP was very easy to break. TKIP uses RC4 128-bit encryption, which is a longer key length than WEP. The “T” in TKIP refers to temporal because the key changes for every packet sent. This means that if a hacker somehow obtains your key, it can’t be used on the next packet because the key changed already to something else. The per packet key is generated by a mixer that takes as inputs the base key, MAC address, and unique serial number.  The serial number is automatically incremented for each packet. The base key is generated when the station first associates to the access point via a hash function.

WPA2-Enterprise with AES

Joan Daemen and Vincent Rijmen designed AES encryption using in symmetric key cryptography in May 2002. This encryption method uses 256-bit block ciphers and is the most secure wireless method today. The data goes through several rounds of manipulation before being sent across the wire.


“Intial”


Data is converted into 256-bit blocks.


“SubByte” 

Each byte goes through 8-bit lookup tables.


“ShiftRows”

Shift each row in the block by an offset.


“MixColumns”
Each column 4-bytes are mixed.


“AddRoundKey”
Each block is XOR with subkey.

EAP (Extensible Authentication Protocol)

This protocol is an authentication framework that is currently used in enterprise-level security. EAP has a suite of authentication methods but wireless devices commonly use EAP-TLS, EAP-TTLS, EAP-PEAP, EAP-LEAP, and EAP-MD5. It should be noted that these authentication methods are independent of the encryption methods: TKIP and AES. This means that both WPA-Enterprise using TKIP and WPA2-Enterprise using AES can use any EAP methods.

The basic topology for EAP authentication is to use a wireless station, an access point, and a Radius server. However, it should be noted that both the wireless station and Radius server must fully support whatever EAP method is being used but all three devices must support TKIP and AES encryption methods. 

EAP-TLS (Transport Layer Security)

This authentication method is based on RFC 5216. This is considered the most secure EAP method and is based on PKI. This method requires digital certificates on both the wireless station and the Radius server. The only possible drawback is getting the digital certificate distributed for every client in the organization. The following is a simple transaction that occurs between the wireless client and the Radius server. There are no username or password being transmitted from the client to the Radius server.

1. Client sends a “Client HELLO” message that has the TLS version, supported cipher suite, compression methods, and a random number.

2. Server sends a “Server HELLO” message with the chosen TLS version, specific cipher method, compression method, and a random number.

3. Server sends its certificate to the client and sends a Server HELLO DONE” message that acknowledges the end of the handshake negotiation.

4. Client sends a ClientKeyExchange which has PreMasterSecret that is used to compute the actual secret key.

5. Client and Server then use the PreMasterSecret along with the random number to generate a “master secret” that is shared.

6. Client sends a ChangeCipherSpec message that notifies the server that all subsequent packets will be encrypted.

7. Client sends an encrypted Finish message that is a test for the server to ensure proper encrypted data transmission.

8. Server then tried to decrypt the message and verified the hash and MAC are correct. 

9. If successful, the Server will send a ChangeCipherSpec and Finish message to the client for encryption / decryption verification.

10. The client will decrypt the message and verify the hash and MAC are correct.

EAP-TTLS (Tunneled Transport Layer Security)

This authentication method was developed by Funk Software (later acquired by Cisco) and Certicom. This is a very popular authentication model because it does not require digital certificates on the client-side. The client authenticates via their username and password to a directory service like Active Directory or LDAP. Both the client and the server negotiate a cipher suite and compression method. The server will authenticate to the client using its PKI certificates. If the client does not have the CA-certificate installed, then a dialog box will show up asking to “trust” the certificate and store it in its local store.

The username and password send from the client is encrypted. This means that the encryption verification has already took place before the client is authenticated against the directory service. This method is not as secure as EAP-TLS but the advantage is you don’t need to create user certificates for every wireless station. The IT administrator would already need to add you into the company’s directory service, which is normally done anyway because of the advantages of using something like LDAP for email lists. 

EAP-PEAP (Protected Extensible Authentication Protocol)
There are two authentication methods used for this EAP method. The outer authentication method is referred to EAP-PEAPv0 or EAP-PEAPv1. PEAP in general refers to the initial authentication method. The inner authentication method is referred to as EAP-MSCHAPv2 or EAP-GTC. MSCHAPv2 or GTC is used to authenticate the wireless client to the Radius server.

PEAPv0 (EAP-MSCHAPv2)

This authentication method was developed jointly by Cisco Systems, Microsoft, and RSA Security and is very similar in design to EAP-TTLS. This authentication method also does not require any user certificates issued to wireless clients and authenticates via username and password. The “MS” in MSCHAP means Microsoft and is supported using Microsoft Radius server called IAS “Internet Authentication Server”.

PEAPv1 (EAP-GTC)

This authentication method was designed by Cisco after PEAPv0 was developed. This is similar to PEAPv0 but adds a challenge and response session between the client and server using GTC “Generic Token Card”. This method has not been widely adopted because Microsoft will not support PEAPv1 on Microsoft Windows products. In addition, Cisco, who developed and marketed EAP-FAST and EAP-LEAP does not market PEAPv1. 

EAP-LEAP (Lightweight Extensible Authentication Protocol)

This authentication is a proprietary authentication method developed solely by Cisco Systems. Cisco boasts that this method is simpler and easier to deploy because it does not require user-side certificates. However, the tradeoff of an easier deployment is also easier to compromise and hack into the wireless network. Network administrators that use LEAP recommends using complex user passwords. 

EAP-MD5 (Message-Digest Algorithm 5)

This authentication method has the least secure method among the EAP suite. The MD5 hash of your password is susceptible to dictionary hacks. This method does not use PKI, so there is no key generation necessary. The user only authenticates using their username and hashed MD5 password to the server but the server does not need to authenticate against the client. 

IV. Conclusion
There are a number of technologies to protect the wireless networks. If your organization uses wired network, EAP-MD5 is the good enough technology to provide security in most cases. But whenever wireless solutions apply to your organization, a network administrator needs to take extra care about the network security. He should be aware of the different types of attacks and how to mitigate the attack or restrict its effects. While using any wireless solution, security is the primary concern and network administrators can use WPA and WPA2 encryption technology to secure their WLAN. If your organization uses certificates, you can use EAP-TLS to provide better security. If you are using CISCO NAS (network attached storage), you can use LEAP to secure your network. 

Some preliminary steps to consider to make your network secure.

· WLAN devices should be secured using at least WEP security
· Use a “closed” network that does not broadcast the SSID

· Check and monitor the wireless network for weakness and compromise

· Personnel should be trained about wireless network security
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