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Abstract – The use of network firewalls, the systems that effectively isolate organizations internal network structure from an exterior network, was becoming popular from years ago. These firewall systems typically act as application-layer gateways between networks, usually offering controlled TELNET, FTP, and SMTP access. With the emergence of more sophisticated application layer protocols designed to facilitate global information discovery, there exists a need to provide a general framework for these protocols to transparently and securely traverse a firewall.

SOCKS is a generic, proxy protocol for handling TCP traffic through a proxy server. It can be used with virtually any TCP applications, including Web browsers and FTP clients. It provides a simple firewall because it checks incoming and outgoing packets and hides the IP addresses of client applications. There are two versions of SOCKS – V4 and V5. V5 adds an authentication mechanism for additional security. SOCKS was accepted as an IETF standard and is documented in RFC 1928, 1929, 1961.

INTRODUCTION

 SOCKS was originally developed by David and Michelle Koblas. Ying-Da Lee modified and extended it. That is the SOCKS version 4. It defines the message format and conventions to allow TCP-based application users transparent access across a firewall. The SOCKS user community then proposed and implemented a protocol extension to SOCKSv4 to eliminate the requirement for SOCKSv4 clients to resolve internal and external domain names. SOCKS v5 is defined in RFC 1928 by IETF in March, 1996. It extends the SOCKS version 4 to include UDP, and extends the framework to include provisions for generalized strong authentication schemes, and it also extends the addressing scheme to encompass domain-name and V6 IP address. There are two SOCKS v5 related RFCs. RFC 1929 describes Username/Password authentication protocol used for SOCKS version 5 authentication “subnegotiation”.  RFC 1961 provides the specifications for the SOCKS v5 GSS-API authentication protocol, defines a GSS-API –based encapsulation for provision of integrity, authentication and confidentiality.

What is SOCKS?

     SOCKS is a generic, proxy protocol for TCP/IP based networking application. It provides a flexible framework for developing secure communications by easily integrating other security technologies. SOCKS consists of two parts: SOCKS server, a program that is run on a host that can communicate directly with both the Internet and the internal computers on the network, According to the OSI model, the SOCKS server is implemented at the application layer. SOCKS client is a specially modified Internet client programs that know to contact the SOCKS server instead of sending requests directly to the Internet. The SOCKS client is implemented between the application and transport layers. 
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Figure 1: SOCKS Client and Server
How does it work?

The client connects to a SOCKS proxy server by sending a connection request. The SOCKS server then checks its access control list to see if the connection should be accepted or rejected. 

      [image: image2.png]S0CKS Connection Setup

TCP Connect and TCP Connect
SOCKS Request: (sYN)

S0CKS Reply TCP Connect
ack





Figure 2: SOCKS Connection Setup.
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Figure3: SOCKS Data Relay.

After connection is built up, the SOCKS server connects to the application server on behalf of the client. The proxy server relays data between the client and application server. For the application server, the proxy server is the client. SOCKS can also be used to allow computers behind a firewall to receive connections, In this case, a connection is opened to the SOCKS server, which in turn gets ready to accept connections from the Internet. 

SOCKS VERSION 4

The SOCKSv4 protocol defines the message format and conventions to allow TCP-based application users transparent access across a firewall. During connection setup, the SOCKS server grants access based on TCP header information including IP addresses, and source and destination host port numbers. The protocol has two basic operations: CONNECT and BIND.

CONNECT request and reply

The client sends a CONNECT request to the SOCKS server. The request packet includes SOCKS protocol version number which is 4 here, SOCKS command code and should be 1 for connection request, the port number and the IP address of the destination host and userid. The format is as following:



+----+----+----+----+----+----+----+----+----+----+....+----+



| VN | CD | DSTPORT |      DSTIP        | USERID       |NULL|



+----+----+----+----+----+----+----+----+----+----+....+----+

 # of bytes:
   1    1      2              4           variable       1

Figure 4: CONNECT request format.

The server checks the request, basing on the information in the request the server decides whether such a request should be granted. If the request is granted, the server makes connection to the specified port of the destination host. The server sends a reply packet with the SOCKS version number, result code, the port number and the IP address of the destination host to the client about the status. 

             +----+----+----+----+----+----+----+----+

                             | VN | CD | DSTPORT |      DSTIP        |

                             +----+----+----+----+----+----+----+----+

               # of bytes:
    1    1       2              4

Figure 5: CONNECT reply format.

BIND request and reply

Since the destination server only knows the SOCKS server IP, so it will try to connect back to the SOCKS server. Therefore the SOCKS server should listen on a port. The client should send the request specially to ask the SOCKS server to listen on the dedicated port for an inbound connection. This is what the BIND operation provides. The request packet is identical to the CONNECT request packet, but the CD should be set to 2 to indicate a BIND request. 


+----+----+----+----+----+----+----+----+----+----+....+----+



| VN | CD | DSTPORT |      DSTIP        | USERID       |NULL|



+----+----+----+----+----+----+----+----+----+----+....+----+

 # of bytes:
   1    1      2              4           variable       1

Figure 6: BIND request format.

The server replies to the client with a packet identical to the reply packet of the CONNECT request. In this case the dstport field has a special meaning, which is the port number on which the socks server will listen to inbound connection that will be relayed back to the client. The socks server maintains the connection with the client, until the application server tries to connect back. In such a case, the socks server sends a second reply packet. From now on, it continues by relaying all data arriving from the application server, back to the client.

                  +----+----+----+----+----+----+----+----+



| VN | CD | DSTPORT |      DSTIP        |



+----+----+----+----+----+----+----+----+

 # of bytes:
   1    1      2              4

Figure 7: CONNECT reply format.

SOCKS Version 4 Extension (SOCKS 4A):

The SOCKS user community proposed and implemented a simple extension to SOCKS v4 that allows a client that cannot resolve the destination host’s domain name to specify it. It eliminates the requirement for SOCKSv4 clients to resolve internal and external domain names. Instead, the client appends the unresolved domain names to the client request, SOCKSv4 servers can attempt to resolve domain names. 

The client should set the first three bytes of DSTIP to NULL and the last byte to a non-zero value (This corresponds to IP address 0.0.0.x, with x nonzero, an inadmissible destination address and thus should never occur if the client can resolve the domain name). The client must send the destination domain name and terminate it with another NULL byte. This is used for both CONNECT and BIND requests.

              +----+----+----+---+---+---+---+---+---+---+...+----+---+---+...+----+


     | VN | CD | DSTPORT| DSTIP 0.0.0.x | USERID    |NULL| HOSTNAME  |NULL|


     +----+----+----+---+---+---+---+---+---+---+...+----+---+---+...+----+

 # of bytes:     1    1      2           4         variable      1   variable    1

Figure 8:  Request format.

How is SOCKS plugged in

Here is an example showing how the SOCKS is plugged in on UNIX. The SOCKS client software works by replacing calls to the UNIX socket functions - connect(), getsocketname(), bind(), accept(), listen() and select() - with its own versions of these functions. In practice, this replacement is done by adding a few macro definitions to the CFLAGS in the Makefile of the program that is used to compile the network client program, and then linking the resulting program with the SOCKS library.
When a SOCKS-modified client attempts to connect to a server on the Internet, the SOCKS library intercepts the connection attempt and instead opens up a connection to the SOCKS server. 

SOCKS Version 4 Weakness

There are two major weaknesses in SOCKSv4 protocol: lack of strong authentication and the requirement to recompile applications with SOCKSv4 client library.

SOCKS VERSION 5
SOCKS v5 adds support for UDP – a method for forwarding UDP packets through the SOCKS server. It also adds support of IP v6 addresses – remote servers may be specified by DNS hostname or Ipv6 addresses (in addition to SOCKS v4 support for IP v4 addresses). It adds support of various authentication methods for the server to authenticate the client. The messages exchanged in SOCK v5 and their formats are totally different from SOCKS v4. The designated port numbers for SICKS v5 is 1080.

Authentication method negotiation:

With SOCKS v5, a client needs to authenticate itself with the SOCKS server, and then send requests. Applications on the internal network need to authenticate themselves to the SOCKS server. A range of authentication methods is supported. The application client states to the SOCKSv5 server the authentication methods it wishes to use. The SOCKSv5 server sends a message to the client announcing the method the client should use. The SOCKSv5 server determines the authentication method based on the security policy defined in the SOCKSv5 server's configuration. If the client's declared methods fail to meet the security requirement, the SOCKSv5 server drops communication. 

The version identifier/method selection message includes the VER field setting to X’05’ for this version of the protocol, the NMETHODS field containing the number of authentication methods it provided and the METHODS having the list of methods.
                             +----+----------+----------+

                             |VER | NMETHODS | METHODS  |

                             +----+----------+----------+

                             | 1  |    1     | 1 to 255 |

                             +----+----------+----------+

Figure 9:  Authentication method selection message format.

  The server selects from one of the methods given in METHODS, and

   sends a METHOD selection message:

                                 +----+--------+

                                 |VER | METHOD |

                                 +----+--------+

                                 | 1  |   1    |

                                 +----+--------+

Figure 10:  Method selection message format.

If the selected METHOD is X'FF', none of the methods listed by the client are acceptable, and the client MUST close the connection. The values currently defined for METHOD are:

· X'00' NO AUTHENTICATION REQUIRED

· X'01' GSSAPI

· X'02' USERNAME/PASSWORD

· X'03' CHAP

· X'04' to X'7F' IANA ASSIGNED

· X'80' to X'FE' RESERVED FOR PRIVATE METHODS

· X'FF' NO ACCEPTABLE METHODS

The client and server then enter a method-specific sub-negotiation.

Request, Addressing and Reply:

Now, the client sends the request details.  If the negotiated method includes encapsulation for purposes of integrity checking and/or confidentiality, these requests MUST be encapsulated in the method-dependent encapsulation. The SOCKS request is formed as follows:

                 +----+-----+------+------+----------+----------+

                 |VER | CMD | FLAG | ATYP | DST.ADDR | DST.PORT |

                 +----+-----+------+------+----------+----------+

                 | 1  |  1  |  1   |  1   | Variable |    2     |

                 +----+-----+------+------+----------+----------+

Figure 11:  SOCKS v5 request format.

Where:

· VER    protocol version: X'05'

· CMD

· CONNECT          X'01'

· BIND             X'02'

· UDP ASSOCIATE    X'03'

· IANA Reserved    X'04' to X'7F'

· Private methods  X'80' to X'FF'

· FLAG    command dependent flag (defaults to X'00')

· ATYP    address type of following address

· IP V4 address     X'01'

· DOMAINNAME        X'03'

· IP V6 address     X'04

· DST.ADDR    desired destination address

· DST.PORT     desired destination port (network octet order)

      The SOCKS server will typically evaluate the request based on source and destination addresses, and return one or more reply messages, as appropriate for the request type.

The SOCKS request information is sent by the client as soon as it has established a connection to the SOCKS server, and completed the authentication negotiations.  The server evaluates the request, and returns a reply formed as follows:

                  +----+-----+------+------+----------+----------+

                  |VER | REP | FLAG | ATYP | BND.ADDR | BND.PORT |

                  +----+-----+------+------+----------+----------+

                  | 1  |  1  |  1   |  1   | Variable |    2     |

                  +----+-----+------+------+----------+----------+

Figure 12:  SOCKS v5 reply message format.

   Where:

· VER    protocol version: X'05'

· REP    Reply field:

· X'00' succeeded

· X'01' general SOCKS server failure

· X'02' connection not allowed by ruleset

· X'03' Network unreachable

· X'04' Host unreachable

· X'05' Connection refused

· X'06' TTL expired

· X'07' Command not supported

· X'08' Address type not supported

· X'09' Invalid address

· X'0A' to X'FF' unassigned

· FLAG   command dependent flag

· ATYP   address type of following address

· IP V4 address: X'01'

· DOMAINNAME:    X'03'

· IP V6 address: X'04'

· BND.ADDR server bound address

· BND.PORT server bound port (network octet order)

SOCKSv5's built-in address resolution proxy simplifies DNS administration and facilitates IP address hiding and translation. SOCKSv5 clients can pass the name, instead of the resolved address, to the SOCKSv5 server and the server resolves the address for the client.

When a reply indicates a failure, the SOCKS server MUST terminate the TCP connection shortly after sending the reply.  If the reply code indicates a success, the client may now start passing data.  

If the selected authentication method supports encapsulation for the purposes of integrity, authentication and/or confidentiality, the request, reply and data are encapsulated using the method-dependent encapsulation.
Proxy for UDP-based application

SOCKSv5 supports UDP association. UDP association creates a virtual proxy circuit for traversing UDP-based application data. There are two differences in TCP and UDP-based proxy circuits: The proxy circuit for UDP is a pair of addresses for the communication endpoints that send and receive datagrams. UDP proxy headers encapsulate application data, including the destination address of a datagram. Each UDP datagram carries a UDP request header with it:

             +-----+------+------+----------+----------+----------+

             | RSV | FRAG | ATYP | DST.ADDR | DST.PORT |   DATA   |

             +-----+------+------+----------+----------+----------+

             |  2  |  1   |  1   | Variable |    2     | Variable |

             +-----+------+------+----------+----------+----------+

Figure 13:  UDP request header format.

The fields in the UDP request header are:

· RSV     Reserved (currently X'0000')

· FRAG     Current fragment number

· ATYP     address type of following addresses:

· IP V4 address: X'01'

· DOMAINNAME:    X'03'

· IP V6 address: X'04'

· DST.ADDR desired destination address

· DST.PORT desired destination port (network octet order)

· DATA     user data

Username/Password authentication for SOCSK v5 (rfc 1929)

The Username/Password Authentication consists of two simple messages – one from the client to the SOCKS server stating the username and password to use, and the other from the server to the client, stating whether the authentication succeeded or not. The message from the client has the following format:

                    +----+------+----------+------+----------+

                    |VER | ULEN |  UNAME   | PLEN |  PASSWD  |

                    +----+------+----------+------+----------+

                    | 1  |  1   | 1 to 255 |  1   | 1 to 255 |

                    +----+------+----------+------+----------+

Figure 14:  Message from clinet to state username and password.

Where:

· VER is the protocol subnegotiation version number, which should be set to 1

· ULEN is the length of the UNAME field

· UNAME is the username

· PLEN is the length of the password field

· PASSWD is the password field 

Note that the username and password pass between the client and the SOCKS server (both of which are inside the corporate firewall) in the clear. Note also that the VER number of that of the protocol negotiation version, 1, and not the SOCKS version (5). 

The SOCKS server then performs what operations it needs to verify or reject the username / password combination. It then sends the following message to the 

                                           +----+--------+

                              |VER | STATUS |

                              +----+--------+

                              | 1  |   1    |

                              +----+--------+

Figure 15:  Message from server to state the authentication status.

where:
· VER is the protocol subnegotiation version number, which should be set to 1

· The STATUS field indicates the result

A status field of 0x00 means the authentication succeeded, and the client can proceed to sending a request to set up connections. A status field of any value other that 0x00 means the authentication failed, and the client should close the connection. 

GSS-API authentication method for SOCKS v5 (rfc 1961):

GSS-API is an acronym, it stands for Generic Security Service Application Program Interface. It is a generic API for doing client-server authentication.  It allows a communicating application to authenticate the user associated with another application, to delegate rights to another application, and to apply security services such as confidentiality and integrity on a per-message basis. It is specified in RFC 1508 and RFC 1509. 
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Figure 16:  Control Flow of SOCKS (V4 & v5).

The approach to use of GSS-API in SOCKS v5 is to authenticate the client and server by successfully establishing a GSS-API security context so that the GSS-API encapsulates any negotiation protocol for mechanism selection, and the agreement of security service options. The GSS-API enables the context initiator to know what security services the target supports for the chosen mechanism. The required level of protection is then agreed by negotiation. The GSS-API per-message protection calls are subsequently used to encapsulate any further TCP and UDP traffic between client and server
CONCLUSION

SOCKS is a single communication protocol which authenticates users and establishes the communication channel. For each TCP or UDP communication channel that the SOCKS protocol establishes, it transfers user information from the SOCKS client to the SOCKS server for user authentication authenticates the user and the channel, and guarantees the integrity of TCP and UDP channels 

SOCKS is an application-independent proxy. It establishes communication channels, and manages and protects the channel for any application. It can protect new applications without requiring additional development. 

SOCKS provides flexible protection through a variety of access control policies. SOCKS delivers TCP and UDP connections through a proxy mechanism at the TCP/UDP layer, therefore it works with any application, and virtually all IP layer technologies, such as firewalls, NAT, and private IP. SOCKS adds the flexibility to manage the network through access control policies based on user, application, and time, in addition to source and destination addresses.

SOCKS is a bi-directional proxy supporting SOCKS identifies communication targets through domain names, overcoming the private IP address restrictions. SOCKS can also use domain names to establish communication between separate LANs with redundant IP addresses. 

Currently, SOCKS is widely used as a network firewall, a generic application proxy, in virtual private networks (VPN) or for extranet applications.
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