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Abstract

Developers have a hard time agreeing on anything. The technology of one camp is not accepted by the other. This questions the concept of interoperability. Added to interoperability issue, many applications are blocked by firewalls .This becomes the greatest problem when it comes to Web-Services. There is an inevitable need for some component technology which solves this problem. XML –Extensible mark-up language and HTTP protocol aid in achieving minimal polarity among varied technologies and firewall permissive.

SOAP protocol defines the use of XML in widely used HTTP protocol. This protocol is widely used to access services and objects in a platform-independent manner. To exemplify, clients written in Microsoft technology can invoke a CORBA service in UNIX. 

Introduction:

Originally, in the early version of SOAP, the name "SOAP" was considered as an acronym for Simple Object Access Protocol, but it was dropped in recent version(Version 1.2 )of the SOAP specification, because the focus of SOAP shifted from object access to object inter-operability. It was originally designed by Dave Winer, Don Box, Bob Atkinson, and Mohsen Al-Ghosein in 1998 with backing from Microsoft (where Atkinson and Al-Ghosein worked at the time). The SOAP specification is currently maintained by the XML Protocol Working Group of the World Wide Web Consortium.SOAP is used basically for webservices.
What is SOAP?

SOAP  is a protocol for exchanging XML-based messages over a computer network, normally using HTTP, but not limited to HTTP.SOAP generally uses HTTP because it is the widely accepted protocol in the world wide web or it is supported by all browsers and servers. SOAP forms the foundation layer of the web services stack, providing a basic messaging framework that more abstract layers can build on. SOAP facilitates the Service-Oriented architectural pattern. Functioning of SOAP can be explained with a basic SOAP architecture  as in Figure1.


[image: image1]
Figure 1: Basic Architecture of SOAP

In Figure 1:At the sender side the XML is used to encode the data (written in the XML format) and the HTTP encapsulation occurs which adds an HTTP header to the XML encoded data that forms the payload to the HTTP header.Thus HTTP helps with the carrying of data without issues of firewall, 

interoperability etc since HTTP being widely used in the world wide web.

                  At the receiver side the data is decoded and retrieved .At the receiver the parsing is relatively easy due to the use of XML basics which are familiar and popular.

Why is SOAP important?

· Platform independent: Web service which is an application of SOAP can receive a SOAP payload from a remote service and the platform details of the source are entirely irrelevant. This is possible because SOAP decouples the encoding and communications protocol from the runtime environment.

· Language independent:Anything can generate XML, from Perl scripts to C++ code to J2EE app servers.So,anyone or anything can participate in SOAP conversation.This imparts relatively very low level of barrier to entry. 

· Uses standard internet HTTP protocol & XML to send and receive messages

Since XML is being used in SOAP ,it formalises the pattern definition or the format definition to one that is familiar ,popular, accessible and easily understandable to a person who understands XML.

SOAP when using HTTP as the protocol binding, an RPC call maps naturally to an HTTP request and an RPC response maps to an HTTP response. This eliminates firewall problems.

· SOAP is very simple compared to RMI, CORBA, and DCOM because it does not deal with certain ancillary but important aspects of remote object systems. 

· It is a protocol for exchanging information in a decentralized and distributed environment. 

· SOAP is, transport protocol-independent and can therefore potentially be used in combination with a variety of protocols. 

· Vendor neutral. 

Some XML basics to be aware of as a prerequisite to understand SOAP

· Uniform Resource Identifiers (URIs)

· XML schemas

· XML namespaces

· XML attributes

Anatomy of SOAP Message:
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Figure 2: Anatomy of SOAP Message
The above figure shows the structure of SOAP message .A SOAP Message is defined as a one-way message i.e. it is a request from a client, or a response from a server. Every SOAP message has the following elements:

· Envelope element(Mandatory)

· Header element(Optional)

· Body element(Mandatory)

SOAP ENVELOPE:

SOAP envelope declaration is simply the outermost xml tag that delineates the boundaries of the soap document. This differentiates the soap document 

from the normal xml documents. The envelope element is the root element of the document and it encloses the header and body element.

	<?xml version='1.0' ?>

<env:Envelope xmlns:env="http://www.w3.org/2003/05/soap-envelope">  

<env:Header>


</env:Header> 

<env:Body> 

</env:Body>

</env:Envelope> 




Figure 3: Example for the SOAP Envelope
The URI specified in the example is the namespace declaration for SOAP 1.2.The <abbr: Envelope …> tag and the closing </abbr: Envelope> indicate the namespace is coped to the entire envelope. 

SOAP HEADER:
A SOAP header, which is optional, has application specific information. The header information is used by the SOAP processor. Control information like passing directives, contextual information, authentication, transaction management and payment authorization can be specified in the header tag. The immediate child elements of the Header element are called header blocks.

	<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope" > 

<t:Transaction xmlns:t="http://example.org/2001/06/tx" 


env:mustUnderstand="true" >

 </t:Transaction>

 </env:Header> 




Figure 4: Example for the SOAP Header

The URI specified is the namespace declaration and all elements and attributes must be qualified by them. The attributes used in header block are:

· encoding style

· mustUnderstand

· relay

· role

encoding style: It specifies the encoding rules for soap messages. Value is any URI. The encoding styles must be qualified by the namespace http://www.w3.org/2002/12/soap-envelope.

mustUnderstand: This attribute ensures whether the header processing by the SOAP nodes is mandatory or optional when this attribute is set to “true”, the SOAP node is expected to understand and process it. If the node does not understand the header, it responds with a fault message.

relay: Specifies whether a SOAP header block targeted at a SOAP receiver must be relayed or not. The intermediary nodes in the message path remove the header block if the mustUnderstand attribute is not set to “true”.To retain the header block, this attribute is set to “true”.

role: This attribute specifies whether a particular node will operate on a message. If the role specified for the node matches the role attribute of the header block, the node processes the header; if the roles do not match, the node does not process the header block. The value of this attribute can be any of the following:

· http://www.w3.org/2003/05/soap-envelope/none

None of the SOAP nodes on the message path should process the header block directly. Header blocks with this role can be used to carry data that is required for processing of other SOAP header blocks.

· http://www.w3.org/2003/05/soap-envelope/next

All SOAP nodes on the message path are expected to examine the header block (provided that the header has not been removed by a node earlier in the message path).

· http://www.w3.org/2003/05/soap-envelope/ultimateReceiver

Only the ultimate receiver node is expected to examine the header block.

SOAP BODY:
This tag is a mandatory field as it specifies the payload message for the soap receiver. It may have zero to many child elements. All the elements and attributes used must be namespace qualified.

	<env:Body> 

<p:itineraryClarification xmlns:p="http://travelcompany.example.org/reservation/travel"> 

<p:departure>


 <p:departing> 

 
</p:departing> 

</p:departure> 

 </env:Body> 




Figure 5: Example for the SOAP Body

SOAP FAULT Element:

The SOAP receiver has the ability to signal any fault messages using the underlying protocols. SOAP errors are handled using a specialized envelope known as a Fault Envelope. If an error occurs while the server processes a SOAP message, it constructs a SOAP Fault and sends it back to the client. 

The SOAP Fault element occurs only within the SOAP Body element. They must all be namespace qualified. There are mandatory child elements and optional child elements.

The mandatory ones are:

· Reason- Provide a human readable explanation of the fault. Has one or more of the listed child element.

· <Text>- intended to carry the text of a human readable explanation of the fault.

· Code- Gives the value of the fault code specified in env:faultCodeEnum. This element allows for a uniform mechanism for conveying multiple levels of fault codes. Below is the hierarchical form of this element.

· <Value> - This takes any of the value specified in the table below (Figure 6).

· <Sub-code>-This gives the application specific errors.

	Local Name
	Error Codes

	VersionMismatch
	The faulting node found an invalid element information item instead of the expected Envelope element information item.

	MustUnderstand
	Signaled when the receiving node did not understand the header information.

	DataEncodingUnknown
	A SOAP header block or SOAP body child element information item targeted at the faulting SOAP node is scoped with a data encoding that the faulting node does not support.

	Sender
	The message was incorrectly formed or did not contain the appropriate information in order to succeed. For example, the message could lack the proper authentication or payment information.

	Receiver
	The message could not be processed for reasons attributable to the processing of the message rather than to the contents of the message itself. For example, processing could include communicating with an upstream SOAP node, which did not respond. The message could succeed if resent at a later point in time


       Figure 6: Fault codes

Optional child elements are:

· Detail-Intended for carrying application specific error information related to the SOAP BODY. It carries additional information relative to the SOAP fault codes describing the fault as in the above table.

· Role- Identifies the role the node was operating in at the point the fault occurred.

· Node-Intended to provide information about which SOAP node on the SOAP message path caused the fault to happen.
Below is an example for the fault scenario.

	<env:Envelope> 

<env:Body>

 <env:Fault> 


<env:Code> 



<env:Value> env:Sender
</env:Value> 



<env:Subcode> <env:Value> rpc:BadArguments</env:Value>

 

</env:Subcode>


 </env:Code> 


<env:Reason>



 <env:Text xml:lang="en-US">Processing error



</env:Text> 



<env:Text xml:lang="cs">Chyba zpracování</env:Text> 
</env:Reason> 


<env:Detail> 



<e:myFaultDetails xmlns:e="http://travelcompany.example.org/faults"> 
<e:message>Name does not match card number</e:message> 
<e:errorcode>999</e:errorcode> 



</e:myFaultDetails> 


</env:Detail> 

</env:Fault>

</env:Body>

 </env:Envelope> 

 


Figure 7: Example for the SOAP Fault
Remote Procedure Calls

One of the design goals of SOAP Version 1.2 is to encapsulate remote procedure call functionality using the extensibility and flexibility of XML. SOAP Part 2 section 4 has defined a uniform representation for RPC invocations and responses carried in SOAP messages. The travel reservation scenario is used here to illustrate the use of SOAP messages to convey remote procedure calls and their return. The reserve-and-charge interaction between the travel reservation application and the travel service application is modeled as a SOAP RPC.The travel reservation application provides credit card information and the successful completion of the different activities results in the card being charged and a reservation code returned. 

To invoke a SOAP RPC, the following information is needed:

1. The address of the target SOAP node. 

2. The procedure or method name. 

3. The identities and values of any arguments to be passed to the procedure or method together with any output parameters and return value. 

4. A clear separation of the arguments used to identify the Web resource which is the actual target for the RPC, as contrasted with those that convey data or control information used for processing the call by the target resource. 

5. The message exchange pattern which will be employed to convey the RPC, together with an identification of the so-called "Web Method" (on which more later) to be used. 

6. Optionally, data which may be carried as a part of SOAP header blocks. 

The ultimate recipient can identify the target of the named procedure or method by looking for its URI. The SOAP HTTP binding offers a mechanism for carrying the URI outside the SOAP message. Items 4 and Item 5 above are required to ensure that RPC applications that employ SOAP can do so in a manner which is compatible with the architectural principles of the World Wide Web. The examples below highlights the syntactical aspects of RPC requests and returns carried within a SOAP message.

<?xml version='1.0' ?>

<env:Envelope xmlns:env="http://www.w3.org/2003/05/soap-envelope" >

 <env:Header>

   <t:transaction

           xmlns:t="http://thirdparty.example.org/transaction"

           env:encodingStyle="http://example.com/encoding"

           env:mustUnderstand="true" >5</t:transaction>

 </env:Header>  

 <env:Body>

  <m:chargeReservation 

      env:encodingStyle="http://www.w3.org/2003/05/soap-encoding"

         xmlns:m="http://travelcompany.example.org/">

   <m:reservation xmlns:m="http://travelcompany.example.org/reservation">

    <m:code>FT35ZBQ</m:code>

   </m:reservation>   

   <o:creditCard xmlns:o="http://mycompany.example.com/financial">

    <n:name xmlns:n="http://mycompany.example.com/employees">

           Åke Jógvan Øyvind

    </n:name>     

    <o:number>123456789099999</o:number>

    <o:expiration>2005-02</o:expiration>

   </o:creditCard>

  </m:chargeReservation>

 </env:Body>

</env:Envelope>

Figure 8: RPC example-1
SOAP RPC request with a mandatory header and two input (or "in") parameters

The RPC itself is carried as a child of the env:Body element, and is modelled as a struct which takes the name of the procedure or method, in this case chargeReservation. The design of the RPC in the example takes two input parameters, the reservation corresponding to the planned trip identified by the reservation code, and the creditCard information. The latter is also a struct, which takes three elements, the card holder's name, the card number and an expiration date.

In this example, the env:encodingStyle attribute with the value http://www.w3.org/2003/05/soap-encoding shows that the contents of the chargeReservation structure have been serialized according to the SOAP encoding rules.The choice of the value for this attribute is an application-specific decision and the ability of a caller and callee to interoperate is assumed to have been settled "out-of-band". 

The Example above shows how a header block transaction directed at the ultimate recipient (implied by the absence of the env:role attribute) is used to carry additional information.

Let us assume that the RPC in the charging example has been designed to have the procedure description which indicates that there are two output (or "out") parameters, one providing the reference code for the reservation and the other a URL where the details of the reservation may be viewed. The RPC response is returned in the env:Body element of a SOAP message, which is modeled as a struct taking the procedure name chargeReservation and, as a convention, the word "Response" appended. The two output (or "out") parameters accompanying the response are the alphanumeric code identifying the reservation in question, and a URI for the location, viewAt, from where the reservation may be retrieved.

This is shown in Example 5a, where the header again identifies the transaction within which this RPC is performed.

<?xml version='1.0' ?>

<env:Envelope xmlns:env="http://www.w3.org/2003/05/soap-envelope" >

 <env:Header>

     <t:transaction

        xmlns:t="http://thirdparty.example.org/transaction"

          env:encodingStyle="http://example.com/encoding"

           env:mustUnderstand="true">5</t:transaction>

 </env:Header>  

 <env:Body>

     <m:chargeReservationResponse 

         env:encodingStyle="http://www.w3.org/2003/05/soap-encoding"

             xmlns:m="http://travelcompany.example.org/">

       <m:code>FT35ZBQ</m:code>

       <m:viewAt>

         http://travelcompany.example.org/reservations?code=FT35ZBQ

       </m:viewAt>

     </m:chargeReservationResponse>

 </env:Body>

</env:Envelope>

Figure 9: RPC example-2
RPC response with two output (or "out") parameters for the call shown in Example 1.

RPCs often have descriptions where a particular output parameter is distinguished, the so-called "return" value. The SOAP RPC convention offers a way to distinguish this "return" value from the other output parameters in the procedure description. To show this, the charging example is modified to have an RPC description that is almost the same as that for Example 2, i.e, with the same two "out" parameters, but in addition it also has a "return" value, which is an enumeration with potential values of "confirmed" and "pending". The RPC response conforming to this description is shown in Example 5b, where the SOAP header, as before, identifies the transaction within which this RPC is performed.

<?xml version='1.0' ?>


<env:Envelope xmlns:env="http://www.w3.org/2003/05/soap-envelope" >

 <env:Header>

    <t:transaction

       xmlns:t="http://thirdparty.example.org/transaction"

         env:encodingStyle="http://example.com/encoding"

          env:mustUnderstand="true">5</t:transaction>

 </env:Header>  

 <env:Body>

    <m:chargeReservationResponse 

       env:encodingStyle="http://www.w3.org/2003/05/soap-encoding"

           xmlns:rpc="http://www.w3.org/2003/05/soap-rpc"

             xmlns:m="http://travelcompany.example.org/">

       <rpc:result>m:status</rpc:result>

       <m:status>confirmed</m:status>

       <m:code>FT35ZBQ</m:code>

       <m:viewAt>

        http://travelcompany.example.org/reservations?code=FT35ZBQ

       </m:viewAt>

    </m:chargeReservationResponse>

 </env:Body>

</env:Envelope>

Figure 10: RPC example-3
RPC response with a "return" value and two "out" parameters for the call shown in Example 1.

In Example 3, the return value is identified by the element rpc:result, and contains the XML Qualified Name (of type xs:QName) of another element within the struct which is m:status. This, in turn, contains the actual return value, "confirmed". This technique allows the actual return value to be strongly typed according to some schema. If the rpc:result element is absent, as is the case in Example 2, the return value is not present or is of the type void.

While, in principle, using SOAP for RPC is independent of the decision to use a particular means for transferring the RPC call and its return, certain protocol bindings that support the SOAP Request-Response message exchange pattern may be more naturally suited for such purposes. A protocol binding supporting this message exchange pattern can provide the correlation between a request and a response. Of course, the designer of an RPC-based application could choose to put a correlation ID relating a call and its return in a SOAP header, thereby making the RPC independent of any underlying transfer mechanism. In any case, application designers have to be aware of all the characteristics of the particular protocols chosen for transferring SOAP RPCs, such as latency, synchrony, etc.

In the commonly used case of protocol binding, an RPC invocation maps naturally to the HTTP request and an RPC response maps to the HTTP response. However, it is worth keeping in mind that even though most examples of SOAP for RPC use the HTTP protocol binding, it is not limited to that means alone.

SOAP HTTP Binding

A SOAP method is an HTTP request/response that complies with the SOAP encoding rules.

HTTP + XML = SOAP

A SOAP request could be an HTTP POST or an HTTP GET request. The HTTP POST request specifies at least two HTTP headers: Content-Type and Content-Length.
Content-Type

The Content-Type header for a SOAP request and response defines the MIME type for the message and the character encoding (optional) used for the XML body of the request or response.

Syntax

	Content-Type: MIMEType; charset=character-encoding


Example

	POST /item HTTP/1.1

Content-Type: application/soap+xml; charset=utf-8


Content-Length

The Content-Length header for a SOAP request and response specifies the number of bytes in the body of the request or response.

Syntax

	Content-Length: bytes


Example

	POST /item HTTP/1.1

Content-Type: application/soap+xml; charset=utf-8

Content-Length: 250


A SOAP Example

In the example below, a GetStockPrice request is sent to a server. The request has a StockName parameter, and a Price parameter will be returned in the response. The namespace for the function is defined in "http://www.example.org/stock" address.

SOAP request:

	POST /InStock HTTP/1.1

Host: www.example.org

Content-Type: application/soap+xml; charset=utf-8

Content-Length: nnn

<?xml version="1.0"?>

<soap:Envelope

xmlns:soap="http://www.w3.org/2001/12/soap-envelope"

soap:encodingStyle="http://www.w3.org/2001/12/soap-encoding">

  <soap:Body xmlns:m="http://www.example.org/stock">

    <m:GetStockPrice>

      <m:StockName>IBM</m:StockName>

    </m:GetStockPrice>

  </soap:Body>

</soap:Envelope>


SOAP response:

	HTTP/1.1 200 OK

Content-Type: application/soap+xml; charset=utf-8

Content-Length: nnn

<?xml version="1.0"?>

<soap:Envelope

xmlns:soap="http://www.w3.org/2001/12/soap-envelope"

soap:encodingStyle="http://www.w3.org/2001/12/soap-encoding">

  <soap:Body xmlns:m="http://www.example.org/stock">

    <m:GetStockPriceResponse>

      <m:Price>34.5</m:Price>

    </m:GetStockPriceResponse>

  </soap:Body>

</soap:Envelope>


SOAP Response Message Exchange Pattern

This section defines the message exchange pattern (MEP) called "SOAP Response".

The SOAP Response MEP defines a pattern for the exchange of a non-SOAP message acting as a request followed by a SOAP message acting as a response. In the absence of failure in the underlying protocol, this MEP consists of exactly two messages, only one of which is a SOAP message:

· A request transmitted in a binding-specific manner that does not include a SOAP envelope and hence does not involve any SOAP processing by the receiving SOAP node.

· A response message which contains a SOAP envelope. The MEP is completed by the processing of the SOAP envelope following the rules of the SOAP processing model (see SOAP 1.2 Part 1 [SOAP Part 1], section SOAP Processing Model).


[image: image3]
Fig: Logical diagram of SOAP Response MEP

During the operation of the SOAP Response MEP, the participating SOAP nodes may generate SOAP faults.If a SOAP fault is generated by the responding SOAP node while it is in the "Receiving" state, the SOAP fault is made available in http://www.w3.org/2003/05/soap/mep/OutboundMessage and the state machine transitions to the "Sending" state.This MEP makes no claims about the disposition or handling of SOAP faults generated by the requesting SOAP node during any processing of the response message that follows the "Success" state in the requesting SOAP node's state transition table
SOAP Request-Response Message Exchange Pattern

This section defines the message exchange pattern (MEP) called "Request-Response". The description is an abstract presentation of the operation of this MEP. The SOAP Request-Response MEP defines a pattern for the exchange of a SOAP message acting as a request followed by a SOAP message acting as a response. In the absence of failure in the underlying protocol, this MEP consists of exactly two SOAP messages.

In the normal operation of a message exchange conforming to the Request-Response MEP, a request message is first transferred from the requesting SOAP node to the responding SOAP node. Following the successful processing of the request message by the responding SOAP node, a response message is transferred from the responding SOAP node to the requesting SOAP node. 

Abnormal operation during a Request-Response message exchange might be caused by a failure to transfer the request message, a failure at the responding SOAP node to process the request message, or a failure to transfer the response message. Such failures might be silent at either or both of the requesting and responding SOAP nodes involved, or might result in the generation of a SOAP or binding-specific fault . Also, during abnormal operation each SOAP node involved in the message exchange might differ in its determination of the successful completion of the message exchange. 

The scope of a Request-Response MEP is limited to the exchange of a request message and a response message between one requesting and one responding SOAP node. This pattern does not mandate any correlation between multiple requests nor specific timing for multiple requests. Implementations MAY choose to support multiple ongoing requests (and associated response processing) at the same time.
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Request-Response MEP logical State Transition Diagram

Bindings that implement this MEP may provide for streaming of SOAP responses. That is, responding SOAP nodes may begin transmission of a SOAP response while a SOAP request is still being received and processed.

More details about binding framework and conditons for streaming are available in the SOAP 1.2 specification.
SOAP Security:

Since SOAP relies on HTTP as the transport mechanism, and most firewalls allow HTTP to pass through, you'll have no problem invoking SOAP endpoints from either side of a firewall. This very feature that makes SOAP very attractive and easy to use exposes it to many security threats.

End-to-End


[image: image5] Figure 11: Security Protocol layers
Security can be provided at two levels: 

1. Transport-level security: This can be done client-certification authentication over HTTP/SSL.

2. Application-level security: The security information is contained within the SOAP message. In other words, the security information travels along with the message. This has the benefit of allowing message parts to be transported without intermediate nodes seeing or modifying the message. For example, a portion of a message can be signed by a sender and encrypted for a particular receiver. The intended receiver can only decrypt the encrypted portion.

Transport-level security:

SOAP commonly uses HTTP as the transport layer protocol. To provide security in the transport layer, HTTP over SSL can be used.

SSL server/client authentication is a technology for mutually authenticating the identities of HTTP servers and clients based on their public key certificates. In particular, SSL server authentication is widely used on the Internet, for example at Amazon.com. On the other hand, SSL client authentication is optional and is not currently used by very many Web sites. SSL may also be configured so that both the server and the client require trusted certificates. SSL encrypts the message so that no one can read the message between the sender and the final receiver.

Limitations of SSL:

SSL has several limitations when it comes to web services. The limitations can be summarized as follows: 

· SSL provides point-to-point security or operates between end-points (and not applications), but for web services we need end-to-end security in which multiple intermediate nodes could exist between the two end-points. In a web services environment, there could be multiple XML-based business documents going through multiple intermediary nodes and it will be difficult for such nodes to participate in security operations in an integrated fashion.

                  Consider a web service that can be provided indirectly to a user as shown in Figure below. A user accesses a web site, and that web site has a system that invokes remote web services. Many web services might be deployed that way. In this scenario we have two security contexts: 

· Between the user and web site, and

· Between the user and web service
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Figure 12:

The second security context, which is referred to as persistent security, requires the security of the SOAP request/reply message (between the web site and the web service) to be assured over more than one client-server connection. In other words, there is a need for persistent message security for SOAP documents. SSL is inadequate for this type of security While SSL encrypts the data stream, it doesn't support end-to-end confidentiality; it leaves the data exposed between the web site and the web service provider.

SSL operates at the transport level and not at the message level. In other words, messages are protected only while in transit. That is, you cannot save the message for later to prove that it hasn't been modified.

· SSL doesn't support non repudiation. Using SSL, a communicating partner cannot prove that the other party has performed a particular transaction. That is, SSL doesn't support an end-to-end audit trail from service request to service response.

· SSL doesn't support signing and encryption a part of the XML document. Given a large XML order document, you may want to only sign or encrypt the credit card info...and that is difficult in SSL. This is because SSL is a transport-level security scheme as opposed to a message-level scheme.

These limitations are overcome by providing security in the application layer itself.

Application-level security:

The security at message-level can be enforced in two different ways-

1. Using XML security standards like XML signature and XML encryption 

2. Configuring content based filtering in the firewall

Using XML security standards:

Several standards bodies such as the World Wide Web Consortium (W3C), the Organization for the Advancement of Structured Information Standards (OASIS) have developed standards and specifications to provide comprehensive security schemes for web services like SOAP. The prominent standards and specifications include:

· XML Signature: A standard specification developed jointly by the W3C and IETF (Internet Engineering Task Force). An XML signature is equivalent to a digital signature; it can be used to digitally sign portions of an XML document. It is used with SOAP messages. It is implemented as a signature element in the XML document.

Digital Signature: Signature is a way of ensuring integrity of a document. SOAP messages, wholly or in part,  are first digested. The digest is a hash value equivalent to a human fingerprint. The digest, along with other sensitive data,  is then digitally signed using the senders certificate and then encrypted using the receiver's public key. Because the signature is encrypted using the receiver's public key, only the receiver can decrypt it and verify the signature and message digest. Any tampering during the transmission will lead to a signature/hash verification failure. XML Signature (XML-DSIG) is a W3C recommendation that defines the rules for digital signature processing and the structure of the XML document. 

· XML Encryption: A standard specification developed by the W3C proposes to encrypt portions of XML documents. This specification can be used to assure confidentiality in case of a security context ranging over several SOAP intermediaries. To do that, portions of the SOAP message are kept confidential from SOAP intermediaries while the message is in transit. It is implemented as an encryption element in the XML document.

XML Encryption Syntax:

	   <EncryptedData Id="" Type=""> 

  <EncryptedKey/>? <EncryptionMethod/>? 

  <ds:KeyInfo> ... <enc:EncryptedKey/>

  </ds:KeyInfo>?

  <CipherText URI="">iamscrambled</CipherText>    </EncryptedData> 


         Encryption/Decryption Procedure

1. The sender generates a session key (either random or derived from a secret).

2. Data objects are encrypted using the session key.

3. The key is then encrypted using the receiver's public key and inserted into the message as the key value.

4. The receiver recovers the encrypted session key using its private key.

5. Data is then decrypted using the decrypted session key.

· WS-Security: The OASIS Web Services Security specification defines a SOAP extension that provides quality of protection through message integrity, message confidentiality, and message authentication. It defines an end-to-end security framework that provides support for intermediary security processing. Message integrity is provided using the XML Signature, and message confidentiality is provided using XML Encryption. You can digitally sign and encrypt any combination of message parts.

SOAP Security Extensions extend the Simple Object Access Protocol (SOAP) messaging environment to add features for sending secure SOAP messages. The Security Extensions add attributes for authorization, compliance with the XML Digital Signature specification for message authentication, and element-wise encryption for confidentiality.

Configuring content based filtering in the firewall:

A SOAP message could contain malicious data that would cause the web service to execute in an unintended mode. As SOAP messages are easily passed through firewalls, a SOAP message may contain a request to a service that is not advertised, which could compromise the service provider. For this reason, a firewall for web services should be able to filter the content of SOAP messages. . In order for firewalls to be effective in web services, a content filtering firewall should determine: 

· If the incoming SOAP message is destined to a live web service

· If the SOAP message and its request are valid

· If the SOAP message contains valid data

Conclusion: 

SOAP is based on XML and bound by the HTTP, which makes it light weight protocol. SOAP really is a way to build distributed application which are simple, extensible & platform independent. SOAP is an emerging technology .Except for the security issues not being standardized  SOAP forms a good web services protocol. Thus if the security is implemented it could evolve as the future web service protocol.
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