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SIMPLE MAIL TRANSFER PROTOCOL

1. Introduction
SMTP stands for Simple Mail Transfer Protocol. It is an application layer protocol defined for reliable and efficient mail transfer over Internet. SMTP is independent of any particular transmission subsystem and capable of transferring the mail across the networks.

SMTP structure is based on client server model. Client initiates the mail transfer across the network and server transfer mail. It started as text based protocol unable to send messages in any other format. With the development of MIME now SMTP is used to transfer binary files. SMTP is a push protocol i.e. client request server to send the mail, but not to receive the mail. To pull the mail from server SMTP depends upon POP3 and IMAP. 

2. Protocols and Architecture

2.1 MUA & SMTP Client: Mail User Agent is a program used to receive and send mail messages, usually known as email program. There are two types of MUA 

a. MUA Software: To use these MUA you have to install them on your computer and then use them to download and store email messages on your computer. E.g. Microsoft Outlook, Eudora 

b. Web Based MUA: These MUA have their own mail server, where mails of user are stored. Access to mails stored on service provider server is possible by only through respective Mail User Agent. E.g. Yahoo, Hotmail, Gmail etc
2.2 MTA:

Mail Transfer Agent is a mail server application that receives incoming mails from local users and remote user and forwards them for delivery. SMTP server works in conjunction with other server (IMAP/POP3) for complete implementation of messaging system

2.3 IMAP (Internet Message Access Protocol): It is a standard protocol for accessing e-mail from your local server. IMAP is a client/server protocol in which e-mail is received and held for you by your Internet server. As this requires only a small data transfer this works well even over a slow connection such as a modem. Only if you request to read a specific email message will it be downloaded from the server. You can also create and manipulate folders or mailboxes on the server, delete messages etc. [9]

2.4 POP3: (Post Office Protocol 3): It provides a simple, standardized way for users to access mailboxes and download messages to their computers. When using the POP3 protocol all your email messages will be downloaded from the mail server to your local computer. You can choose to leave copies of your emails on the server as well. The advantage is that once your messages are downloaded you can cut the internet connection and read your email at your leisure without incurring further communication costs. On the other hand you might have transferred a lot of message (including spam or viruses) in which you are not at all interested at this point. [9].

2.5 Mailbox: It is the memory space where email messages of user are stored. The received messages are stored in space called as Inbox and messages to be sent are stored in Outbox. Web based MUA provide space on the server while computer based MUA store the mail on your own computer.

SMTP Architecture:
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3. SMTP Connection Establishment and Mail Transfer:

3.1 Connection Establishment: The mail delivery using SMTP require regular communication between servers. SMTP server accept the mail to relay it or as a recipient for its local client. Connection is established using TCP port number 25, which is a dedicated port for SMTP service.
SMTP server performs DNS look up to obtain the address of server to be connected. Once the IP address of the remote server is extracted, connection is established using command EHLO or HELO.

3.2 SMTP Mail Exchange:

Mail transaction consists of three following steps.

i. Transaction Initiation and Sender Identification: The SMTP sender tells the SMTP receiver that it wants to start sending a message, and gives the receiver the e-mail address of the message's originator. 

ii. Recipient Identification: The sender tells the receiver the email address of the intended recipients of the message. 

iii. Mail Transfer: The sender transfers the email message to the receiver. This is a complete email message meeting the RFC 822 specification (which may be in MIME format as well).  [8]
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4. SMTP Commands and Reply

The SMTP commands define the mail transfer or the mail system function requested by the user.  SMTP commands are character strings terminated by <CRLF> the commands themselves are alphabetic characters terminated by <SP> if parameters follow and <CRLF> otherwise.  (In the interest of improved interoperability, SMTP receivers are encouraged to tolerate trailing white space before the terminating <CRLF>.)[1]
4.1 HELO

Syntax: HELO senderhostname

This command initiates the SMTP conversation. The host connecting to the remote SMTP server identifies itself by its fully qualified DNS host name.

4.2 EHLO:

Syntax EHLO sendinghostnmae
An alternative command for starting the conversation. This states that the sending server wants to use the extended SMTP (ESMTP) protocol.

4.3 MAIL FROM

Syntax: MAIL FROM <source email address>

This is the start of an email message. The source email address is what will appear in the "From:" field of the message.

4.4 RCPT TO:

Syntax: <destination email address>

This identifies the recipient of the email message. This command can be repeated multiple times for a given message in order to deliver a single message to multiple recipients.

4.5 SIZE:

Syntax: SIZE=numberof bytes
The size command tells the remote send mail system the size of the attached message in bytes. 
4.6 DATA

Syntax: DATA

This command signifies that a stream of data, i.e. the email message body will follow. The stream of data is terminated by a "." on a line by itself.

4.7 QUIT

Syntax: QUIT

This terminates an SMTP connection. Multiple email messages can be transferred during a single TCP/IP connection. This allows for more efficient transfer of email. To start another email message in the same session, simply issue another "MAIL" command.

4.8 VRFY:

Syntax: VRFY username
This command will request that the receiving SMTP server verify that a given email username is valid. The SMTP server will reply with the login name of the user. This feature can be turned off in send mail because allowing it can be a security hole. VRFY commands can be used to probe for login names on a system. 

4.9 EXPN:

Syntax: EXPN alias name
EXPN is similar to VRFY, except that when used with a distribution list, it will list all users on that list. This can be a bigger problem than the "VRFY" command since sites often have an alias such as "all".

A mail sending session using above commands and reply has been shown below.

(path8318@ce1:~)$ telnet email.sjsu.edu 25

Trying 130.65.3.25...

Connected to helios.sjsu.edu.

Escape character is '^]'.

220 metis.sjsu.edu ESMTP Sendmail 8.12.10+Sun/8.12.10; Sat, 18 Mar 2006 22:00:18                                              -0800 (PST)

HELO sjsu.edu

250 metis.sjsu.edu Hello ce1.engr.sjsu.edu [130.65.178.10], pleased to meet you

MAIL FROM: ribhupathria@yahoo.co.in

250 2.1.0 ribhupathria@yahoo.co.in... Sender ok

RCPT TO: jainip_1983@yahoo.com

250 2.1.5 jainip_1983@yahoo.com... Recipient ok

DATA

354 Enter mail, end with "." on a line by itself

This is a test mail for our 208 presentation which I am sending using SMTP commands.

.

250 2.0.0 k2J60IUj027748 Message accepted for delivery

QUIT

221 2.0.0 metis.sjsu.edu closing connection

Connection closed by foreign host.
5. SMTP Mail Format:

Electronic mail is composed of three parts:

5.1 The envelope is used by the MTAs of delivery. In above commands envelope is 
specified by the two SMTP commands:

MAIL FROM : <ribhupathria@yahoo.co.in>

RCPT TO: jainip_1983@yahoo.com
5.2 Headers are used by the MUA. There are nine header fields: Received, Message-ID, From, Date, Reply-To, X-Phone, X-Mailer, to and Subject. Each header field contains a name followed by colon followed by field value.

5.4 Body is the content of the email. RFC 821 defines the body as lines of NVT ASCII text. When transferred using DATA command, the header are sent first followed by a blank line followed by the body.

The user agent takes what we specify as body add header to it and send it to MTA. MTA adds a few headers, adds the envelope and passes result to another MTA. The term is often using to define the combination of header and body. The content is send by client with DATA command. [3]
6. SMTP special Features
SMTP supports many features and capabilities other than simple mail transfer.

The special features supported by SMTP are:

6.1 Mail Forwarding: SMTP server may agree to accept e-mail for non-local mailbox and send it to right destination. This is useful f the user changes his email address. For example after the person retired from the company, the company would no longer wish to receive his mails. However, it would forward his mail to his new account.

6.2 Address Debugging: VRFY command supported by SMTP allows the client to verify address of recipient without sending mail to the recipient.

6.3 Mail List Expansion: EXPN allows to expand the mailing list.
6.4 Mail Relaying: This method was initially used to send email to the recipient SMTP server after relaying it through many intermediate SMTP servers. At present, the sender’s local SMTP server obtains the recipients SMTP servers address through DNS and thus can directly send mail to the SMTP server containing recipient’s mailbox. However, SMTP server still contains the capability to transfer mail from one server to another only after certain conditions are met.

7. Security Issues and Solutions:
Another important concern here, is regarding sender authentication. Being able to send mails using a false email id is far less serious than being able to remove or replace someone’s messages by claiming them to be our own. Rather than build our own system for authentication, we can use existing technologies. There are three major alternatives for this - PGP (Pretty

Good Privacy), S/MIME (Secure/Multipurpose Internet Mail Extensions) and PEM (Privacy Enhanced Email). All three of them have provisions for sender authentication, message compression and encryption.
7.1 PGP incorporates mechanisms for authentication, confidentiality, compression, e-mail compatibility and segmentation. Authentication is achieved through digital signatures using a combination of SHA-I and RSA algorithms. PGP generates a 160-bit hash code of the message using SHA-I and then encrypts the hash code with RSA using sender’s private key. On the other hand the receiver uses RSA with sender’s public key to decrypt the hash code and then generates new hash code for the message and compares it with the decrypted hash code to prove authentication of the sender.  [5]

7.2 S/MIME is quite similar to PGP. S/MIME provides the functionality of Enveloped data, signed data, clear signed data and signed and enveloped data. Most continently used algorithms in S/MIME are SHA-I, MD5, DSS and sometimes according to the applied algorithm in encryption the receivers have to use tripleDES or RC2/40 algorithms for decryption. [5]

7.3 PEM addresses the same domain of concerns that PGP does, but there are still significant differences between the two. PEM provides for an elaborate mechanism of key management for authentication purposes. Messages sent using PEM is first converted to a canonical form so that all of them have the same conventions about white space, the use of carriage return and line feeds. Then a message hash is computed using MD2 or MD5 and then it is concatenated with the message for encrypting it with DES. The encrypted message is then encoded in base64 coding or transmission to the recipient. [5]
Conclusion

SMTP due to its simplicity and widespread implementation in existing email network has become de-facto standard for mail transfer. As RFC 2821 does not state much about SMTP security, industry use other solutions to incorporate security in mail transfer using SMTP.
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