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1. Service Location Protocol

1.1. Introduction

As portable computers gain more popularity today it becomes essential to be able to automatically configure network services like setting up mail server, connecting to default gateway, or setting up a printer. Service Location Protocol (SLP) is an internet standard and a framework that discovers services and configures them over a network. 

1.2. Examples of Service Discovery Protocols

Some of the examples for Service Discovery Protocols are given below:

· SLP v1

· SLP v2

· Jini

· Universal Plug and Play (UPnP)

· Bluetooth's SDP

2. SLP Protocol Overview


2.1. SLP Actors

The main actors in the SLP-enabled network are:

· User Agent (UA): This is the SLP client that communicates either with the SA or the DA to gain access to the services offered in the network. UA acts on behalf of the application requesting services.

· Service Agent (SA): The Service Agent can either register its services with the DA or directly respond to a UA requesting for a particular service. The SA acts on behalf of the application that provides service in the network.

· Directory Agent (DA): The Directory Agent is an optional actor in the SLP-enabled network. If they are present, they serve as a repository to which all the SA's register their services to. There are two ways a DA can be discovered in a network. They are:

· Active DA Discovery: In this case, the SLP sends out a request for DA such as service:directory-agent. The DA upon receiving this request will respond back directly to the UA.

· Passive DA Discovery: In this case, the DA sends out an advertisement periodically so that the UAs and the SAs in the network know the location of the DA. This is also helpful in case the active DA response in lost. 

2.2. Architecture

As seen earlier that DA are an optional actor in the SLP protocol. There are two architecture based upon this criteria, they are:

· Centralized Architecture: In this architecture, the DA caches the services offered by all the SAs in the given network. So, when a UA requires a service, it can send a request to the DA instead of advertising it to the entire network.

· Decentralized Architecture: In this architecture a request is advertised to the entire network and the response is send directly to the advertiser. 

2.3. Service Discovery

There are two ways service can be discovered in a SLP-enabled network, they are: with or without the help of DAs. We will discuss both the scenarios under this section.

2.3.1. Service Discovery without DA

Service Discovery without a DA is a decentralized architecture. So, the UA directly communicate with the SA to provide the services. In this figure, the service request is sent by the UA as a multicast message. The SA sends a unicast response directly to the UA.
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Figure 1: Service Discovery without DA

Source: http://www-128.ibm.com/developerworks/linux/library/l-slp/ 

2.3.2. Service Discovery with DA

Service Discovery with DA is the a centralized server architecture that caches the services provided by all the SAs in the SLP-enabled network. So, the UA and SA communicate through the DA. The DA can be identified through two ways, active DA discovery and the passive DA discovery. The DA sends a multicast message DAAdvert to advertise its presence in the network. The SA sends advertises its services by sending out SAAdvert to which the DA sends out unicast message SrvAck. Now when a UA would like to request for a service it sends a unicast message SrvReq directly to the DA which replies with a SrvRply that contains the address and the port number of the requested service. As we can see that any request that does not have a destination is given out as a multicast message and for a reply the destination is always known so a unicast message is sent out. Therefore having a DA is desirable to avoid multicast messages through a large network. 
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Figure 2: Service Discovery with DA

Source: http://www-128.ibm.com/developerworks/linux/library/l-slp/ 

3. SLP Messages

3.1. General Message Format

The general format of a SLP message is given below:

 0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |    Version    |    Function   |            Length             |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |O|M|U|A|F| rsvd|    Dialect    |        Language Code          |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |        Char Encoding          |              XID              |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 3: SLP General Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

There are several messages that are used by the protocol for request and replies, they are: 

	Message Type
	Abbreviation
	Description

	Service Registration
	SrvReg
	Message sent by SA's to DA's containing information about a service that is available.

	Service Deregister
	SrvDeReg
	Message sent by SA's to inform DA's that a service is no longer available. 

	Service Acknowledge
	SrvAck
	A generic acknowledgment that is sent by DA's to SA's in response to SrvReg and SrvDeReg messages.

	Service Request
	SrvRqst
	Message sent by UA's to SA's and DA's to request the location of a service.

	Service Reply
	SrvRply
	Message sent by SA's and DA's in response to a SrvRqst message. The SrvRply contains the URL of the requested service.

	Service Type Request
	SrvTypeRqst
	Message sent by UA's to SA's and DA's requesting the types of services that are available. 

	Service Type Reply
	SrvTypeReply
	Message by SA's and DA's in response to a SrvTypeRqst. The SrvTypeRply contains a list of requested service types.

	Attribute Request
	AttrRqst
	Message sent by UA's to request the attributes of a service.

	Attribute Reply
	AttrRply
	Message sent by SA's and DA's in response to a AttrRqst. The AttrRply contains the list of attributes that were requested.

	DA Advertisement
	DAAdvert
	Message sent by DA's to let SA's and UA's know where they are.

	SA Advertisement
	SAAdvert
	Message sent by SA's to let UA's know where they are.  


Table 1: SLP Messages
Each of the above listed message types are discussed in detail below

3.2. Service Registration Message Format

Once the SA finds a DA, it starts to register its services one by one. Each time the SA registers a service it waits for a acknowledgment from the DA before the next service registration. If the service registration is in a protected scope then the service must include the URL Authentication Block and the Attribute Authentication Block that means the 'A' and 'U' bit are set. If the authentication blocks are included the DA must verify the services before registering it. This will require acquiring key information. There are three ways of getting the key, they are, by preconfiguration, maintenance of security association with service agent, or by acquiring the appropriate certificate. [1]

  0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |           Service Location header (function = SrvReg)         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                          <URL-Entry>                          \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |  Length of Attr List String   |          <attr-list>          |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                    <attr-list>, Continued.                    \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |    (if present) Attribute Authentication Block ...

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 4: Service Registration Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

Service registration uses either TCP or UDP. If the operation contains more information than it can send through one datagram, a connection is established to register the services to the DA. Another scenario is when the information is much larger than the site path. In this case, the DA relies with a SrvAck with error INVALID_REGISTRATION with 'O' bit set. 

3.3. Service Deregister Message Format

When a service is not longer available, it has to be deregistered from the DA. The SA sends a deregister message and waits for acknowledgment. If none is received then the deregister message is resent. The DA can either send an acknowledgment indicating that this service is not longer advertised or it sends a error code with 'O' bit set. If the service was registered with an authentication block the deregistrations also follow the pattern with 'A' and 'U' bit set. The message format is given below:

 0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |           Service Location header (function = SrvDereg)       |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         length of URL         |              URL              |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \              URL of Service to Deregister, contd.             \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |             (if present) authentication block .....

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |  length of <tag spec> string  |            <tag spec>         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                     <tag spec>, continued                     \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 5: Service Deregister Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

3.4. Service Acknowledgment Message Format

The Service Acknowledgment message is sent when a DA receives a message to register or deregister service. If the acknowledgment is a success, then the error code is set to zero, otherwise the appropriate error code is set. Once the DA acknowledges the service, they are made available for the UAs requesting them. The message format is given below:

  0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |            Service Location header (function = SrvAck)        |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |          Error Code           |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 6: Service Acknowledgment Message Format 

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

Now the service is registered in the DA. If an entry already exists, it will be updated. The possible changes could be a new attribute or a new attribute value. If the service entry is a new one, the 'F' bit is set in the acknowledgment that is sent to the Service Agent.

3.5. Service Request Message Format

This message is used to acquire the url of the service either from the DA or SA. The message format is given below:

 0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         Service Location header (function = SrvReq)           |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |length of prev resp list string|<Previous Responders Addr Spec>|

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                  <Previous Responders Addr Spec>              \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |  length of predicate string   |  Service Request <predicate>  |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \               Service Request <predicate>, contd.             \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 7: Service Request Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

When a UA sends out a request and suppose the reply is too long to send in a single packet, the overflow bit is set. In such a case, the UA sets up connection over TCP to receive the reply. The general form of a Service Request will be,


<srvtype>[.<na>] / [<scope>] / [<where>]

where,


srvtype  
Service Type


<na>
  
Naming Authority


<scope>
String that restricts the query range


<where> 
Query that lets the UA choose the services that it wants

3.6. Service Reply Message Format

The Service reply message format is given below:

 0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |          Service Location header (function = SrvRply)         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         Error Code            |         URL Entry count       |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                         <URL Entry 1> ...

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                              .                                |

     \                              .                                \

     |                              .                                |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                         <URL Entry N> ...

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 8: Service Reply Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

The reply message has a list of URL entries. The standardized representation of a URL entry is given as,


service:<srvtype>://<addr-spec>

where, the service is the URL scheme that gives the service location information that is present in the service registration and service replies.

3.7. Service Type Request Message Format
0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |        Service Location header (function = SrvTypeRqst)       |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |  length of prev resp string   |<Previous Responders Addr Spec>|

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                  <Previous Responders Addr Spec>              \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |   length of naming authority  |   <Naming Authority String>   |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \            <Naming Authority String>, continued               \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |     length of Scope String    |         <Scope String>        |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                   <Scope String>, continued                   \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 9: Service Type Request Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

3.8. Service Type Reply Message Format

      0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |        Service Location header (function = SrvTypeRply)       |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |          Error Code           |    number of service types    |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                     <Service Type Item 1>                     \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                             . . .                             |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                     <Service Type Item N>                     \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 10: Service Type Reply Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

3.9. Attribute Request Message Format
      0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         Service Location header (function = AttrRqst)         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |length of prev resp list string|<Previous Responders Addr Spec>|

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \         <Previous Responders Addr Spec>, continued            \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         length of URL         |              URL              |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                         URL, continued                        \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |        length of <Scope>      |           <Scope>             |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                      <Scope>, continued                       \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |   length of <select-list>     |        <select-list>          |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                   <select-list>, continued                    \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 11: Attribute Request Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

3.10. Attribute Reply Message Format
      0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         Service Location header (function = AttrRply)         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |         Error Code            |  length of <attr-list> string |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                          <attr-list>                          \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 12: Attribute Reply Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

3.11. DA Advertisement Message Format
      0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |          Service Location header (function = DAAdvert)        |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |           Error Code          |         Length of URL         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                              URL                              \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |     Length of <Scope-list>    |          <Scope-list>         |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     \                    <Scope-list>, continued                    \

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 13: DA Advertisement Message Format

Source: http://www.ietf.org/rfc/rfc2165.txt?number=2165 

4. SLP Implementation

SLP implementation is available with source at http://www.openslp.org/. OpenSLP API is just an implementation of a standardized specification described in RFC 2614.
The SLP API is a library interface that allows programmers to use SLP in their applications to locate services. Without the API, SLP would be little more than a specification. With the API, developers can easily add SLP based features to their programs. Following are the list of major API’s provided:

4.1. SLP API
SLP Handle Functions

SLPOpen() : Open SLP Handles in synchronous or Asynchronous API callback functions.

SLPClose() : Close SLP Handles

Service Registration Functions

SLPReg() : Registers a service URL and service attributes with SLP. 

SLPDeReg() : Deregisters a previously registered service. 
SLPDelAttrs():Deletes specified attributes from a registered service.
Service Location Functions
SLPFindSrvs() : Finds services based on service type or attributes. 

SLPFindAttrs() : Obtains a list of attributes for services registered with SLP. 

SLPFindSrvTypes()  : Obtains a list of the types of services that have been registered with SLP.  

Parsing Functions

SLPParseSRVURL() : Parses a Service URL passed in as a character string and returns the results in a pointer to a dynamically allocated SLPSrvURL structure
SLPEscape() : Process the input string to escape any SLP reserved characters.
SLPUnescape() : Process the input string to unescapes any SLP reserved characters
SLPFree() : Frees memory that was returned for other parsing functions.
4.2. Sample Application
Listing of SLP-enabled daytime server(Synchronous execution of SLP callback functions):
#include <stdio.h>

#include <slp.h>

#include <time.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <string.h>

#include <unistd.h>

#define MAX_BUFFER      80

void slpRegCallback( SLPHandle hslp, SLPError errcode, void *cookie )

{

  if (errcode == SLP_OK) {

    printf("Service registered\n");

  }

  *(SLPError *)cookie = errcode;

  return;

}

int main()

{

  SLPError err, callback_err;

  SLPHandle hslp;

  int servsock, clisock, on = 1;

  struct sockaddr_in sa;

  time_t t;

  char timeBuffer[MAX_BUFFER+1];

  /* --------------------------------------

   * Section 1 -- Daytime Server Setup
   * -------------------------------------*/

  /* Create a new socket */

  if ((servsock = socket(AF_INET, SOCK_STREAM, 0)) < 0) {

    perror("socket");

    return servsock;

  }

  /* Enable address reuse */

  if ((setsockopt( servsock, SOL_SOCKET, SO_REUSEADDR, &on, sizeof(on))) < 0) {

    perror("setsockopt");

    return -1;

  }

  /* Bind our socket to port 45667 and all interfaces */

  memset( &sa, 0, sizeof(sa) );

  sa.sin_family = AF_INET;

  sa.sin_port = htons(45667);

  sa.sin_addr.s_addr = htonl(INADDR_ANY);

  if (bind(servsock, (struct sockaddr *)&sa, sizeof(sa)) < 0) {

    perror("bind");

    return -1;

  }

  /* Place the socket into the listening state (able to accept new

   * connections).

   */

  listen( servsock, 5 );

  /* -------------------------------------------

   * Section 2 -- SLP Service Registration
   * ------------------------------------------*/

  /* Open an SLP API instance */

  err = SLPOpen( "en", SLP_FALSE, &hslp );

  if (err != SLP_OK) {

    printf("SLPOpen failed %d\n", err);

    return err;

  }

  /* Register the service with SLP */

  err = SLPReg( hslp, "service:daytime://www.mtjones.com:45667",

                 SLP_LIFETIME_MAXIMUM, 0, "", SLP_TRUE,

                 slpRegCallback, &callback_err );

  if ((err != SLP_OK) || (callback_err != SLP_OK)) {

    printf("SLPReg failed %d/%d\n", err, callback_err);

    return err;

  }

  /* Registration is complete, close the SLP instance */

  SLPClose( hslp );

  /* -------------------------------------

   * Section 3 -- Daytime Server Loop
   * ------------------------------------*/

  /* Service was successfully registered, start the daytime server.  */

  while (1) {

    /* Await a client connection */

    if ((clisock = accept( servsock, (struct sockaddr *)NULL, NULL)) < 0) {

      perror("accept");

      close(servsock);

      return clisock;

    }

    /* Get the time and send it to the client */

    t = time(NULL);

    snprintf( timeBuffer, MAX_BUFFER, "%s\n", ctime(&t) );

    write( clisock, timeBuffer, strlen(timeBuffer) );

    close( clisock );

  }

  close( servsock );

  return 0;

}

Listing of SLP-enabled daytime client:

#include <stdio.h>

#include <slp.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

#include <string.h>

#include <unistd.h>

#define MAX_BUFFER      80

int found = 0;

struct sockaddr_in sa;

int    port;

SLPBoolean slpSrvURLCallback( SLPHandle hslp, const char *srvurl,

                              unsigned short lifetime, SLPError errcode,

                              void *cookie )

{

  SLPSrvURL *parsedURL;

  SLPError  err;

  /* Check the callback for success */

  if (errcode == SLP_OK) {

    printf("srvurl = %s\n", srvurl);

    /* Parse the service string into its basic elements */

    err = SLPParseSrvURL( srvurl, &parsedURL );

    /* If the parse was successful, grab the necessary elements and

     * cache them for the application. */

    if (err == SLP_OK) {

      printf("Found %s\n", parsedURL->s_pcSrvType);

      printf("at host %s\n", parsedURL->s_pcHost);

      printf("port number %d\n", parsedURL->s_iPort);

      found = 1;

      /* Resolve the fully qualified domain name to an IP address */

      printf("Resolving host to IP address\n");

      if (resolve_name( &sa, parsedURL->s_pcHost ) == 0) {

        printf("Resolved to %s\n", inet_ntoa(sa.sin_addr));

        port = parsedURL->s_iPort;

      }

      SLPFree( (void *)parsedURL );

    }

    *(SLPError *)cookie = SLP_OK;

  } else if (errcode == SLP_LAST_CALL) {

    /* no action */

    printf("Final call -- slp find done.\n");

  } else {

    *(SLPError *)cookie = errcode;

  }

  return SLP_TRUE;

}

int main()

{

  SLPError err, callback_err;

  SLPHandle hslp;

  char timeBuffer[MAX_BUFFER+1];

  int sock, in;

  /* -------------------------------------

   * Section 1 -- SLP Service Request
   * ------------------------------------*/

  /* Open a new SLP API instance */

  err = SLPOpen( "en", SLP_FALSE, &hslp );

  if (err != SLP_OK) {

    printf("SLPOpen failed %d\n", err);

    return err;

  }

  /* Try to find the desired service */

  err = SLPFindSrvs( hslp, "service:daytime", "default", 0,

                      slpSrvURLCallback, &callback_err );

  if ((err != SLP_OK) || (callback_err != SLP_OK)) {

    printf("SLPFind failed %d/%d\n", err, callback_err);

    return err;

  }

  /* Close this SLP API instance */

  SLPClose( hslp );

  /* If the service wasn't found, exit now */

  if (!found) {

    close(sock);

    printf("Service not found.\n");

    return -1;

  }

  /* --------------------------------------

   * Section 2 -- Daytime Client Setup
   * -------------------------------------*/

  /* Create a new socket */

  if ((sock = socket(AF_INET, SOCK_STREAM, 0)) < 0) {

    perror("socket");

    return sock;

  }

  /* Bind the socket to the discovered service (address and port) */

  memset( &sa, 0, sizeof(sa) );

  sa.sin_family = AF_INET;

  sa.sin_port = htons(port);

  printf("Connecting to service\n");

  if (connect( sock, (struct sockaddr *)&sa, sizeof(sa)) < 0) {

    close(sock);

    perror("connect");

    return -1;

  }

  /* Read the time from the daytime server */

  in = read(sock, timeBuffer, MAX_BUFFER);

  timeBuffer[in] = 0;

  printf("Client received: %s\n", timeBuffer);

  close(sock);

  return 0;

}

Listing of Output running above programs
# slpd
# ./slpreg &
[1] 9275

Service registered

# slptool findsrvs service:daytime
service:daytime://www.mtjones.com:45667,65535

# ./slpfind
srvurl = service:daytime://www.mtjones.com:45667

Found service:daytime

at host www.mtjones.com

port number 45667

Resolving host to IP address

Resolved to 66.54.202.174

Final call -- slp find done.

Connecting to service

Client received: Sat Apr 16 14:04:26 2005

4.3. SLP in real Application

SLP has been released in a variety of commercial products from a number of companies. Some of the companies and products are listed

	Company
	Product

	Axis Communication
	Network printers and cameras

	GroupLogic
	ExtremeZ-IP file- and printer-sharing product

	IBM
	Communications Server; TotalStorage SAN Volume Controller; TotalStorage Multiple Device Manager (MDM); TN3270 Terminal

	Open Door Networks
	Shareway IP file-sharing product

	Symantec
	Norton Personal Firewall for Macintosh

	WBEM Solutions
	J WBEM Server


5. SLP Security

The main aim of this protocol is to advertise its services. So, for a mobile user this setup imposes several security issues. We discuss some of the security considerations in the below sections.

5.1. Authentication using Digital Signatures

The security feature that is optionally used is public key cryptography. We have listed three techniques by which the public key can be exchanged between DA and SA. There is a good possibility that the service information be transmitted by untrustworthy SA and DA. In this case, the sender includes a digital signature that is calculated using the URL entries, attribute lists, SAAdverts, and DAAdverts[4].The trust relationship between the DA and SA can be establishes to avoid any mishaps. However, there are few problems related to this. SLP cannot make sure that the UA will access contents that are restricted to its scope. This should be handled by some other higher level protocol. The second problem is that of how UA makes sure that the DA is trustworthy. To eliminate this possibility, UA is supplied with legitimate public keys of the DA in a secure way. This way a we can identify between the legitimate DA and a fake one.

5.2. Authentication Block

Authentication blocks are used to authenticate registration and deregistration of services. URL are registered using URL Authentication Blocks and Service attributes with Attribute Authentication Blocks. The format of a authentication block is given below:

  0                   1                   2                   3

      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |                                                               |

     +                           Timestamp                           +

     |                                                               |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |  Block Structure Descriptor   |            Length             |

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     |            Structured Authenticator ...

     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure ..:Authentication Block

Source:  http://www.ietf.org/rfc/rfc2165.txt?number=2165 

The Block Structure descriptor identifies the algorithm that is used to calculate the digital signature at the other end. The digital signature algorithm used by default is Secure Hash Algorithm 1 (SHA-1). The timestamp in the message format indicates the expiry time of the digital signature. [4]

5.3. Signature Generation

As discussed above that the authentication blocks are used in SAAdverts and DAAdverts. In this case, the given sequence of bytes is first hashed using SHA-1 algorithm, then DSA algorithm is applied to create a signature. This signature is then calculated over the bytes that are hashed and is finally ready to be included in the authentication block. [4]

5.4. Signature Verification

After the signature is created and sent over to the destination, they are verified to authenticate them. This is done by using BSD algorithm to derive the signature. There are two steps involved, they are, apply hash function over the relevant input bytes, second decrypt the message using public key and calculate the signature over the hashed bytes. If both the hashes match the signature is verified. [4]

6. Protocol Vulnerability

The SLP provides some security considerations but still have a few loop holes and therefore are vulnerable to certain problems. They are:

6.1. Replay Attacks and Countermeasures

One of the common threats is eavesdropping on messages. When a transaction occurs there is a possibility that an attacker can record the transaction and use it at a later date thereby spoofing the service. When service discovery occurs, the attacker can record the messages sent from SA to DA and can be replayed at a later point in time. This is one of ht serious threat SLP faces. [4]

6.2. Denial of Service Attacks

Another type of attack that is possible is the Denial-of-Service attack. One of the scenarios can be, the attacker tries to modify the timestamp on the authentication block of a SrvReg and set it to a very large value in order for the DA to accept it. This packet is eventually discarded, but it is processed before it can be discarded. During the time no other request is processed thereby leading to denial of service attack. [4]

7. Conclusion 

SLP enables automatic service discovery and configuration of services over a network. This is very advantageous given the mobility of today's computers. However there are also some security concerns. In this paper we try to cover an overview of the protocol, security considerations, and vulnerabilities of SLP. 
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