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ABSTRACT

Secure Transfer Protocols 
(SSH, SCP, SFTP and rsync)
by Ashwini, Chris, Jeng, Savitha and Shubhangi
A protocol for file transfer or file transfer protocol is a convention or standard that controls or enables the transfer of files between two computing endpoints.Traditional file transfer methods do not provide adequate security. Transmitting information like user names, passwords, and data in clear text can be easily intercepted.

Data delivery over the Internet can be simple, convenient, and cost effective - but it must also be secure. Hence secure transfer of computer files between a local and a remote host or, between two remote hosts is a major concern in the present day scenario. 
Secure Copy (SCP), SSH File Transfer (SFTP) and rsync are some of the widely used protocols that provide secure transfer of information. These protocols use SSH to transfer data and, maintain confidentiality and integrity of transferred information. 
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1 Introduction

Secure file transfer is a current requirement. Traditional UNIX command-line utility for copying named files and directories in heterogeneous networks such as, the file transfer protocol (FTP) and remote copy (RCP) are very useful file transfer tools. However, they are not secure. Sniffers could easily capture usernames, passwords, directory listings, and file content.

The secure transfer protocol like the Secure Shell (SSH) offers a good solution for the problem of securing data sent over a public network and reduces the security risks by "port forwarding." RCP and FTP when tunneled over a Secure Shell session are correspondingly referred to as secure copy (SCP) and Secure Shell FTP (SFTP). Secure Shell client/server solutions provide command shell, file transfer, and data tunneling services for TCP/IP applications. SSH connections provide highly secure authentication, encryption, and data integrity to combat password theft and other security threats.
One of the other major utility for file transfer is rsync which is an open source utility that provides fast incremental file transfer.  Rsync, in the words of its official Web site at http://www.samba.org/rsync/, is a "faster, flexible replacement for rcp". Like rcp, rsync allows you to transfer files between hosts. However, unlike rcp, rsync attempts to identify differences between source and destination files prior to initiating a transfer and (assuming differences exist) tries only to copy the changes, rather than the entire file.
Built-in authentication makes it simple to protect access to sensitive files, and data can be transmitted over SSH for greater security.
This research paper includes a brief overview of SSH followed by description of SCP. This is followed by explanation of SFTP, differences between SCP and SFTP and, a description of rync protocols.
2 SSH

As mentioned in the Secure Shell article, Tatu Ylönen implemented the first version of SSH protocol namely SSH-1 in 1995. Because of inherent security flaws in SSH-1, SSH-2 was implemented in 1996 and is incompatible with SSH-1. Currently, the OpenSSH implementation is a portable version that is built over the latest release of the SSH-1 implementation. SFTP and SCP use SSH to provide the security features (Secure Shell, Wikepedia, 2006).
SSH is used for port forwarding or tunneling where a non-secure connection is redirected to a SSH program which then forwards the connection to another SSH program. Thus the secure connection exists only between the two SSH programs. The other SSH program then forwards the connection to the destination host. Thus TCP/IP ports or X11 connections can be redirected over encrypted channel in either direction. Examples of such usage are access to database and email servers, Windows remote desktop and VNC connections (Secure Shell, Wikepedia, 2006).

2.1 SSH Architecture

The architecture described here is as defined in RFC 4251. SSH offers secure login and other secure services over an insecure network. The SSH consists of three major components: Transport Layer Protocol, User Authentication Protocol and Connection Protocol. The clients make a service request after a secure transport layer connection has been made as well as after the completion of user authentication (Ylonen and Lonvick, 2006, RFC 4251).
2.1.1 Transport Layer Protocol (SSH-TRANS) 

This layer provides server (host) authentication, confidentiality and integrity. Compression may or may not be provided. This layer typically runs over a TCP/IP connection. The underlying network transport layer is responsible to handle the transmission errors. The client initiates the connection. When run on TCP/IP the server normally listens on port 22. Once the connection is established, both ends of the connection send an identification string of the form “SSH-protoversion-softwareversion SP comments CR LF”, identifying the protocol version and software version. If the server sends additional data along with the identification string, every line ends with a ‘CR LF’ and does not contain the ‘SSH-’ in the beginning. Key exchange begins after the identification string is sent. (Ylonen and Lonvick, 2006, RFC 4253)
The minimum packet size is 28 bytes and the maximum size is negotiable for each channel. According to RFC 4253, each SSH packet is of the following format:

uint32    

packet_length

byte      

padding_length

byte[n1]  
payload; n1 = packet_length - padding_length - 1

byte[n2]  
random padding; n2 = padding_length

byte[m]   
mac (Message Authentication Code - MAC); m = mac_length

Compression of the packets is optional. If compression is used, encryption is done after the compression. During key exchange, encryption data and key are negotiated. Key length must be at least 128 bits. Some of the encryption algorithms recommended in RFC 4253 are 3DES in CBC mode (required), blowfish, and aes128. All these algorithms are to be used in CBC mode. The MAC algorithms specified to maintain data integrity are HMAC-SHA1 (required) and HMAC-MD5. The key exchange methods use the Diffie-Hellman algorithm. The public key and certificate formats defined are DSS key, RSA key, PGP with DSS or RSS key. In the beginning of key exchange each side sends a list of supported algorithms. The client requests a service after the key exchange is complete. Each server must have one or more host keys with at least one key using DSS or RSS. The client can either maintain a database with the host name and key associations or have a trusted certification authority certify the host name and key association (RFC 4253). 

2.1.2 User Authentication Protocol (SSH-USERAUTH)

The user authentication protocol layer authenticates the client-side user to the server. It runs over the transport layer protocol. This protocol assumes that data integrity and confidentiality is managed by the transport protocol. The user authentication protocol makes use of the session id received from the transport protocol. The server tells the client which authentication methods it can use. Some of the authentication methods are password, public key and keyboard interaction based. An authentication request consists of user name, service name, method name and, method specific fields. Once the server accepts the authentication request, the server starts the service. All authentication messages that come later are ignored (Ylonen and Lonvick, 2006, RFC 4252).

2.1.3 Connection Protocol (SSH-CONNECT)

This layer runs over the authentication layer. This layer manages secure interactive sessions and remote execution of commands through channels. This layer also enables forwarding of TCP/IP and X11 connections. It multiplexes many channels into a single connection. Either of the ends can open a channel. Each open channel is assigned a number and the number can be different at both the ends (Ylonen and Lonvick, 2006, RFC 4254).
2.2 SSH Messages:

According to RFC 4251, numbers from 1-255 are assigned for the SSH packets (Ylonen and Lonvick, 2006).

The transport layer packets are assigned numbers 1-49 as follows:

1-9
=>
generic

20-29
=>
algorithm negotiation

30-49
=> key exchange method specific

The user authentication layer packets are assigned numbers 50-79 as follows:

50-59
=>
generic

60-79
=>
method specific

The connection protocol packets are assigned numbers 80-127 as follows:

80-89
=>
generic

90-127
=>
channel related messages

The numbers 128-191 are reserved for client protocols and 192-255 are local extensions.

2.3 Extensibility
The protocol specification allows organizations to implement their security algorithms for encryption, authentication and key exchange. However, a minimal set of algorithms have to be included in all the implementations. Various algorithms to be used can be negotiated and the algorithms can be different in either direction. The SSH protocol standard specifies naming format for algorithms. The names that do not contain “@” sign are assigned by the IETF. These names have to be registered with the IANA. Proprietary algorithms defined must have names that contain the “@” sign such as “name@domain.com” (Ylonen and Lonvick, 2006, RFC 4251).
2.4 Security considerations
As mentioned in the RFC 4251 for SSH Architecture, the transport protocol layer provides a confidential channel over an insecure network. The transport layer is responsible for host authentication, key exchange, encryption and, integrity aspects of SSH. This layer also derives a unique session id which is used by the authentication and connection protocols. The authentication protocol authenticates the client to the server. The authentication protocol makes use of the session id provided by the transport layer and also the underlying security and integrity features. The connection protocol provides channels for proxy-forwarding external protocols over the secure transport protocol layer and, enables access to secure subsystems on the server (Ylonen and Lonvick, 2006, RFC 4251). As stated by Sean Boran, port forwarding can pose security threats because a client using internet to access the intranet can expose the intranet in the absence of a firewall on the user’s computer. SSH features can be compromised if a person has access to the user’s home directory (Sean Boran, 2004).

3 Secure Copy Protocol (SCP)
SCP, as its name suggests, SCP is used to copy files from and to remote systems. SCP is identical to the rcp protocol. Rcp protocol is a BSD Unix command which is used for remote copying of files. In addition of copying of files, SCP provides encryption of data sent over the connection. SCP runs over the SSH (Secure Shell) protocol and expects SSH to implement authentication and security features. SCP is generally used with SSH-1. SCP enables secure transfer of files from a local to a remote host or between remote hosts (Secure Copy, Wikipedia, 2006).
3.1 SCP Motif

Before using SCP, we should understand why and when to use SCP. SCP and FTP (File Transfer Protocol) are used to transfer files between hosts across a network. However, FTP suffers from vulnerability similar to telnet. As a result, like telnet, FTP transfers data in clear text. Any one between you and the server can expose the transmitted data. FTP can not provide any security protection when a user is sending very sensitive data, such as user id and password, in an insecure network. Unlike FTP, SCP data are encrypted during transfer. However SCP itself does not provide authentication and security; it expects the underlying protocol SSH to secure data. SCP provides users a more secure environment to transfer data between hosts across network (OIT’s Secure Copy SCP page, Vergil Bushnell, 2002). 
3.2 SCP Program

SCP Program is a client implementing the secure copy protocol. The server implementation is very similar to that of the client. For upload operation, the client sends the files to the server with optional attributes such as permissions and timestamps. For the download operation, the client requests the files it needs. The server then sends the requested files across to the client (Secure Copy, Wikipeida, 2006).
The syntax for the scp commands are as follows:

Upload operation => scp filename username@hostname:directory/file

Download operation => scp username@hostname:folder/filetocopy file

Some of the clients implementing SCP are PSCP, WinSCP and OpenSSH. WinSCP is an open source SFTP and SCP client for Windows. It secures the file transferred between a local and a remote host. Some of the features of WinSCP are: Graphical User Interface, integration with Windows, all common operations with files, support for both SCP and SFTP over SSH-1 and SSH-2, Directory Synchronization and, support for SSH authentication. The interface of WinSCP is like the interface of some GUI FTP software, such as WS_FTP. In addition, WinSCP allow user to transfer data only with a SSH server (Introducing WinSCP, WinSCP website (pirkryl), 2005).
3.3 Security Considerations:

The download of files to a client is server driven and hence, can pose a security threat in case of a malicious server. For example, when the client requests for files using the wildcard in the string such as “*.c”, there is no mechanism to ensure that the server indeed sends files with names “*.c.” A malicious server could send an “autoexec.bat” file instead and install a virus on the client (Simon Tham, n.d.).
4 SSH File Transfer Protocol (SFTP)
SFTP is the SSH File Transfer Protocol. SFTP is a network protocol that provides secure file transfer. Currently, SFTP is more widely used than SCP because SFTP also provides remote file system service. The SFTP protocol is not yet considered as an IETF standard. The latest specific is an Internet Draft, “draft-ietf-secsh-filexfer-12.txt” (Galbraith and Sareenma, 2006). The SFTP is usually used as a subsystem with the SSH-2 protocol implementation. The SFTP protocol assumes that the underlying channel is secure. SFTP follows a request-response model. Requests relating to the same file are processed in the order they are received from the client. The protocol does not specify a limit on the number of outstanding requests that the client can send. 
4.1 SFTP Packets

There are a total of thirty packet types listed in the SFTP specification. The packets types are named as “SSH_FXP_xxx.” The general format of a packet is as follows:

uint32

length (length of entire packet excluding the length field)

byte

type (type code for the packet)

uint32

request-id 


…  type specific fields  …

Each request packet from the client contains a request-id field (with the exception of INIT and VERSION packets). The server uses the same request-id in its response to the corresponding request packet. The request_ids need not be unique. In the beginning, the client sends a SSH_FXP_INIT packet to the server including its version number. The server then responds with a SSH_FXP_VERSION packet specifying the lower of the version number supported by the client and the server. The client and the server have to then adhere to the version number specified by the server (Galbraith and Sareenma, 2006).

4.2 SFTP Files

The files names in SFTP are represented as strings with the commonly used convention of “/” in the beginning of a filename specifying an absolute path. UTF-8 encoding is preferred for filenames. Various attributes can be specified for the files. The type attribute of a file is specified with the format “SSH_FILEXFER_TYPE_xxx” where xxx can have the values: REGULAR, DIRECTORY, SYMLINK, SPECIAL, UNKNOWN, SOCKET, CHAR_DEVICE, BLOCK_DEVICE or FIFO, with numbers 1-9 respectively. Some of the other file attributes are size, allocation-size, owner and group, permissions, times and ACL. The protocol provides a flag to specify which of the file attributes are valid or present. The type attribute is always present (Galbraith and Sareenma, 2006).

4.3 Security considerations

SFTP assumes that the underlying layer takes care of authenticating both ends of the connection. Also the underlying layer is expected to implement privacy and integrity features. SFTP provides file system access to all possible files on a remote system. Even devices can be accessed as files. It the responsibility of the server to limit access to certain files based on the user authentication. Use of ‘..’ in the file path can lead to security breach. Parsing filenames must be done with great care (Galbraith and Sareenma, 2006).

4.4 Comparison of SCP and SFTP [winscp.net]

The table below shows a comparison of SCP and SFTP protocols as defined in an article from winscp.net (WinSCP documentation, 2005).

	Sr. No.
	Feature
	SCP
	SFTP

	1. 
	Speed
	Faster
	Slower (because of packet confirmation)

	2. 
	Transfer resume
	Not supported
	Supported

	3. 
	Large files
	4GB is a the limit for file size
	Supports files larger than 4GB

	4. 
	Append to end of file
	Not supported
	Supported

	5. 
	Transfer cancellation
	Requires termination of session
	Supports cancellation of transfer and continue

	6. 
	Text transfer mode
	Not supported
	Supported by versions 4 and above

	7. 
	Directory operations
	Recursive operations with directories can be done with a single command
	Recursive operations with directories must be performed separately for each file.

	8. 
	File duplication
	Supported
	Not supported

	9. 
	File modification timestamp
	File timestamps can vary from server to server
	Theoretically is the same for a file across servers because the protocol requires the timestamps to be in 
UTC


Table 1. Comparison of SCP and SFTP

5 Rsync
Rsync is file transfer utility for UNIX systems. Rsync bring the files in remote system in sync with each other. Rsync copies only the differences between files that have actually changed compressed and uses SSH for security in file transfer. It is very similar to rcp but with many more features. It is based on remote-update protocols.
The file transfer is faster because:

· Rsync does the file transfer by sending just the differences in the files across the link, without requiring both sets of files to be present at one of the ends of the link beforehand.

· Rsync compresses the differences between the files on the fly, further saving file transfer time and reducing the load on the network.

Other notable features of rsync are: updating of whole directory trees and file systems, optional preservation of symbolic links, hard links, file ownership, permissions, devices and times, not requiring special privileges to install, reduction in latency for multiple files due to internal pipelining, usage of rsh, ssh or direct sockets as the transport and, not requiring root privileges (www.samba.org,2006). Rsync has the default UDP/TCP port of 873. (wikipedia, 2006)
5.1 Rsync Process:

When the Rsync client is started it first establishes a connection with a server process through pipes or over a network socket. When Rsync communicates with a remote non-daemon server via a remote shell the startup method is to fork the remote shell, which will start an Rsync server on the remote system. At the point when the client and server are communicating via pipes through the remote shell with no actual network, the rsync options for the server process are passed on the command-line that is used to start the remote shell.

The first communication between the client and server, they each send the maximum protocol version they support to the other side. Each side then uses the minimum value as the protocol level for the transfer. If this is a daemon-mode connection, rsync options are sent from the client to the server. Then, the exclude list is transmitted.

Local Rsync jobs (when the source and destination are both on locally mounted file systems) are done exactly like a push. The client becomes the sender and, forks a server process to fulfill the receiver role. The client/sender and server/receiver communicate with each other over pipes (www.samba.org, 2006).
5.2 Rsync Components:

File list:

The file list includes not only pathnames but also ownership, mode, permissions, size and modtime. If the --checksum option has been specified it also includes the file checksums.

Once the startup is complete the sender creates a file list and meanwhile sending entry is transmitted to the receiving side in a network.

Once both sides have a list of files they sort the file list lexicographically by path relative to the base directory of the transfer, so future references to the file will be done by the index in the file list. The receiver will now fork to become the generator by becoming the receiver-generator pair completing the pipeline.

Once the file list has been shared the pipeline behaves like this: 
generator → sender → receiver 

The output of the generator is input for the sender and the output of the sender is input for the receiver. Each process runs independently and is delayed only when the pipelines stall or when waiting for disk I/O or CPU resources. (www.samba.org, 2006)
The generator:

The generator compares the file list with its local directories.

Depending on the option specified takes the appropriate steps:

Delete option: generator checks to see if the file is present on receiver and file is not present on sender and then deletes the file.

Checksum option: file level checksum is created and compared and the checksum along with the file index sent to the sender.

Whole file option: empty block checksum set is sent to the sender.

When no option is specified the following might occur:

· Generator goes through the file list to see if the modification time and size differ for each file and if they differ then the block checksums are created and sent to the sender along with the index number of the file.

· If the modification time and size do not differ the files are skipped.

· Missing directories are created.

· Empty block set is sent to sender for new files.

The Sender:

Reads the file index number and block checksum sets and stores this information by building the hash index of them for rapid lookup. The local file is read and checksum generated. After which the sender applies the rsync algorithm to generate the rolling checksums and then searches for matches in the checksum set sent by the generator. (wikipedia, 2006)
The Receiver:

The receiver reads from the sender data for each file identified by the file index number. It opens the local file (called the basis) and creates a temporary file.

The receiver then takes the following steps: 

· The receiver will expect to read non-matched data and/or to match records all in sequence for the final file contents. When non-matched data is read it will be written to the temp-file. 

· When a block match record is received the receiver will seek to the block offset in the basis file and copy the block to the temp-file. In this way the temp-file is built from beginning to end. 

· The file's checksum is generated as the temp-file is built. At the end of the file, this checksum is compared with the file checksum from the sender. If the file checksums do not match the temp-file is deleted. If the file fails once it will be reprocessed in a second phase, and if it fails twice an error is reported. 
· After the temp-file has been completed, its ownership and permissions and modification time are set. It is then renamed to replace the basis file. (www.samba.org,2006)
5.3  Rsync Algorithm:

Suppose we have two general purpose computers A and B. Computer A has access to a file f1 and B has access to file f2, where f1 and f2 are ``similar''. There is a Communications link between A and B. 

The rsync algorithm consists of the following steps: 

· A splits the file f2 into a series of non-overlapping fixed-sized blocks of size S bytes. The last block may be shorter than S bytes. 

· For each of these blocks B calculates two checksums: a weak “rolling”' 32-bit checksum (described below) and a strong 128-bit MD4 checksum. 

· B sends these checksums to A. 

· A searches through f1 to find all blocks of length S bytes (at any offset, not just multiples of S) that have the same weak and strong checksum as one of the blocks of f2. This can be done in a single pass very quickly using a special property of the rolling checksum described below. 

· A sends B a sequence of instructions for constructing a copy of f1. Each instruction is either a reference to a block of f2, or literal data. Literal data is sent only for those sections of f1 which did not match any of the blocks of f2. 

The end result is that B gets a copy of f1, but only the pieces of f 1 that are not found in f2 (plus a small amount of data for checksums and block indexes) are sent over the link. The algorithm also only requires one round trip, which minimizes the impact of the link latency (www.samba.org, 2006).
5.4 Example of Rsync usage:

Before using rsync, both servers are needed to support rsync service. If there is no any rsync program in the server, users should download and install it.

The command for rsync is:

rsync [options] [SourceHostAddress:SourceDirectory] [LocalBackupDirectory]

rsync –e ssh 192.168.1.1:/rsync/data /rsync/data

After users type this command, the two servers which are local host and 192.168.1.1 will establish a SSH connection, then rsync programs will begin to compare the file in the directory: rsync/data of 192.168.1.1 and the file in the backup directory of local host. If the files between these two hosts are same, than the source server will not transfer the same file to local host. On the other hand, if the files are different, the source serve will update the file in the local host. (everythinglinux, 2006)
6 Conclusion
Securing any kind of data over the internet should be our top priority, since hackers are always looking for ways to get hold of information which could be used later for destructive purposes. SSH, SCP, SFTP and rsync protocols provide a way of secure transfer.
Secure Shell provides security through authentication, encryption and data integrity also providing other capabilities such as secure command-shell, secure file transfer, and remote access to a variety of TCP/IP applications via a secure tunnel. Secure Shell client and server applications are widely available for most popular operating systems. SCP and SFTP provide security by using the underlying SSH protocol. Rsync utility also provides the required security by using SSH for the data transfer.

All these together ensure that your mission-critical data is safe from eavesdropping while traversing the Internet and the users of the data are strongly authenticated.
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