RTSP



Real Time Streaming Protocol

Research Paper

Instructor

 Richard Sinn

Submitted on

25 April 06

By

Team: Neo




Prashant Morgaonkar pvm7@yahoo.com




Jitin Keith

        jitinkeith@gmail.com

31.1 Introduction


31.2 Typical applications


31.
RTSP protocol overview


33. RTSP FSM


33.1 RTSP Client FSM


43.2 RTSP Server FSM


44. RTSP Method types


55. RTSP Error Codes


55.1 Success 2XX


55.2 Redirect 3XX


55.3 Client Error 4XX


76. Security Considerations


76.1 Denial of service:


76.2 Session hijacking :


76.3 Authentication :


77. Streaming Multimedia


77.1 Data Streaming:


87.2 Streaming Vs Download:


88. RTSP Communication


88.1 Example of RTSP Communication:


98.2 Protocols for RTSP:


109. Quality of Service


109.2 Interleaving


1110. Conclusion


1112. Reference





1. Real Time Streaming Protocol
1.1 Introduction
RTSP is a  signaling protocol used to control the delivery of time sensitive data streams, typically voice and video streams.  RTSP operates at the application layer and uses either TCP, UDP or Multicast UDP for transport.

1.2 Typical applications

Popularly available RTSP clients include Windows Media Player, RealPlayer.

1. RTSP protocol overview

Rtsp is used as a signaling protocol to control the delivery, if not the actual data, in a data stream. Functionally RTSP is to streaming data server  what the remote control is to a DVD player.
3. RTSP FSM

3.1 RTSP Client FSM

State       message sent     next state after response

   Init        SETUP    
        Ready

                TEARDOWN                 Init

   Ready    PLAY             
        Playing

                RECORD                       Recording

                TEARDOWN                 Init

                SETUP                           Ready

   Playing   PAUSE                         Ready

                TEARDOWN                Init

                PLAY                            Playing

                SETUP                         Playing (changed transport)

   Recording   PAUSE                   Ready

                TEARDOWN               Init

                RECORD                      Recording

                SETUP                         Recording (changed transport)


[image: image1]
3.2 RTSP Server FSM

	State           message received  next state

	     Init          SETUP             Ready

	                     TEARDOWN   Init

	     Ready       PLAY               Playing

	                     SETUP              Ready

	                     TEARDOWN   Init

	                     RECORD          Recording

	     Playing     PLAY                Playing

	                     PAUSE              Ready

	                     TEARDOWN    Init

	                     SETUP               Playing

	     Recording       RECORD   Recording

	                     PAUSE              Ready

	                     TEARDOWN    Init

	                     SETUP              Recording

	

	


4. RTSP Method types

4.1 OPTIONS: If the client is about to try a nonstandard request a options method should be used by the client

4.2 DESCRIBE: The DESCRIBE method retrieves the description of a presentation from the server or servers before the RTP or  other streaming data is initiated.
4.3 ANNOUNCE : A client can issue a SETUP request for a stream that is already playing to change transport parameters such the session description
4.4 SETUP: A client can issue a SETUP request for a stream that is already playing to change transport parameters such as firewalls or intermediate transport devices.
4.5 PLAY:  The PLAY method tells the server to start sending data via the mechanism specified in SETUP 

4.6 PAUSE: The PAUSE request causes the stream delivery to be interrupted (halted) temporarily 

4.7 TEARDOWN :The TEARDOWN request stops the stream from the server being sent to the client or tears down a conference connection
4.8 GET_PARAMETER, SET_PARAMETER  :The GET_PARAMETER request retrieves the value of a parameter of a presentation or stream and similarly SET sets the parameters of a presentation that is about to be streamed
4.9 REDIRECT : A redirect request informs the client that it must connect to another server location due to a variety of reasons such as the the server could be a cache server or a dedicated media server capable of connecting to high bandwidth.
4.10 RECORD : Start recording the media. This method instructs the server to start recording the media that is being streamed via a real time transport protocol.
5. RTSP Error Codes
5.1 Success 2XX
The only pseudo exception to the “200 OK” code is the “250” code which indicates that the server is low on storage space.
5.2 Redirect 3XX
The 301 code which is the only redirect code currently implemented indicates to a client that it is going to be redirected to a different server than what it originally connected to.
5.3 Client Error 4XX
The following error codes are taken from  RFC2326[1] verbatim since they are fairly self explanatory. “

405 Method Not Allowed

   The method specified in the request is not allowed for the resource

   identified by the request URI. The response MUST include an Allow

   header containing a list of valid methods for the requested resource.

   This status code is also to be used if a request attempts to use a

   method not indicated during SETUP, e.g., if a RECORD request is

   issued even though the mode parameter in the Transport header only

   specified PLAY.

 451 Parameter Not Understood

   The recipient of the request does not support one or more parameters

   contained in the request.

452 Conference Not Found

   The conference indicated by a Conference header field is unknown to

   the media server.

453 Not Enough Bandwidth

   The request was refused because there was insufficient bandwidth.

   This may, for example, be the result of a resource reservation

   failure.

454 Session Not Found

   The RTSP session identifier in the Session header is missing,

   invalid, or has timed out.

455 Method Not Valid in This State

   The client or server cannot process this request in its current

   state.  The response SHOULD contain an Allow header to make error

   recovery easier.

456 Header Field Not Valid for Resource

   The server could not act on a required request header. For example,

   if PLAY contains the Range header field but the stream does not allow

   seeking.

457 Invalid Range

   The Range value given is out of bounds, e.g., beyond the end of the

   presentation.

458 Parameter Is Read-Only

   The parameter to be set by SET_PARAMETER can be read but not

   modified.

459 Aggregate Operation Not Allowed

   The requested method may not be applied on the URL in question since

   it is an aggregate (presentation) URL. The method may be applied on a

   stream URL.

460 Only Aggregate Operation Allowed

   The requested method may not be applied on the URL in question since

   it is not an aggregate (presentation) URL. The method may be applied

   on the presentation URL.

461 Unsupported Transport

   The Transport field did not contain a supported transport    specification.

462 Destination Unreachable

   The data transmission channel could not be established because the

   client address could not be reached. This error will most likely be

   the result of a client attempt to place an invalid Destination

   parameter in the Transport field.”
6. Security Considerations

6.1 Denial of service: 
RTSP servers can be flooded with h unrequested RTSP streams requests that have no originating client. If enough number of requests can be generated then legitimate requests will be denied causing a denial of service attack. 
6.2 Session hijacking :
 RTSP relies on session ID’s since the server is a stateful server (unlike HTTP which is stateless). Once a session is in progress it is easily possible to sniff the session ID of a ongoing session and send a request to stream data with the same session ID since there is no validation needed to have just 1 stream to be sent to a client.
6.3 Authentication : 
The authentication is completely left to he transport level protocols and RTSP lacks any authentication mechanism making it some what vulnerable to rouge clients using the media server to get media. 
7. Streaming Multimedia
7.1 Data Streaming:

Data streaming is the transfer of data at a steady high-speed rate sufficient to support such applications as real time media players the continuous backup copying to a storage medium of the data flow within a computer. Data streaming requires some combination of bandwidth sufficiency and, for real-time human perception of the data, the ability to make sure that enough data is being continuously received without any noticeable time lag. 

7.2 Streaming Vs Download: 
Streaming has some broad advantages as compared to downloads.

1. Incase of downloads, entire file has to be first downloaded before it can be run on a media player. Whereas in streaming the media player can run as data is being received.

2. Downloading can have high “start-up” delay as media  file can be large. There is (almost)  no delay in streaming type communication.

3. For e.g. a 4GBfile will take around  2 hours to download before running an MPEG II movie. Streaming of movies ( or any large file ) is almost instant.
8. RTSP Communication
8.1 Example of RTSP Communication:
Through a web browser a web server is accessed using HTTP GET command. The server responds with a presentation description or a ‘Metafile’. The browser then launches the media player passing the metafile to the player.


[image: image2]
 The player establishes a dedicated control connection along with streaming channel. The 

controller at the media player then uses its commands like-play, pause, ff, rewind etc and controls the flow of data through the streaming channel.

RTSP is at the application layer and can work on either UDP or TCP protocols.

8.2 Protocols for RTSP:

The UDP Protocol:
1. Server sends at rate appropriate for the client (oblivious to network congestion !)

2. Often send rate is equal to encoding rate which in turn is equal to a constant rate.
3. Short playout delay (2-5 seconds) to compensate for network

4. UDP experiences regular delay jitters
5. The error recovery is often time permitting

The TCP Protocol:
1. Sends at maximum possible rate under TCP.
2. Fills the  rate fluctuation due to TCP congestion control.
3. At larger playout delay TCP experiences smooth delivery rate.
4. HTTP/TCP passes more easily through firewalls.

9. Quality of Service

9.1 Forward Error Correction:

Forward Error Correction is a famous algorithm wherein the server takes some pre-measurements before it transmits data. In this case the original packet comprises of four packets 1,2,3 and 4(say)FEC now adds low resolution packet 1 to packet 2, similarly a low resolution packet 2 is added to packet 3 and so on.

[image: image3]
Now when this data stream reaches at the client end and suppose packet 3 is lost during communication, it gets reproduced from the sample in packet 4.

9.2 Interleaving


[image: image4]
The server re-sequences packets before transmission. Now when a burst packet is lost its place is reproduced by packets from the neighbouring burst. This helps in better handling of “burst” losses. Thus results in increased playout delay.
10. Conclusion
RTSP is a lightweight control protocol used to control streaming media. It acts a highly evolved “remote control” which is capable of sending a variety of methods to a stateful RTSP server in order to initiate real time protocols to stream media. It is also flexible in terms of adding methods and many of the methods applicable to HTTP are also seen to be implemented in RTSP making it very flexible to customize and easy to implement.

RTSP lacks any authentication and hence is easily subject to unauthorized access and DOS attacks.
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