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1. INTRODUCTION / OVERVIEW:

Point to Point Tunneling Protocol (PPTP) can be termed as a network technology which supports multi-protocol virtual private networks (VPN’s), enabling the user to remotely connect to their corporate networks securely through public networks like Internet. The remote users basically uses the dial up networking to access its local (PPTP enabled) ISP (Internet Service Provider) to connect to the Internet. Then the ISP tunnels the remote user to the corporate network after authenticating the user.

PPTP is basically termed as a “protocol from Microsoft” however PPTP was created by a team that compromised of people from Microsoft, US Robotics and a PPTP forum (which consisted of many Remote User Application–Vendors). 

PPTP encapsulates any type of network and transports it over IP datagrams. Thus if we use IP datagrams for the protocol, the original IP packets might be encapsulated inside the encrypted PPTP packets which may be transporting over the IP. PPTP uses GRE (Generic Routing Encapsulation) for encapsulating and routing its packets. 

The PPTP constitutes mainly of 3 main operations or parts:

· Control Connection which basically runs over the TCP (port 1723)

· The main data packets which are encapsulated using GRE and routed through the IP tunnel

· The main IP tunnel used for routing the packets which are encapsulated by GRE

2. PPTP CONNECTIONS & CONSIDERATIONS:
2.1 PPTP Connections:

Though the PPTP is best suited for remote access it also supports LAN internetworking. There are basically two connections methods for PPTP:

(a) Remote Access:

· The user dials up the local ISP to connect to the public network (Internet)

· After gaining connection the PPTP broker device creates a tunnel between the VPN client (remote user) and the VPN server (corporate network server)

· TCP port 1723 is used for this connection

(b) LAN Internetworking:

· For LAN connection we do not need to connect to the ISP, thus the tunnel creation phase begins directly

2.2 PPTP Considerations:

(a) PPTP encapsulates the Point to Point data packets inside the IP datagram and transfers it through the Internet based VPN tunnel.
(b)  It also supports encryption of this data through the use of Microsoft’s Point to Point Encryption (MPPE).
(c) General Routing Encapsulation (GRE) is used to route the packets to its final destination.

(a) PPP:

· Point to Point Protocol, discussed in RFC 1661
· Basically an encapsulation protocol for IP traffic.

·  Concerned with transportation of multi-protocol datagram over point to point links.

(b) MPPE:

· Microsoft’s Point to Point Encryption.

·  Used to provide Encryption for data transferred across using VPN.

·  Uses RSA algorithm with either 40 or 128 bit keys

(c) GRE:

· Generic Routing Encapsulation; basically is a protocol for encapsulation of an arbitrary network layer protocol over another arbitrary network layer protocol. 

· The payload (packet to be delivered) is first encapsulated in a GRE packet. The resulting GRE packet can then be encapsulated in some other protocol and then forwarded 

·  Security in GRE is equivalent to the security in IPv4 network, as routing using GRE follows the same routing that IPv4 uses. 

Basic Terminologies used in PPTP:

PPTP Access Concentrator (PAC)

· A device attached to one or more PSTN or ISDN lines capable of PPP operation and of handling the PPTP protocol. 

· Only needs to implement TCP/IP to pass traffic to one or more PNS’s.

PPTP Network Server (PNS)

· Handles the server side of the PPTP protocol.

· Uses any combination of IP interface hardware including LAN and WAN devices.

2.3 Implementation Techniques:

· Total Encryption at Client side and Decryption at Server side. No changes made by ISP.

·  ISP creates FEP (Front End Processors) which provide PPTP connection.

3. CHARACTERISTICS OF A PPTP
Challenges and comparative analysis
There were serious flaws in initial implementation of PPTP, including a shortcut to automatic cracking by tools such as L0phtCrack. Microsoft's current PPTP version, using Microsoft Challenge/Reply Handshake Protocol Version 2, or MS-CHAPv2, addressed this vulnerability and added server authentication to prevent masquerade attacks by rogue servers.

PPTP merely encapsulates data, failing to address other key concerns of mission-critical network administration. For example, PPTP does not have the necessary tools for preventing a "replay attack," in which an attacker monitors the communications stream and sends previously intercepted traffic to pose as a legitimate participant.

Protocols such as IPSec, in contrast, provide mechanisms to detect the packet sequence disruptions that betray this tactic.

PPTP also has the weakness of relying on passwords, which are often chosen poorly or protected inadequately by their users. IPSec and SSL rely on cryptographic certificates or algorithms that typically provide a stronger form of encryption, but many implementations use certificates associated with machines rather than users.

The user who leaves a machine logged in that's physically accessible to others, or the user who enables automatic log-in features on either kind of VPN, makes the security of the network only as good as the physical security that protects the user's office—or, worse still, the user's portable device.

System builders must appreciate that in the domain of security, every convenience comes at a price. SSL-based VPNs accommodate the heterogeneity of Web clients to offer service to a wide range of users and devices, but that tolerance of differences also creates possible security loopholes (for example, the risk of automatic fallback to an easily cracked 40-bit key if a user logs in with an outdated browser).

IPSec clients are less tolerant. Server-side attacks on SSL-based VPNs might succeed if users are too casual in dismissing warnings about possibly bogus security certificates, potentially enabling man-in-the-middle attacks. IPSec clients leave less to the user's discretion.

Anyone considering VPN alternatives must look at all of the implications—practical, as well as theoretical—of each offered choice. 

3. CURRENT STATE OF THE ART & IMPLEMENTATIONS

3.2 Choosing between PPTP and Other

Are there alternatives?  The main alternative is IPSec. It is an open standard, designed under the direction of the IETF. It has been developed completely in public, and is not owned by any one company. It will be used in future VPN products.

L2TP and IPsec : L2TP does not include encryption (as does PPTP), but is often used with IPsec in order to provide virtual private network (VPN) connections from remote users to the corporate LAN
PPPoE (Point-to-Point Protocol Over Ethernet) Using the PPP dial-up protocol with Ethernet as the transport. Used by many DSL providers, PPPoE supports the protocol layers and authentication widely used in PPP and enables a point-to-point connection to be established in the normally multipoint architecture of Ethernet. A discovery process in PPPoE determines the Ethernet MAC address of the remote device in order to establish a session.
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PPP and L2TP Traffic
	PPP encapsulates IP packets from the user's PC to the ISP. L2TP tunnels those packets over multiple links.


4. Architecture

This section provides information about the architecture of PPTP under Windows NT Server version 4.0 or Windows NT Workstation version 4.0. PPTP is designed to provide a secure method for reaching private networks over the Internet. Examining the PPTP reveals the secure design features of the PPTP protocol.

This section describes:

	•
	PPP protocol

	•
	PPTP control connection

	•
	PPTP data tunneling

	
	


PPTP Architecture Overview

The secure communication created using the PPTP protocol typically involves three processes, each of which requires successful completion of the previous process. This document explains these three processes and how they work:

PPP Connection and Communication . A PPTP client uses PPP to connect to an ISP by using a standard telephone line or ISDN line. This connection uses the PPP protocol to establish the connection and encrypt data packets.

PPTP Control Connection . Using the connection to the Internet established by the PPP protocol, the PPTP protocol creates a control connection from the PPTP client to a PPTP server on the Internet. This connection uses TCP to establish the connection and is a called a PPTP tunnel.

PPTP Data Tunneling . Finally, the PPTP protocol creates IP datagrams containing encrypted PPP packets which are then sent through the PPTP tunnel to the PPTP server. The PPTP server disassembles the IP datagrams and decrypts the PPP packets, and then routes the decrypted packets to the private network.

PPP Protocol

PPP is a remote access protocol used by PPTP to send multi-protocol data across TCP/IP-based networks. PPP encapsulates IP, IPX, and NetBEUI packets between PPP frames and sends the encapsulated packets by creating a point-to-point link between the sending and receiving computers.

Most PPTP sessions are started by a client dialing up an ISP network access server. The PPP protocol is used to create the dial-up connection between the client and network access server and performs the following three functions:

	•
	Establishes and ends the physical connection. The PPP protocol uses a sequence defined in RFC 1661 to establish and maintain connections between remote computers.

	•
	Authenticates users. PPTP clients are authenticated by using the PPP protocol. Clear text, encrypted, or Microsoft encrypted authentication can be used by the PPP protocol.

	•
	Creates PPP datagrams that contain encrypted IPX, NetBEUI, or TCP/IP packets . PPP creates datagrams which contain one or more encrypted TCP/IP, IPX, or NetBEUI data packets. Because the network packets are encrypted, all traffic between a PPP client and a network access server is secure.


This entire process is illustrated in the following illustration.
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Figure 4: - Dial-Up Networking PPP Connection to ISP
Note: In some situations, remote clients may have direct access to a TCP/IP network, such as the Internet. For example, a laptop computer with a network card can use an Internet tap in a conference room. With a direct IP connection, the initial PPP connection to an ISP is unnecessary. The client can initiate the connection to the PPTP server, without first making a PPP connection to an ISP.

PPTP Control Connection

The PPTP protocol specifies a series of control messages sent between the PPTP-enabled client and the PPTP server. The control messages establish, maintain and end the PPTP tunnel. The following list presents the primary control messages used to establish and maintain the PPTP tunnel.

PPTP Control Message Types
	Message Type
	Purpose

	PPTP_START_SESSION_REQUEST
	Starts Session

	PPTP_START_SESSION_REPLY
	Replies to start session request

	PPTP_ECHO_REQUEST
	Maintains session

	PPTP_ECHO_REPLY
	Replies to maintain session request

	PPTP_WAN_ERROR_NOTIFY
	Reports an error on the PPP connection

	PPTP_SET_LINK_INFO
	Configures the connection between client and PPTP Server

	PPTP_STOP_SESSION_REQUEST
	Ends session

	PPTP_STOP_SESSION_REPLY
	Replies to end session request


Control messages are transmitted in control packets in a TCP datagram. One TCP connection is created between the PPTP client and the PPTP server. This connection is used to exchange control messages. The control messages are sent in TCP datagrams containing the control messages. A datagram contains a PPP header, a TCP header, a PPTP control message, and appropriate trailers, similar to the following:

PPTP TCP Datagram with Control Messages
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The exchange of messages between the PPTP client and the PPTP server over the TCP connection are used to create and maintain a PPTP tunnel. This entire process is illustrated below:

PPTP Control Connection to PPTP Server Over PPP Connection to ISP
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Note that in this illustration, the control connection is for the scenario in which the remote access client is the PPTP client. In the scenario in which the remote access client is not PPTP-enabled and uses a PPTP-enabled ISP network access server, the PPTP control connection begins at the ISP server. For detailed information about the PPTP protocol and its control connection messages and TCP datagram construction, see the PPTP Internet draft.

PPTP Data Transmission

After the PPTP tunnel is established, user data is transmitted between the client and PPTP server. Data is transmitted in IP datagrams containing PPP packets. The IP datagrams are created using a modified version of the Internet Generic Routing Encapsulation (GRE) protocol. (GRE is defined in RFCs 1701 and 1702.) The IP datagram created by PPTP is similar to the following:
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IP datagram Containing Encrypted PPP packet as created by PPTP
The IP delivery header provides the information necessary for the datagram to traverse the Internet. The GRE header is used to encapsulate the PPP packet within the IP datagram. The PPP packet was created by RAS. Note that the PPP packet is just one unintelligible block because it is encrypted. Even if the IP datagram were intercepted, it would be nearly impossible to decrypt the data.

How can PPTP be deployed? 
PPTP can be deployed in one of two ways. In one approach, the client machine and the server machine use the PPTP drivers, and all encryption is done on the client, and the decryption is done on the server. In this instance, no changes need to be made by the ISP for a customer to implement this solution. As an alternative, the ISP installs PPTP-capable dial platforms or front-end processors. In this instance, any PPP client that calls in, not just ones that understand PPTP, can establish a encrypted PPTP connection back to the corporation's PPTP server.

How PPTP works

As a tunneling protocol PPTP encapsulates network protocol datagrams within an IP envelope. After the packet is encapsulated any router or machine that encapsulates it from that point on will treat it as an IP packet. The benefit of IP encapsulation is that it allows many different protocols to be routed across an IP only medium, such as the internet.

The first thing to understand about PPTP is that it revolves around Microsoft RAS for Windows NT. RAS allows a network administrator to set up a Windows NT server with modem bank as a dial in point for remote users. Authentication for RAS users takes place on NT server and a network session is setup using PPP protocol. Through the PP connection all of the protocols allowed by RAS can be transported : TCPIP,  NetBEUI and IPXSPX. To the RAS users it appears as though they’re directly connected to the corporate LAN they notice no difference between RAS through direct dial-in and RAS over internet.

PPTP was designed to allow users to connect to RAS server from any point on the internet and still have the same authentication, encryption and corporate LAN access they’d have from dialing directly into it. Instead of dialing into a modem connected to the RAS server, the end users dial into their ISPs and use PPTP to set up a call to the server over the Internet. PPT and RAS use authentication and encryption methods to create virtual private network.
There are two common scenarios for this type of VPN in the first a remote user is dialing into an ISP with a PPTP enabled remote access switch that connects to the RAS server in the second the user connecting to an ISP that doesn’t offer PPTP and must initiate the PPT connection on their client machine.

DIALING into an ISP that supports PPTP
Non Limitations and Limitations of PPTP

Availability

Administrator for Windows NT network can start experimenting with a VPN right away, as it is available built into OS.

Easy implementation

On Windows NT system PPTP is installed as a network protocol just like IPX/SPX TCP/IP or NETBEUI. Instead of using modem as RAS device you use VPN port with the name RASPPTPM. Many windows 

Multi-protocol Tunneling

Ability to use corporate and unregistered IP addresses.

4. PPTP FEATURES

· The Point-to-Point Tunneling Protocol (PPTP) is supported by 
· Nortel Networks and several other vendors.

·  Windows* 95, Windows NT Workstation (Version 4.0), Windows ME, and Windows NT* Server (except Version 3.51). 

· Network TeleSystems (www.nts.com) provides tunneling product support for Windows 3.1 and Macintosh operating systems.
· Connections can be made from a range of clients without requiring special ISP services. 

· The PPTP client is available for the most common client operating systems. 

· PPTP supports IP address translation using encapsulation, support for IPX tunneling, and RC4 encryption (either 56- or 128-bit, within the limits of United States export law). 

5. PPTP SECURITY FLAWS:

· The concept of PPTP is becoming increasingly popular with companies

· However, companies using Microsoft products to implement their Virtual Private Networks may find that their Networks are not so private

The authenticating methods used in Microsoft’s implementation of PPTP include:

· Clear text user id / passwords

· Hashed passwords (LANMAN)

· Hashed passwords (NT HASH ENCRYPTION)

· Challenge response (MSCHAP versions 1 and 2)

Although these methods are good for simple implementations with limited security cover, there have been many flaws reported which include:

· Password Hashing: weak algorithms allow eavesdroppers to learn the user’s password. Also, use of common passwords allows dictionary attacks to occur.

·  Challenge/Handshake Authentication Protocol: a design flaw allows an attacker to masquerade as the server.

·  Encryption: implementation mistakes allow encrypted data to be recovered.

·  Encryption Key: security of the key is no greater than the security of the password.

·  Control Channel: unauthenticated messages let attackers crash PPTP servers.

Sample PPTP Attack:

· Uses GRE as transport layer (no encryption,no authentication)

· Uses the same negotiation scheme as PPP(req, ack, nak, rej)

· Negotiation phases are not authenticated

· During negotiation phase

· Force PAP authentication (almost fails)

· Force MS-CHAPv1 from MS-CHAPv2 (easier to crack)

· Force no encryption Force re-negotiation (clear text terminate-ack)

· Retrieve passwords from existing tunnels

· Perform previous attacks

· Force password change to obtain password hashes

· Hashes can be used directly by a modified SMB or PPTP client

· MS-CHAPv2 hashes are not useful (you can force v1)
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Conclusion for flaws:

· In a market study by Infonetics Research, PPTP was found to be the most popular VPN protocol currently in use.

· This is probably because it’s

· Free in a Microsoft environment & 

· generally applicable.

7. CONCLUSION:

· Microsoft's PPTP implementation is still widely used due to its ease of availability and usage.

· PPTP is a very useful tool for VPN tunneling if you don't have security as your prime and utmost requirements but if you do have it, others like IPsec should be used instead 

The product manager for Windows NT Security, states the following in a weak attempt to put the flaws in perspective;

“The CIA spends billions of dollars on security, but our customers do not need that level of security!”
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