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Abstract

BitTorrent, a file transfer protocol has become one of the most popular protocols because of its effective utilization of bandwidth. It also achieves a higher level of robustness and resource utilization than any currently known cooperative technique. This report focuses on what a BitTorrent is, how it works and its functionality. It also explains the reasons behind its popularity when compared to the client-server model while transferring large files. Issues such as, increase of total capacity of system with number of clients, and solution to the problem of larger uploading capacity in peer-to-peer network using BitTorrent are also discussed. The report states the advantages and disadvantages of using BitTorrent as a file transfer protocol and discusses the security aspects. Finally it focuses on current enhancements and the future prospects of BitTorrent.
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1. Introduction

In the recent years, peer-to-peer applications have become one of the most popular applications in the Internet. This success comes from two major properties of these applications: any client can become a server without any complex configuration, and any client can search and download contents hosted by any other client. BitTorrent is the latest form of Internet Peer-to-Peer file sharing. BitTorrent provides a very efficient and time-saving way of downloading large files. The main idea behind BitTorrent is to download bits of a file from multiple sources owning the file instead of downloading the entire file from a single source. This concept was developed in 2001 by a Python programmer Bram Cohen [1]. Its popularity skyrocketed in 2004.

2. Terminology: [2] [3]

The following are the most common terminologies in the BitTorrent protocol: 

Torrent

A small metadata file, which contains information about the data, you want to download, not the data itself. 
Peer

A peer is another computer on the Internet that is sharing the file you wish to download. 

Seed

A seed is a peer that has the entire copy of the specific torrent the peer wishes to download. The more seeds there are, the better the chances are for completion of the file downloading.

Leech 

A leech is a peer that wishes to download files but not share or upload the files on its computer. 

Swarm 

A swarm is a group of users that are collectively connected for a particular file that is they are either uploading or downloading the same file.

Tracker 

It is a server on the Internet that coordinates the action of BitTorrent clients.

Choked

A connection is defined as choked when the transmitter isn’t sending anything on the link.

3. How BitTorrent works: [7] [11]
To share a file using BitTorrent, a user first creates a .torrent file, a small "pointer" file that contains the filename, size, checksum (hash) of each block in the file, and the address of a "tracker" server. This torrent file is then distributed to users via email or placed on a website. The BitTorrent client is started as a "seed node", allowing other clients to connect and begin downloading. However, these clients do not download the entire file from a single client. The BitTorrent protocol breaks the file down into smaller pieces, typically a quarter of a megabyte (256 KB) in size which is further divided into one or more blocks. Peers download only missing blocks from each other and also upload those that they already have to peers that request them. This way, the clients start uploading blocks to their peers before the entire file is downloaded. These blocks are not usually downloaded in sequential order and need to be reassembled by the receiving client. 

To increase the overall efficiency of the swarm, the BitTorrent clients request from their peers the pieces that are most rare; in other words, the pieces that are available on the least number of peers, making them available widely across many peers and avoiding bottlenecks. One possibility of this approach is that if all seeds are taken offline, the file may no longer be available for download, even if a client has a copy of the torrent file. However, everyone can eventually get the complete file as long as there is at least one distributed copy of the file, even if there are no seeds. 
. 



The swarm technique also allows parallel downloads where different chunks of the file can be simultaneously downloaded from different clients. When a download is complete, it informs all peers it is connected to by sending a request to a tracker. The tracker keeps a log about the peers that are using the torrent. This means that the tracker will update who is in the swarm for a file at regular intervals of time so that other clients can automatically upload it. 

The BitTorrent program follows two rules. First, the BitTorrent will send data to only those peers that have sent data to it previously.  It is a give and receive relationship.  Second, the peer limits the number of uploads to 4 and will continuously look for the best four peers to download from.  This process is implemented with a “choke/unchoke” policy.  Choking is when your machine temporarily refuses to let another peer upload.  The user’s connection is not closed though and other parties might still upload data from that machine.  A leecher will service the four fastest uploaders and choke all the rest.  At times more than four people might be uploading from you since the program is not synchronized.  After 30 seconds your BitTorrent will unchoke a peer regardless of upload rate offered.  This will allow BitTorrent to potentially find faster upload rates from other peers.  This process continues to repeat until the file is completely downloaded.  Once the file is completely downloaded the file is considered a seed until the connection to the other peers is stopped by removing the file from the users BitTorrent program, thus removing the user from the tracker information file and no longer showing it available to be downloaded from your machine. With BitTorrent, high demand increases throughput as more bandwidth and additional “seeds” of the file become available to the group.
4. BitTorrent Protocol Details: [4] [5] [6]
4.1 Overall operation
File sharing with BitTorrent Protocol (BTP) is accomplished by means of two protocols, Tracker HTTP Protocol (THP) and Peer Wire Protocol (PWP). THP deals with the methods for communication between peer and the tracker for the purposes of joining the swarm, obtaining the tracker URL, reporting progress etc. PWP defines mechanisms for the communication between the peers and thus deals with the actual download and upload of files.

4.2 Bencoding
Metainfo file as well as the responses from the tracker is encoded in a simple, efficient, and extensible format called bencoding. Bencoded messages are nested dictionaries and lists, which consist of encoded integers and strings.

Bencoding is done as follows:

· Integers are encoded as, prefix ‘i’, followed by base ten representation of integer, and followed by suffix ‘e’. For example, integer 10 is represented as ‘i10e’.

· Strings are encoded by prefixing the length of the string, followed by colon, followed by the actual string. For example, string spam is represented as ‘4: spam’.

· Lists are encoded as prefix ‘l’, followed by bencoded elements, followed by suffix ‘e’.

· Dictionaries are encoded as prefix‘d’, followed by key-value pairs where keys are bencoded strings and values are bencoded elements, followed by suffix ‘e’.

4.3 Tracker HTTP Protocol:
Tracker HTTP Protocol provides methods for introducing the peers to others in the swarm. Tracker is the HTTP service for the peers to join the swarm by helping them to find each other. It neither involves in the transfer of file nor holds a copy of the file. It completely relies on the periodical requests from the peers; if it misses a request from any peer then it assumes that the peer is dead. 

4.3.1 Request:

The peer contact the tracker by sending the HTTP GET request using the URL of the tracker, obtained from the Torrent file. The GET request must be parameterized as per the standards of HTTP protocol. The parameters included in the request are info_hash which is the peer calculated hash value of the information about the files to download, peer_id which is the self designated ID of the peer, port which is the port number in which the peer is listening for connections from other peers, uploaded which denotes the total number of bytes peer has uploaded after joining the swarm, downloaded which denotes the total number of files the peer downloaded from the swarm, left which indicates the total number of bytes peer needs in order to complete the download, ip which is the Internet wide address of the peer, numwant which indicates the number of peers the local peer want to receive from the tracker, and event which can be a regular request, started, completed, or stopped events.

4.3.2 Response
Upon receiving the GET request, the tracker must respond with a document containing bencoded dictionary with keys such as failure reason which is a human readable string containing reason for the failure if the request to join the swarm is a failure, interval which indicates the time interval between two consecutive regular requests, complete which indicates the number of seeder, incomplete which indicates the number of peers downloading the file, and peers which is a list of peers that needs to be contacted for downloading the file. 

4.4 Peer Wire Protocol:

Peer Wire Protocol facilitates the communication between the peers in order to exchange the files they have. PWP describes the steps taken by a peer after it has received the information of the neighboring peers as a response from the tracker. PWP operates over a TCP connection.

4.4.1 Peer Wire Guidelines

A standard algorithm is not specified by PWP in order to select elements from the peers with whom the files are shared. Instead peers need to follow some guidelines while choosing the algorithm such as uploading at the very least the same amount that they download, pipelining the data requests etc.

4.4.2 Handshaking
The local peer should open a port for listening to the connections from the neighboring peers. The port in which the peer listens is implementation specific and is reported to the tracker along with the GET request to the tracker. Before sharing the actual data, the remote peer should open a TCP connection and perform handshake operation with the local peer. A handshake message consists of fields such as protocol name, peer id etc.

4.4.3 Message communication
Once the handshake operation is performed both ends of the TCP connection are ready to communicate by sending messages. PWP message communication takes place to inform the neighboring peers about the changes in state in the local peer (state-oriented messages) as well as for the transfer of data blocks between the peers (data-oriented messages). Interested, Uninterested, Choked, Unchoked, Have, and Bitfield come under the category of state-oriented messages whereas Request, Cancel, and Piece falls into the category of data-oriented messages. 

4.4.4 The End Game
Towards the end of the download session, the local peer may send Request messages to all its neighboring peers in order to request the remaining blocks to complete the downloading of the entire file. Also, the local peer sends Cancel messages to all the pending requests if a block is received successfully. The requesting of the blocks is done in stages, as newer blocks are requested when the responses for the earlier requests are received. The client enters the end game when its request’s for all the remaining blocks are issued.

4.4.5 Piece Selection Strategy
The selection of the pieces of file has great impact on the performance of the BitTorrent protocol. It is important to select a piece of file in such a way that there should not be any pieces of file missing in the swarm. Also, the goal is to distribute the pieces to different peers as soon as possible in order to increase the download speed. This helps in preserving the complete copy of the file even if the seeder leaves the swarm at some point. Several policies are employed in selecting the blocks to download

Strict policy, which selects the remaining blocks of the piece of file once a block, is requested, before requesting any blocks that belong to another piece of file.  

Rarest first selects the blocks that are not common in the swarm to download so that more rare blocks of the file will be available for the other peers to download.

Random first block, which selects a random available block, is employed by a peer that has joined the swarm and who does not possess any other blocks with it. 

4.4.6 Peer Selection Strategy
This describes the choking algorithm that helps in determining the peer for exchanging the block, from among the neighboring peers. One method is to periodically rate the peers depending on their upload rate to the client and other implementation criteria. But, this selection method has the disadvantage of not showing a fair scheme for the new peers to download a file. Another method employed is to select the peers randomly at regular intervals so that even the new peers get a chance of being unchoked.

5. Advantages: [8] [9]

· Simple

The simplicity of BitTorrent is a major advantage.  The downloading software is simple, and small in size.  Even a layman can easily upload or download files using this protocol. 

· Fast

The ability to download and upload large files in a shorter amount of time is the key advantage to using BitTorrent.  This is because the structuring of the BitTorrent system creates multiple hosts or “seeders” that a file can be downloaded from. This allows BitTorrent users to download a large file in hours, compared to days.

· Integrity 

The integrity of torrent files poses another advantage.  Torrent files include a hash system, which prevents tampered or broken files from being shared. The quality of torrent files is surprising.  One could download a movie, and it would be of the same quality of movies shown in theatres.

· Free Uploading and downloading 

Another advantage of the BitTorrent program is that it helps individuals, or “up and comers”, to quickly deliver new music, movies, and software to the public.  Uploading files is just as easy as downloading, and the best part is that it’s all-free.  For those who can’t afford to advertise their product, BitTorrent is an excellent resource to help get people off their feet.

· Fast download of new files

BitTorrent is best suited for new and popular files which many people have interest in. It is easy for a user to find different parts of the file and download them quickly. 

6. Disadvantages: [8] [9]

· If the seeder, who has the complete file, leaves the swarm too early, no one will be able to use the file.
· Sites hosting. Torrent files are often flaky and bogged down due to excessive popularity.
· A seeder can only seed one or two files at a time unless they have massive upload bandwidth available.

· When many run the BitTorrent software they discover another flaw.  Some computers have smaller processors, meaning that when the BitTorrent software is running the computer’s performance may drop drastically.  This is because the program is designed to use more computer cycles in order to download files quicker.  One may also run into problems downloading if their computer has a firewall.  BitTorrent requires multiple ports needing to be used in order to speed up the downloads, a firewall may block some of these ports.  The result would simply be a slower download rate.

· Old or unpopular files will be difficult to find and there will be few users to download from.  

7. Security Consideration [4]

This section examines security considerations for BitTorrent. The discussion does not include definitive solutions to the problems revealed, though it does make some suggestions for reducing security risks. 

· Tracker HTTP Protocol Issues:
The use of the HTTP protocol for communication between the tracker and    the client makes BitTorrent vulnerable to the HTTP security attacks.  

· Denial of Service (DoS) Attacks on Trackers:

Multiple trackers should be serving BT clients to balance the load and to minimize the effect of Dos attacks on trackers.

· Peer Identity Issues:
The tracker should consider strong authentication of the peer failing which, one BT client can shut down another client on the same host.

· DNS Spoofing:
BT clients should rely on their name resolver for confirmation of an IP number/DNS name association, rather than caching the result of previous host name lookups otherwise it is vulnerable to attacks when the domain name/IP mapping changes.

· Validating the Integrity of Data Exchanged Between Peers:
All content served to the client from other peers should be considered tainted and the client SHOULD validate the integrity of the data before accepting it. The metainfo file contains information for checking both individual pieces using SHA1 hashing algorithm. 
· Transfer of Sensitive Information:
Some clients include information about themselves when generating the peer ID string. Clients should be aware that this information could potentially be used to determine whether a specific client has a exploitable security hole. 
8. Enhancements : [7] [9] [10]
 

Although it has proven BitTorrent is a well-designed and powerful file sharing protocol, it still acquires new features and other enhancements such as improved efficiency. Some developers found the ways to improve the protocol so far that the most important ones are listed below:

· BitTorrent search / Trackerless

Originally the protocol was based on the centralized servers known as tracker in order to let peers find each other peers, but the new version of the protocol removed this need. The new solution is based on distributed hash tables (DHTs). This makes it possible to share files with minimal resources easily and cheap, but it’s not reliable.

· Web Seeding (Unofficial feature)

One of the new features of BitTorrent is web seeding. The advantage of this feature is that a site may distribute a torrent for a particular file or batch of files and make those files available for download from that same web server application. 
· Bulk traffic marking
In the version 4 of this protocol the traffic shaping has become easier. Before that, the large volume of BitTorrent traffic had great negative impacts on real-time traffic such as VoIP. When the BitTorrent file transfers are marked as bulk, almost any standard traffic shaping tool can be used to mange the network traffic.

· Encryption                                                                                                          Encryption is another feature of some Bit Torrent clients and makes BitTorrent traffic harder to detect and therefore harder to throttle. Encryption is done by two protocols, message stream encryption (MSE) and Protocol encryption (PE).
· Peer exchange                                                                                                           Peer exchange (PEX) is another method to gather peers for BitTorrent in addition to trackers and DHTs. Peer exchange checks with other peers to see if they know any other peers.
9. The Future of BitTorrent

BitTorrent still has the potential to change the way of broadcast media and file distribution. The Internet can become the world’s largest source for Video-on-Demand. People won’t need to watch entire shows; they’ll just download and watch the parts they care about. BitTorrent can also reduce the costs of distributing shows and movies, making broadcasting possible for almost every Internet user. This can have tremendous effects for the large networks, and especially the content providers. 
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Figure2: Parallel Downloading Example








Figure1: Network Bottleneck Example
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