[image: image1.png]TCP/IP Protocol Stack

Application Protocols
(HTTP, FTP, Telnet)

TCP

1P Network

Security Technologies





CMPE 208 – Spring 2006
Shell Protocols
Class Presentation Report

Team: Protocol5.0
Bornstein, Elly
Desai, Priyank

Patel, Hiral
Patel, Pranav

Shah, Swar

Submitted to

Prof. Richard Sinn
March 7, 2006

One Washington Square • San José, California USA, 95192


Introduction

Shell is an interface between a user and an operating system. It could be a text-only shell (ASCII only) or a graphical shell (GUI based). A shell reads commands typed in the terminal window or console by the end-user and executes them. This paper briefly talks about different utilities (r* utilities) that are used for accessing a remote system and executing shell commands, and how gradually all of these tools have been superseded by a single set of protocols called Secure Shell (SSH). The paper mainly focuses on SSH architecture, features, limitations, and security concerns.
R* utilities
The R* utilities were introduced in an earlier time for logging in to a remote computer. These utilities were designed with an assumption that only trusted users would access them. Moreover these utilities would run transparently on the host machine to which the user wishes to establish a connection. However these utilities pose significant risks in today’s internet infrastructure.

The concept used by the R* utilities is called trusted access. Trusted access allows one computer to trust another computer's authentication. R* utilities are as follows:

· rlogin: Rlogin (remote login) is a UNIX command that allows an authorized user to login to other UNIX machines (hosts) on a network and to interact as if the user were physically at the host computer. Once logged in to the host, the user can do anything that the host has given permission for, such as read, edit, or delete files. Rlogin is quite similar to the Telnet command. Rlogin uses a file called .rhosts that resides on the host machine and maintains a list of terminals allowed to login without a password.

· rcp: This utility provides remote file transfer. It allows the user to copy files from one system to another system. However, it is not a secure method to transfer files. Rcp does not prompt for a password, and it performs remote execution using RSH command, and requires the same authorization.

· rsh: Rsh allows you to execute a command on a remote host over TCP/IP. By using Rsh, the system can be exposed to unauthorized access. The use of rsh on your network can potentially leave your systems open to unauthorized access.

Security Concerns of rsh, rlogin and rcp utilities:

· Since rlogin allows host-based authentication, if the host is compromised, then this can cause sensitive data to be accessed or controlled by an illegitimate user.

· rlogin does not encrypt the data while making a connection

· /etc/hosts.equiv file contains a list of host systems that are equivalent to your local host system. Users on equivalent hosts can access the remote host, without typing their password. Hence, if this file is compromised, it can lead to a security hazard, since any user can then get access to the system.

· /.rhosts file also contains user information, which if compromises can grant access to illegitimate users.

· rexec:  rexec allows execution of a command on a remote host over TCP/IP. The main difference between rsh and rexec is that rsh does not require a password, as security is enforced through host equivalence. However, rexec does require a valid password for the remote host, and does not require host equivalence.

Secure Shell Protocol

All the utilities which enable access to the remote hosts have major security breaches. Secure Shell protocol (SSH) is a secure replacement of these r* commands. SSH is a protocol for secure communication over insecure internet. It provides various utilities to login, access, and execute commands on remote shell. To ensure secure connection, SSH provides cryptographic authentication, automatic session encryption, and integrity protection methods.

Where SSH lies in the protocol hierarchy?
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[Figure: Secure Shell operates at the application layer of the TCP/IP stack,

Source: www.ssh.com]
Secure Shell implements security at the application layer of the TCP/IP protocol stack. Security is provided by encrypting the TCP packets while not requiring any changes to the stack itself.

Secure Shell Architecture
The SSH-2 protocol has a clean internal architecture (defined in RFC 4251) with well-separated components. These components are as follows:

The Transport Layer Protocol [SSH-TRANS] [RFC 4253]

This layer handles initial key exchange, server authentication and sets up encryption, and integrity verification. It can optionally provide compression, too. The transport layer protocol typically runs over a TCP/IP connection, but some other reliable data stream can also be used. SSH does not run over UDP connections.

It exposes to the upper layer an interface for sending and receiving plaintext packets of up to 32,768 bytes each. The transport layer protocol also arranges for key re-exchange.
After establishing an SSH-TRANS connection, an application has a single, secure, full-duplex byte stream to an authenticated host (server).
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[Figure: SSH-2 architecture, Source: SSH: The Secure Shell – The Definitive Guide]
The User Authentication Protocol [SSH-USERAUTH] [RFC 4252]

Next, the client can use SSH-AUTH over the SSH-TRANS connection to authenticate itself to the server. This layer handles client authentication and provides a number of authentication methods. Authentication is driven by the client. The server responds to client's authentication requests. The following user authentication methods can be used with SSH:

· Password-Based Authentication: This is a straightforward username-based password authentication method, including a facility that allows the users to modify their password.  


· Public-Key Authentication: This is a public key-based authentication, usually supporting at least DSA or RSA keypairs, and sometimes X.509 certificates. 


· Host-Based Authentication: In this method, the server maintains the list of hosts that are authenticated to communicate with it. It is assumed that these hosts are not compromised.
· GSSAPI (Generic Security Services Application Programming Interface) authentication methods provide an extensible scheme to perform SSH authentication using external mechanisms such as Kerberos 5 or NTLM, providing single sign-on capability to SSH sessions.

The Connection Protocol [SSH-CONNECT] [RFC 4254]

Finally, the SSH-CONN protocol provides a variety of richer services to clients over the single pipe provided by SSH-TRANS. It multiplexes the encrypted tunnel into several logical channels.
The connection protocol provides channels that can be used for a wide range of purposes. The services include support for multiple interactive and non-interactive sessions; managing X, port and agent forwarding (tunneling); forwarding application signals across the connection, terminal handling, and remote program execution.

The standard channel types include:

· “shell”: for terminal shells, SFTP and exec requests (including SCP transfers)
· “direct-tcpip”: for client-to-server forwarded connections
· “forwarded-tcpip”: for server-to-client forwarded connections
Note: SSH-CONN protocol is not layered on SSH-AUTH; they are both at the same level on SSH-TRANS. For example, if a server wants to provide free downloads, it could simply allow a client to utilize SSH-CONN immediately after establishing a connection using SSH-TRANS.

How SSH works?

The SSH programs pass through a number of stages of negotiation before permitting the user to do what they wish to:

Host identification

The client needs to prove that the remote host it wants to communicate with is authentic. This is carried out by the SSH-TRANS protocol.
Encryption

The SSH-TRANS protocol establishes an end-to-end link whose data transfers are encrypted, so that no third-party can derive any information from the encrypted data. This encrypted channel is created before authentication occurs, so any passwords and/or other authentication information will not be transmitted in plaintext.

Authentication

At this stage, the user proves to the server that they have the rights to perform operations as a particular user on the server machine. The authentication can be done through several methods. The SSH-AUTH protocol carries out the authentication process.

Access to Desired Services

After successful server authentication, and after the establishment of a secure encrypted channel, as well as (optionally but quite in common) user authentication, the user can access several rich services provided using the SSH-CONN protocol.
Advantages and features of SSH

· SSH can be used with SFTP for secure file transfer instead of FTP.

· SSH can be combined with SCP for a secure file transfer and alternative to rcp utility.

· We can utilize SSH for secure port forwarding or tunneling. Here, non-secure TCP/IP connection can be forwarded to an SSH program, which establishes SSH connection with remote SSH party. This remote SSH party in turn forwards the connection to the destination port. This SSH tunneling is encrypted and hence cryptographically secure. This feature of SSH is useful for accessing email servers, database servers, Windows Remote, etc.

· SSH clients can support terminal protocols, and administrate the SSH server computer remotely via terminal console.

· Clients that support SSH exec requests can be useful for automated remote monitoring and remote management of servers.

· SSH can be used for browsing the web through secure proxy connection, using the SSH server as a proxy, if the SSH client supports dynamic port forwarding.

· A lot of free and commercial implementations of SSH exist.

· Number of authentication methods including Kerberos, TIS, SecurID and RSA can be used with SSH. [Boran, 2004]

Limitations

· Port ranges can’t be forwarded. [Boran, 2004]

· Poor performance on older computers. [Boran, 2004]

· Graphical applications can be started from the terminal but they cannot be seen. [ssh.com, 2003]

· Child processes are not killed when the user logs out. Therefore the users should not unnecessarily start programs. [ssh.com, 2003]

Security Concerns

· Man-in-the-middle attack

This involves the attacker being placed between the server and the client before the session has been established. Here, the attacker pretends to be the server, when the client tries to establish a connection. It exchanges the key with the client. At the same time, it pretends to be the legitimate client to the server, and establishes a secure connection. Now, whatever data is being transferred between the server and the client, will be passing through the attacker. If we use secure key distribution before the session establishment, we can avoid this type of man-in-the-middle attack.

Another case of Man-in-the-middle attack involves attempt to manipulate the packet in transit between the peers by the attacker. As far as, secure MAC algorithm is used, this kind of attack is next to impossible. However, if MAC algorithm has vulnerabilities, the attacker may exploit this fact and get a known output. The attacker can also generate packets with valid message digest attached and insert them into the network traffic. This is the reason to use well established and secure MAC algorithms.

· Denial of Service

This protocol assumes reliable data transfer. If some error occurs, the connection will be terminated and will have to be re-established. This kind of denial of service is called paper cutter. Also, the attacker can make the server go through high memory and CPU consuming process of exchanging keys without checking authenticity of the attacker. 



· Message replay attack

As discussed in the man-in-the-middle attack, if the MAC algorithm is compromised, an attacker can insert new packets. Similarly, the attacker can also replay previously sent packets that could be harmful (e.g. delete file). Use of a strong algorithm will easily eliminate this threat.



· Data integrity

SSH allows data integrity to be disabled for debugging purposes. If they have been disabled by mistake for data transfer, data integrity will be at a high risk. Also, MACs use a 32-bit sequence number; they might start to leak information after 2**32 packets have been sent. Hence, re-keying after 2**28 packets or less should help avoiding this threat. [RFC 4251, 2006]

Tools

There are number of free and open source, as well as proprietary Secure Shell software available today. Plenty of these tools are implemented for multi-platform: PuTTy, SSHTools, Conch, SSH Tectia, etc. Windows implementations include: WinSCP, SecureCRT, freeSSHd, etc. UNIX like implementation includes: Lsh, OpenSSH, Dropbear, etc.

Conclusion
Secure Shell protocol provides secure data transfer across the network. Various features of the protocol can be combined with other tools and encryption algorithms to make communication more secure. Keeping in mind that it will evolve with time, it provides the option to use different kind of authentication, encryption, and key exchange methods. There might be some limitations and probable threats, but most of them can be avoided by using proper algorithms and policies.
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