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Routing Information Protocol - 2

1.Abstract : 

Today IP is very popular and is used both on the Internet and on private networks around the world. Within the IP, there are protocols defined so that routers can find the best path for transmitting packets from one network to other. RIP (Routing Information Protocol) and Open Shortest Path First (OSPF) are the examples of such routing protocols. 

RIP (Routing Information Protocol) is a standard for exchange of routing information among gateways and hosts. RIP is most useful as an "interior gateway protocol". In a nationwide network such as the current Internet, there are many routing protocols be used for the whole network. Rather, the network will be organized as a collection of "autonomous systems". Each autonomous system will have its own routing technology, which may well be different for different autonomous systems. The routing protocol used within an autonomous system is referred to as an interior gateway protocol, or "IGP". A separate protocol is used to interface among the autonomous systems. The earliest such protocol, still used in the Internet, is "EGP" (exterior gateway protocol). Such protocols are now usually referred to as inter-AS routing protocols. Routing Information Protocol (RIP) is designed to work with moderate-size networks using reasonably homogeneous technology. Thus it is suitable as an Interior Gateway Protocol (IGP) for many campuses and for regional networks using serial lines whose speeds do not vary widely. It is not intended for use in more complex environments. 
2. RIP Overview, History and Versions:
2.1 Background and History: 

The Routing Information Protocol (RIP) is a distance-vector protocol that uses hop count as its metric. RIP is widely used for routing traffic in the global Internet and is an interior gateway protocol (IGP), which means that it performs routing within a single autonomous system. Exterior gateway protocols, such as the Border Gateway Protocol (BGP), perform routing between different autonomous systems. The original incarnation of RIP was the Xerox protocol, GWINFO. A later version, known as routed (pronounced "route dee"), shipped with Berkeley Standard Distribution (BSD) Unix in 1982. RIP itself evolved as an Internet routing protocol, and other protocol suites use modified versions of RIP. The AppleTalk Routing Table Maintenance Protocol (RTMP) and the Banyan VINES Routing Table Protocol (RTP), for example, both are based on the Internet Protocol (IP) version of RIP. The latest enhancement to RIP is the RIP 2 specification, which allows more information to be included in RIP packets and provides a simple authentication mechanism. RIP is defined by two documents and RIP-2 , the newer version is defined by RFC 2453.
2.2Advantages of RIP: 
Newer IGP protocols are more efficient that RIP but due to these advantages RIP is more popular.

· RIP is very useful in a small network, where it has very little overhead in terms of bandwidth used and configuration and management time.  

· RIP is also very easy to implement, especially in relation to the newer IGPs.

· There are many implementations are available in the RIP field.
· An end system (a system with only one network interface) can run RIP in passive mode to listen for routing information without supplying any.
· Low requirement in memory and processing at the node

· RIP is best suitable for small networks.
2.3 Disadvantages of RIP-1:

1. Current RIP-1 contains minimal amount of information for router to route the packet and also very large amount of unused space.
2. Current RIP-1autonomous systems and IGP/EGP interactions, subnetting, and authentication.
3. RIP-1 is completely not secure; anyone can act as a router just by sending RIP-1 messages 

4. RIP1 was developed for an AS that originally included less than a 100 routers but now days the AS can have more that this numbers 
2.4 Various Versions of RIP:

RIP1 was developed as an "internal gateway protocol" (IGP) for allowing information to be exchanged within an "autonomous system" (AS).  An AS can be defined as a set of routers under the same administration numbering anywhere from one to several hundred; the limitations of AS are not defined.

RIP1 operates as a "distance vector" protocol.  This indicates that the path used to pass traffic between routers is based on the fewest number of hops between the source and destination IP addresses included within the packet.  In order for the routers to determine the best path between subnets, they exchange RIP1 information on a regular schedule.

Every 30 seconds a router will broadcast RIP1 information on all router interfaces.   After receiving RIP1 information from other routers, the router receiving the packets will process the information to determine if a better path is available.
2.5 Routing Information Protocol Version 2(RIP 2) 
Introduction and advantages: 

RIP2 was developed to cover some of the inefficiencies of RIP1.  It was developed in 1990. RIP1 was developed for an AS that originally included less than a 100 routers whereas today an AS can include several hundred routers with RIP-2 protocol.
RIP2 derives from RIP, which is an extension of the Routing Information Protocol (RIP) intended to expand the amount of useful information carried in the RIP messages and to add a measure of security. RIP2 is an UDP -based protocol. Each host that uses RIP2 has a routing process that sends and receives datagrams on UDP port number 520. 

RIP2 uses more convenient partitioning using variable-length subnets. RIP and RIP2 are for the IPv4 network while the RIPng is designed for the IPv6 network. RIP -2 is defined in the RFC 2453.
The snapshot shows command , version ip domain and address information.
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A single routing protocol cannot be used for the whole of the network like the internet so the whole network is divided into a number of autonomous systems. An autonomous system is administered by a single entity and each autonomous system will have its own routing technology. The routing protocol used inside an autonomous system is called an IGP. There are certain limitations to the protocol like the protocols is limited to a size of 15 hops.
The RIPv2 depends on counting to infinity to resolve unusual problems like sometimes if the system of networks has hundred networks and a routing loop is formed involving all of them, the resolution would either require more bandwidth or more time to be corrected. This protocol uses metrics to compare alternative routes. The protocol does not differentiate between hosts and networks.

Each entity keeps the routing database with one entry for every possible destination on the system. These are the different details about the destination that every entity maintains

Address: In IP implementation this will be the IP address of the host or the network.

Gateway: the first gateway along the route to the destination.

Interface: the physical network that must be used to reach the first network.

Metric: the number indicating the distance to the destination.

Timer: the amount of time since the entry was last updated.

In addition various flags and internal information will also be included. Each entity that participates in the routing scheme sends update message that describe the routing database as it exits in the entity.
RIP2 offers many substantial features used to increase the efficiency of RIP1, the most important dealing with assigning IP addresses.  However, it not only allows for better utilization of assigned IP addresses, but adds several other features which can help in controlling the IP protocol on a WAN, including the ability to segment autonomous systems operating on the same LAN, adding an authentication feature used to increase network security, and minimizing the effect of network broadcasts by assigning a multicast address to the RIP2 packet.

RIP2 is a compatible upgrade of RIPv1 including subnet routing, authentication, CIDR aggregation, route tags and multicast transmission

Subnet support: RIPv1 supports subnet routes only within the subnet network while RIPv2 includes subnet mask in the messages. This allows for subnet knowledge outside subnet. More convenient partitioning using variable length subnet.RIPv2 is a distance vector based routing protocol. RIP2 supports the Internet Protocol Version 6 specification for 128-bit addressing, variable-length subnet masks (VLSM) and route summarization.

RIP, RIP2 are distance-vector based routing protocols. Distance-based vector routing protocols base the optimal route on the number of hops (i.e., devices) a packet must pass through to reach a destination. Routing Information Protocol (RIP) was the first routing protocol algorithm for distributing, calculating and managing available routes within a network. RIP2 is the second generation of RIP. RIP2 supports the Internet Protocol Version 6 specification for 128-bit addressing, variable-length subnet masks (VLSM) and route summarization.

3. Configuring RIP and commands used:
· Before configuring RIP , the IP routing must be enabled on the router. This is done using command - ip routing

· For global configuration prompt type, the command used is - router rip
This will create a RIP routing process on the router. It will also give you a new prompt, the router configuration prompt:  routername(config-router)#
From this prompt you can enter configuration commands to define the RIP process for this router. To get back to this prompt to reconfigure RIP at a later time simply type router rip again.

· Telling the router which networks it should advertise routes for is done by the command: network network_address 
where network address is ip address example is shown as below:
rip2(config-router)#network 135.135.128.0
You should use the network command for each of the networks that the router is connected to and is a part of the RIP network in order to advertise routes.
· You should use the network command for each of the networks that the router is connected to and is a part of the RIP network.
Examlpe: rip2(config)# ip route 0.0.0.0 0.0.0.0 156.156.11.1
· There are many more configuration options available to you, such as modifying the metrics for each of the interfaces, adjusting the timers and delays for when updates are sent, routes are declared invalid, etc. You can also turn on or off various features such as authentication and split-horizon.

· Saving configuration: write : view the currently running configuration: write terminal

· To check and see if the packets are getting routed is to ping interfaces on other routers: ping address
· To view the routers current routing table: show ip route
 Each entry in the routing table shows protocol of the route, route type, destination address, administrative distance, metric, address of the Next Hope and interface required to reach to Next Hope.
· There are namy other sub commands such as:

· To only show the RIP routes in the table: show ip route ; to show the RIP routes only we can use command : show ip route network
· There is a command that will give you lots of information about the RIP process running on the router. You can explore the various commands on your own by typing: show ip rip ?
· To shut down the routing process : no router rip

4. Distance Vector Protocol 

4.1 Topology

Distance-vector routing protocols use a flat network topology .Since these protocols are distance-vector based routing algorithms it is beneficial to minimize the number of hops between two destinations. This requires careful planning of the core, distribution and access topology layers in planning the hierarchical service model. For most cases, when deploying distance-vector based routing protocols the service functions of the core, distribution and access layers typically co-mingle within a single router.

1. Addressing and Summarization

In RIP networks the IP 16-bit addressing scheme of IP version 4 is supported. RIP2 supports both the IP version 4 16-bit and IP version 6 128-bit addressing scheme. Additionally, RIP support on fixed subnet masks for a network. Every subnet address used in the RIP network must use the same subnet masking. RIP2 using VLSM and the 128-bit addressing scheme allows for varied subnet masks of the router interface. This is because the RIP2 routing packet includes the subnet mask of the source and destination IP address. Because RIP2 supports VLSM the routing tables use are summarized. This reduces the memory requirements on the router by keeping the routing table to a minimum. RIP does  not summarize since every entry represents a unique network or subnet.

2. Route Selection and Convergence

Both RIP and RIP2 base the optimal route selection on the number of hops. RIP uses the first route within their routing tables as the optimal route for a destination network or subnet. RIP does not load balance so multiple entries within the table for a destination network only become available if the optimal route is recalculated as less favorable. RIP builds its tables and then transmit the entire routing table to adjacent routers. Each router in turn recalculates its table based on the information received from the sending router. Once this is completed the router forwards its new table to adjacent routers.  RIP periodically sends their routing tables to adjacent routers. RIP defaults to a 30 second interval for sending the routing table to adjacent routers, RIP will recalculate routing entries once recognizing a link outage or timeout to an adjacent router. However, the recalculated routing table is not forwarded to adjacent routers until the update interval has been reached. The periodic updating of neighbor routers for topology changes causes excessive convergence time for the network to learn new optimal routes.

RIP2 however, addresses the periodic update problem by sending only the updated route entry at the time of the recalculation. While this sounds much like a link-state protocol update RIP2 still sends the entire table on a periodic basis. The ability of RIP2 to send an update at the time it is recalculated reduces the convergence time. RIP2 sends the entire routing table on a periodic basis just as RIP. However, the table is smaller due to the use of VLSM and route summarization. RIP2 will load balance packets to a destination network or subnet over equal-cost paths.

3. Network Scalability

            The time for convergence of RIP and RIP2 networks is the single inhibitor to             scaling these protocols to large networks. Convergence is not just a time factor but also a CPU and memory issue on each router. These protocols recalculate the entire table during convergence versus just the affected route. Therefore, convergence becomes a CPU intensive process thereby reducing the ability of a router to provide service levels during convergence. Since these protocols send the entire table in a periodic timeframe they consume bandwidth causing bandwidth constraints in an ongoing basis.

Distance vector algorithms are based on a table giving the best route to the destination 

In the system to find the best route to the destination we need to have some metric to measure. The procedure carried out by all entities who participate in the routing protocol is as follows,

1. Keep a table with an entry for every possible destination in the system.  The entry contains the distance D to the destination, and the first gateway G on the route to that network.  Conceptually, there should be an entry for the entity itself, with metric 0, but this is not actually included.

2. Periodically, send a routing update to every neighbor.  The update is a set of messages that contain all of the information from the routing table.  It contains an entry for each destination, with the distance shown to that destination.

3. When a routing update arrives from a neighbor G', add the cost associated with the network that is shared with G'.(This should be the network over which the update arrived.)Call the resulting distance D'.  Compare the resulting distances with the current routing table entries.  If the new distance D' for N is smaller than the existing value D, adopt the new route.  That is, change the table entry for N to have metric D' and gateway G'.  If G' is the gateway from which the existing route came, i.e., G' = G, then use the new metric even if it is larger than the old one.

Instability problem: The worst case with the network is when a network cannot be accessed from anywhere any more. In that case the metrics may increase slowly in a pattern and finally reach infinity. That is the reason the problem is called “counting to infinity” 
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                      Source:  ceenet.org/workshops/ppt/rip97new.ppt
                                        Fig. 1
The infinity is chosen to be small. If the n/w becomes completely inaccessible, the counting to infinity should be stopped soon.

You should now see why "infinity" is chosen to be as small as possible.  If a network becomes completely inaccessible, we want counting to infinity to be stopped as soon as possible.  The infinity is a tradeoff between network size and speed of in case of counting to infinity happens. Rip uses split horizon with poisoned reverse” and “triggered updates”.

Triggered updates and split horizon:

Split horizon is a scheme for avoiding problems caused by including routes in updates sent to the router from which they were received. There are two types of split horizon methods one is called the simple method and the other is called the Split horizon with poisonous reverse. In simple split horizon the information about destination routed on the link is omitted. With poisonous reverse the corresponding distance is set to infinity if the destination is routed on the link.

Split horizon with poisoned reverse will prevent any routing loops that involve two routers. However its possible to end up with patterns in which three routers are engaged in mutual deception. A timer is associated with each entry in the routing table which is much longer than the period of transmission of information. Triggered updates request nodes to send messages as soon as they notice a change in the routing table.

5. RIP2 Message Format:

RIP2 is a UDP based protocol. Each host that uses RIP2 sends and receives the datagram on port 520 for 

5.1 Protocol structure:
The packet format of RIP2 is shown in the illustration below.

Protocol Structure - RIP & and RIP2: Routing Information Protocol
	8 
	16 
	32 bit 

	Command 
	Version 
	Unused 

	Address family identifier 
	Route tag (only for RIP2; 0 for RIP) 

	IP address 

	Subnet mask (only for RIP2; 0 for RIP) 

	Next hop (only for RIP2; 0 for RIP) 

	Metric 


Figure 2: Source: http://www.colasoft.com/resources/protocol.php?id=RIP2 
· Command -- The command field is used to specify the purpose of the datagram. There are five commands: Request, Response, Traceon (obsolete), Traceoff (Obsolete) and Reserved. 

· Version -- The RIP version number. The current version is 2. 

· Address family identifier -- Indicates what type of address is specified in this particular entry. This is used because RIP2 may carry routing information for several different protocols. The address family identifier for IP is 2. 

· Route tag -- Attribute assigned to a route which must be preserved and readvertised with a route. The route tag provides a method of separating internal RIP routes (routes for networks within the RIP routing domain) from external RIP routes, which may have been imported from an EGP or another IGP. 

· IP address -- The destination IP address. 

· Subnet mask -- Value applied to the IP address to yield the non-host portion of the address. If zero, then no subnet mask has been included for this entry. 

· Next hop -- Immediate next hop IP address to which packets to the destination specified by this route entry should be forwarded. 

· Metric -- Represents the total cost of getting a datagram from the host to that destination. This metric is the sum of the costs associated with the networks that would be traversed in getting to the destination. 

The portion of the datagram from Address Family Identifier through Metric may appear up to 25 times.

5.2 RIP-2 with and without authentication Header
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                                                                 Fig. 3
Command, IP Address and Hop Count fields are the same in the RIP1 and RIP2 packets.  Minor changes have been made to the Version and Address Family Identifier fields.  In the Version field, a value of 1 represents RIP1, a value of 2 represents RIP2 (that's a tough one).  In the Address Family Identifier field, a value of 2 still represents the IP protocol.  A value of FFFF indicates that packet authentication will be used.

In the 3rd and 4th octets (all zeros in RIP1), a Routing Domain feature has been added to the packet that resolves the problem of having two AS connected to the same LAN.  Let's review an example of connecting two AS.  In Figure 3, workstation A of AS1 wants to pass traffic to workstation B on AS2.  Each AS has been assigned a routing domain number.  R4 has been programmed to act as the interface between AS1 and AS2.  Therefore, the R4 will listen to RIP broadcasts from all routers programmed with domain one and domain two.  R1, R2, R3 will process RIP2 packets only from the routers programmed for domain one.  Likewise, R5, R6 will process RIP2 packets from routers programmed for domain two.  This allows more than one AS to operate on a common LAN without allowing each router to have direct path to the other routers operating on the LAN.

The Routing Domain feature does introduce one negative aspect when passing traffic between two AS.  It will generate twice as much traffic on the LAN.  R1 will pass the traffic to R4.  R4 will then pass the traffic to R6.  RIP2 resolves this problem by supplying a next hop concept within the RIP2 broadcast.  R4 knows that the traffic destined workstation B will pass through R6.  Therefore, when it advertises R6 on AS1, the next hop field will show the R6 address.  This will inform R1 that when passing traffic to workstation B, it can send the traffic directly to R6.  This eliminates the increase in LAN traffic and reduces the hop count by 1.
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                                                               Fig. 4
Source:  http://www.pmg.com/otw_nwsl/97_w_rip1.htm

In the Address Family Identifier field, there are two values which can be seen.  A value of two indicates the subnet is using the IP protocol.  When using the IP protocol, the Route Tag Field indicates if the information in the packet is destined for the AS network on which the router operates (Internal Gateway Protocol) or an external network (Exterior Gateway Protocol).

A second value seen in the Address Family Identifier field is used to secure exchange of RIP packets.  Routers listen to all RIP broadcasts from other routers, servers and workstation operating on the same LAN.  RIP2 resolves this problem.  As seen in Figure 4, authentication fields have been added to RIP2.   If the Address Family Identifier field has a value of FFFF, then the security feature has been enabled.  The Authentication Type field indicates the type of security which will be used.  The most popular Authentication Type is a simple password procedure.  In this procedure, the Authentication Type field would show a value of two.  The Authentication field includes the password assigned for the security.  When authentication is used, it only exists as the first entry in the RIP2 packets.  The remaining 24 entries will provide routing information.[1]
The largest benefit offered by RIP2 is in the utilization of IP addresses.   With each routing entry included in the RIP2 packet, the subnet mask, next hop and hop count is included.  This allows a subnet to be divided with different subnet masks and programmed into routers across the WAN.  Figure 5 shows an example of a network using IP subnets with multiple subnet masks.

The IP routing table on Router A would show the following:

	Destination
Network
	Subnet Mask
	Next Hop
	Number 
of Hops

	165.100.10.0
	255.255.255.128
	165.100.30.233
	3

	165.100.10.128
	255.255.255.128
	165.100.30.237
	2

	165.100.20.0
	255.255.255.128
	165.100.30.237
	2

	165.100.20.128
	255.255.255.128
	165.100.30.233
	2

	165.100.30.0
	255.255.255.192
	165.100.30.233
	2

	165.100.30.64
	255.255.255.192
	165.100.30.65
	1

	165.100.30.228
	255.255.255.252
	165.100.30.233
	2

	165.100.30.232
	255.255.255.252
	165.100.30.234
	1

	165.100.30.236
	255.255.255.252
	165.100.30.238
	1

	165.100.30.240
	255.255.255.252
	165.100.30.237
	2

	165.100.40.0
	255.255.255.0
	165.100.40.1
	1

	165.100.50.0
	255.255.255.0
	165.100.50.1
	1

	165.100.60.0
	255.255.255.0
	165.100.60.1
	1

	165.100.70.0
	255.255.255.0
	165.100.30.232
	3

	
	
	
	


                                                          Fig. 5
Source:  http://www.pmg.com/otw_nwsl/97_w_rip1.htm

With the variable subnet mask information the routers can make much better use of registered addresses.  With RIP1, a subnet mask of 255.255.255.0 programmed into the routers would require 14 subnet numbers (10 for the LANs and four for the synchronous lines).  With RIP2 subnet masking, 7 subnet numbers have been assigned.   For efficiency, Subnet 30 is used for a combination of 2 LANs and 4 synchronous lines.  As you can see, RIP2 offers the flexibility needed to efficiently assign IP addresses.

The final advantage of RIP2 over RIP1 deals with broadcasting addresses.   In a RIP1 broadcast, the destination network IP address is 255.255.255.255 with a MAC address of FFFFFFFFFFFF.  This requires every computer on the LAN to process the packet.  The RIP2 packet has the ability to send a  network IP broadcast of 255.255.255.255 or multicast of 224.0.0.9.  The multicast packet would not need to be processed by the servers and workstations operating on the LAN.  However, the multicast address cannot be used until all routers have been upgraded and programmed with RIP2 software.  As for the RIP2 MAC address, it is not defined in the RFC standard.[1]
RIP1 and RIP2 still have one negative feature in common --- the path between two subnets is based on the fewest number of router hops.  The optimum path on which to pass traffic is based on round trip response time, providing the maximum amount of throughput. 

5.3 RIP2 Enhancements:

· authentication

· routing per subnet

· support of multiple metrics

· routing domains

· multicasting

Authentication:

Specifies that first entry in a packet can be replaced by an “authentication”. Segment” currently the only algorithm defined is simple “password procedure”

Routing per subnet:

Supports CIDR .The subnet mask is included in the message. It is compatible with RIP1 because the subnet filed is ignored when cooperating with RIP1

Support of multiple metrics:

The metric contains two components, one is the hop count the second is the throughput, measured as 10logC (ten times the decimal logarithm of the maximum data rate in Kbs)

The selected path  is with largest throughput (if two paths with same throughput the one with lower hop count is chosen )

Routing Domain:

Different autonomous systems share the same wire (Ethernet or FDDI). The routers don’t want to process messages bound to “his” network”, the outing domain” number is the autonomous system number.
6. Addressing Consideration :
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(Role of RIP 2 in a AS Environment)
IP address field in request/response messages of RIP2 can be the IP address of network or host or a special address.  RIP 1 does not distinguish among various types of networks/host. RIP 2 eliminate subnet/host ambiguity by including the subnet mask field in the message format. The subnet filtering is carried out by the router at the border of a submitted network. These routers connect the network with other routers. Within the subnet, routing entries for each subnet is circulated by the RIP. However the Border router sends only a single entry for the network as a whole to nodes in other networks along with its metric.

Subnet addresses should not be sent outside of its network. Border routers send only single entry for the network as a whole to nodes in other networks. IP address field may contain a special code 0.0.0.0 to show default router. One of the routers is declared as default router which processes messages with special code. System administrator specifies which routers should create entries for special code. Each autonomous system will have its own default routers.
7. Timers :
               RIP2 uses different timer to make its performance smoother. These timers avoid confusion among messages. 

1. Routing Update Timer : This timer takes care of time interval for regular updates. It is set to 30 seconds. RIP2 updates routing table for every 30 seconds. Each router broadcasts its routing table to all its neighbors for every 30 seconds on RIP port. A small amount of random timer is added when each time it is set. This helps to preventing congestion, which may result due to simultaneous update by all routers to its neighbor.

2. Time Out Timer : This timer keeps track of time from how long routing table is not updated. Normally for every 30 seconds, routing table gets updated. Time out is initialized when a route is established or updated by a response message. This timer is set for 180 seconds. If timeout timer is not initialized or updated within 180 seconds the route is deleted from the route table. Upon expiry of timeout timer , deletion process of that route starts.

3. Garbage-collection Timer : This timer is set when a deletion process starts. Deletion of a route takes place, if timeout  timer expires or metric for the route is updated as infinity. 

Deletion process starts by 

· Setting garbage-collection timer to 120 seconds. 

· Metric is set to infinity for the deleting route.

· Route change flag is set to show metric of the route  is changed.

· Output process is triggered to send response message.

After expiry of garbage-collection timer, route is deleted from routing table. During the garbage-collection timer is on, route still stays in routing table and is included in all updates sent by this router to its neighbors. If any valid update comes for the route while garbage-collection timer is on, then garbage-collection timer is set to zero and deleting route is updated with valid metrics. 

4. Triggered update Timer : This timer is set for a random interval of time(1 – 5 seconds) when a triggered update is sent. It limits the frequency of triggered updates. A trigger update should be suppressed if a regular update is scheduled.

8. Input and Output Processing:

8.1 Input Processing
          Input Processing is the handling of Input messages received on the RIP port. First, basic validations are done on the inputs received. These validations include version number, destination address. The processing will depend upon the value in the command field. The value is 1 for requests and 2 for responses.

Processing a Request Message

            Normally a request is used to ask for response containing a complete routing or partial routing table. Requests are sent as a multicast, when router is just come up and seeking to fill in their routing table. In cases- such as monitoring, requests are sent to a single router and that router responds back to the same router i.e. direct connection is established on other UDP port..

Requests are processed entry by entry. 

     -   If  there are no entries, Then no response is given.
     -   If there is exactly one entry in the request and it has an address family identifier to zero and a metric of infinity (i.e. 16). Then request will send entire routing table. This is done calling output process to send the routing table to the requesting address/port. Check each routing entry (RTEs), lookup the destinations in the routers routing table, if there is a route then put that route’s metric field of the RTE. It there is no explicit route to the specified destination, put infinity in the metric field. Once all entries have filled in, then change the request to response and sent.

Note, there is a difference in handling specific and whole - table requests. If a request is for complete table, then normal output processing is done, including split horizon. If a request is for  a specific entry, they are looked up in the routing table, and information is returned as is; no split horizon is done.

    Processing a Response Message

A response can be received for one of several following reasons.

· Response to a specific query.

· Regular update (Unsolicited response)

· Triggered update caused by a route change. 

Processing is same, no matter which response was received.

1. First do basic validations

First do some validations on the received response messages. 

The response must be ignored if it is not from a valid RIP port.

The datagram’s IP address must be checked to see whether it is from a valid datagram from its neighbor.

2. After the packet validations, process RTEs in the response one at a time. Again, valid each entry values. In correct metrics and other format errors usually indicate misbehaving neighbors. For example: metric value greater than infinity (i.e. 16), ignore the entry but log the event.

The basic validation testes are

Is the destination address valid (e.g unicast not zero or 127).

Is the metric is valid (0-16 inclusive).

3. Once the entry is validated, update the metric by adding the cost of the network on which message is arrived. If the result is greater than infinity, then add infinity to the entry.

metric = MIN (metric + cost, infinity) 

4. Now, check to see whether there is already an explicit route for the destination address. If there is no such route, add this route to the routing table, unless the metric is infinity. 
   This done as follows.

· Setting the destination address to the destination address in the RTE

· Setting the metric to the newly calculated metric value.

· Set the next hop address to be the address of the router from which the datagram came.

· Initialize the timeout for the route. If the garbage-collection timer is running for this route, stop it 
· Set the route change flag.

· Signal the output process to trigger an update 

If  there is an existing route.

Compare the next hop address to the address of the router from which the datagram came. If this datagram is from the same router as the existing route, reinitialize the time out. Compare the metrics, if this datagram is from the same router as the existing router, and if new metric is different than the old one; adopt the route from the datagram (i.e., put the new metric in and adjust the next hop address, if necessary). 

Set the route change flag and signal the output process to trigger an update.

If the new metric is infinity, start the deletion process; otherwise, re-initialize the timeout. If the new metric is infinity, the deletion process begins for the route, which is no longer used for routing packets. Note that the deletion process is started only when the metric is first set to infinity. If the metric was already infinity, then a new deletion process is not started. If the new metric is the same as the old one. Do nothing further .

8.2 Output Processing

Output processing used to create request/response messages .It is triggered in any one of the following ways-
By input processing when a request is received ( generating response messages)
By the regular routing updates(unsolicited responses)
By the triggered update (when change in route)
    Triggered update

          Triggered updates require special handling as they can cause excessive load on network with the limited capacity.  Hence there should be some provision to restrict the updates. After triggered update is sent, a timer should be set for a random interval between the 1-5 seconds. If other changes that could occur before the trigger updates, before the timer is expired a single update triggered when timer is expired. The timer is reset to another timeout value between the 1-5 seconds. A triggered update should be suppressed if a regular update is due by the time triggered update would be sent.

Triggered update doesn’t need to include entire routing table. In general only those routes that have changed need to be included. Therefore, messages generated as part of a triggered update must include at least those routes that have their route change flag set. When a triggered update is processed, messages should be generated for every directly-connected network. Split Horizon processing is done when generating triggered updates as well as normal updates. If, after Split Horizon processing for a given network, a changed route will appear unchanged on that network (e.g., it appears with an infinite metric), the route need not be sent. If no routes need be sent on that network, the update may be omitted. Once all of the triggered updates have been generated, the route change flags should be cleared. The difference between a triggered update and other update  messages is the possible omission of routes that have not changed. 

    Generating Response Messages 

              Set the version number to either 1 or 2. If it is response to a request, then request version should match. Set the command to Response. Start Filling RTEs.
Examine each route in the routing table, if a triggered update is being generated, only entries whose route change flags are set need be included. If, after Split Horizon processing, the route should not be included, skip it. If the route is to be included, then the destination address and metric are put into the RTE. Routes must be included in the datagram even if their metrics are infinite. 

9. Interaction between RIPV1 and RIPV2:

On an interface where a RIP-1 router may hear and operate on the information in a RIP-2 routing entry the following rules apply:

   1) The information internal to one network must never be advertised into

      another network,

   2) The information about a more specific subnet may not be advertised

      where RIP-1 routers would consider it a host route, and

   3) The supernet routes (routes with a netmask less specific than the

      "natural" network mask) must not be advertised where they could be

      misinterpreted by RIP-1 routers
In Detail:

1. Limiting Networks:



RIPV1 uses classful routing .The routing updates do not carry the Subnet 
information, a division of classful network which is continued to be useful as 


it reduces the number of entries in the internet-wide routing table and also resulted helps in reducing the network overhead by dividing the parts which receive IP broadcasts. 


The network semantics employed by routers, that contain both version 1 and version 2 should be limited to just that of version 1 of RIP as packets of RIPV1 does not contain subnet information, it may cause Black hole routes and end up routing to the network that does not exist or it can also cause excessive routing information in RIPV1 environment.

2. Disable Auto-Summarization:



Some of the implementations automatically summarize groups of adjacent routes in to single entries to reduce total number of entries, this is called Auto-Summarization.RIPV2 supports automatic route summarization, which is  set by default.



While using both version 1 and version2 of RIP within a network auto 
summarization mechanisms to advertise the subnets should be disabled as subnets 
are disconnected and implementation should provide mechanism to disable auto-summarization.

	Command
	Purpose

	Router(config-router) # no auto-summary
	Used to disable auto-summarization


3. Single Subnet Mask:




In Version1 environment all subnet masks throughout the network must be the same which limits addressing schemes to some extent. As RIP v1 is a Classful routing protocol, it does not have the ability to transmit the subnet mask within its updates but in case of version 2 environment, different subnet masks can be configured throughout the whole network without confusing the routers, address space no longer needs to be wasted as subnet mask sizes can be adjusted to accommodate different network sizes. In brief version1 does not support VLSM(Variable Length Subnet Masking) but version 2 does support.


So in order to support or use both ,version1 and version 2 of RIP ,a single subnet mask should be used through out the network. For RIPV1 it is cleared to zero. 

10.Security considerations:

RIP2 is an extension of the Routing Information Protocol (RIP) which is designed to expand the amount of useful information carried in RIP2 messages and enhanced with a measure of security.

10.1 Authentication:


Authentication is a per message function, and there is

  only one 2-octet field available in the message header. The  

  Authentication scheme for RIPV2 will use the space of an entire RIP  

  entry as any reasonable authentication scheme will require more than 

  two octets. The Address Family Identifier of the first (and

  only the first) entry in the message should be 0xFFFF, then it means 

  that the remainder of the entry contains the authentication. So it   

  can have 24 RIP entries at the most in the remainder of the message.


If authentication is not in use, then no entries in the message 

  should have an Address Family Identifier of 0xFFFF.


A RIP message which contains an authentication entry would begin 

  with the following format:

    0                   1                   2                   3 3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   | Command (1)   | Version (1)   |            unused             |

   +---------------+---------------+-------------------------------+

   |             0xFFFF            |    Authentication Type (2)    |

   +-------------------------------+-------------------------------+

   ~                       Authentication (16)                     ~

   +---------------------------------------------------------------+


Routers Role in Authenticating the RIP message:


Case 1: Router not configured to authenticate RIPV2 message:


If the router is not configured to authenticate RIPV2  

           Messages, then RIPV1 and unauthenticated RIPv2 messages will  

           be accepted but the authenticated RIPV2 messages will be 

           discarded.

        Case 2: Router configured to Authenticate RIPV2 messages:


RIPV1 and RIPV2 messages that pass the authentication 

           testing as explained above should be accepted incase if the router is configured to authenticate  

           RIPV2 messages.

           Unauthenticated and failed authentication RIPV2 messages  

           Should be discarded. 



Maximum security is attained by ignoring RIPV1 messages

            when authentication is in use; if not, the routing

            information from authenticated messages will be propagated

            by RIPV1 routers in an unauthenticated manner.

Algorithms Used to authenticate RIP Message:

1. Plain text Authentication algorithm:

             In this type of authentication Type is simple password and is represented as  type2. The   

             remaining 16 octets contain the plain text password as shown in the above figure. The  

             password must be left-justified and padded to the right with nulls (0x00),if it is under  

             16 octets.


   Password thus transmitted in the clear text can captured easily and can be used  

             to overcome the network. They are widely understood to be vulnerable to easily 

             deployed passive attacks       

2. Cryptographic Authentication:

   1. RIPV2 PDU format:

    When RIPv2 Cryptographic Authentication is enabled, the same header and content as   

     basic RIPV2 message are used as with the original RIPv2 specification, but the 16 
     byte "Authentication" field is reused to describe a "Cryptographic Authentication" 
     trailer instead of using it for sending a plain text password.

     This trailer consists of five fields, they are

    Authentication type: The authentication type is “cryptographic Hash function” and is   

    denoted by the value 3. 
    RIPV2 packet length: This is an unsigned 16 bit offset value from RIPv2 header to   

    the output of the cryptographic hash function in use.

     Key Identifier: This is an unsigned 8-bit Key-Id that consists of key-id. KEY-ID 
     value is used to identify the RIPv2 Security Association in use for this packet.  The 
     receiver uses the combination of the interface the packet was received upon and this   

     value to uniquely identify the appropriate Security Association.  The sender selects 
     which RIPv2 Security Association to use based on the outbound interface for this 
     RIPv2 packet and then places the correct KEY-ID value into that packet.

     The RIPv2 Security association includes the Authentication Key that was used to 
     create the Authentication Data for this RIPv2 message and other parameters.  In 
     implementations supporting more than one authentication algorithm, the RIPv2 
     Security Association also includes information about which authentication algorithm 
   in use for this message. A key is always associated with an interface, rather than with a 
   router.

   AUTHENTICATION DATA LENGTH: This is an unsigned 8-bit field and contains   

   the length in bytes of the trailing authentication data field. By providing this value 
   cryptographic algorithm is made independent.

   Authentication Data: This contain the cryptographic authentication data used to 
   validate the packet.

    Sequence Number: This is an unsigned 32-bit sequence number. The sequence 
    number should be a non-decreasing for all messages sent with a given key-id value

   2. RIPV2 Security Association:

   A RIPV2 security association contains the set of shared authentication configuration   

   parameters, and these are needed by the legitimate sender or receiver.

   An implementation should be able to support at least 2 concurrent RIPV2 security 
   associations on each RIP interface. This is the mandatory functional requirement for the 
   key rollover.

10.2 The data items in a RIPV2 Security Association are:

 Key-identifier: This is as described in PDU format.

Authentication Algorithm: This gives the information about the cryptographic algorithm and algorithm mode used with the RIP VERSION 2 Association. This is not sent in clear test and also not sent in every packet. 
Authentication Key: This is the value of the cryptographic authentication key used with associated cryptographic algorithm .This is not sent in clear text using a protocol. The length of the key depends on the algorithm used.

Sequence Number: This is as defined above in PDU format. But if the value goes on increase it may at some point exceeds its maximum value in order to overcome this the operator will rekey before it reaches maximum value. Any arbitrary value can be used in the beginning. 

Start Time: This consists of local Day and Time ,when this security association became valid for the first time.

Stop Time: This is a local representation of the day and time  that this Security Association becomes invalid

10.3 The different types of Authentication algorithms used are: 

1. Keyed Message Digest 5 (keyed MD5):

 The steps required when the "Keyed-MD5" authentication algorithm is in use are depicted below:

 When “Keyed-MD5” is used, RIPv2 Authentication Key is always 16 octets.

  (1) The RIPv2 Authentication Key is appended to the RIPv2 packet in memory.

  (2) The Trailing Pad for MD5 and message length fields are added in memory. 

  (3) The Authentication Data is then calculated according to the MD5 algorithm.

2. HMAC-SHA1 algorithm dependent Processing:
Keyed-Hash Message Authentication Code is a type of message authentication code calculated using a cryptographic hash function in combination with a secret key. Any iterative cryptographic  Hash Function such as MD5 OR SHA1 can be used in calculation of HMAC,The resulting HMAC function is termed as HMAC-MD5 OR HMAC-SHA1 respectively
Steps involved:

1. Preparation of Key(K0):

     In this application the authentication key is always L bytes(length of hash in bytes).

     K greater than L bytes: If the Authentication Key is 
more than L bytes long, then Ko  

     is set to H(specific hashing algorithm, Authentication Key).  

     K less than L bytes: If the Authentication Key is less than L bytes long, then Ko is set 

     to the Authentication Key by appending zeros to the end of the Authentication Key to  

     make Ko to L bytes long.

2.  First Hash : 

     First of all, the RIPV2 packet's Authentication Data field is filled with the value 
     Apad(the hexadecimal value 0x878FE1F3 repeated (L/4) times).

     Then, a first hash, which is also called as the inner hash, is computed using the 
     formula:
     First-Hash = H(Ko XOR Ipad, (RIPv2 Packet))

Where H  = specific hashing algorithm.

  
            L  = is the length of the hash, measured in bytes,

            not bits.  For SHA-1, L == 20.


            K0 = is the cryptographic key used with the hash algorithm


            XOR = is the exclusive-or operation.


            Ipad = the hexadecimal value 0x36 repeated B times

  
            B = is the block-size of H, measured in bytes not bits.

                           Note that B is the internal block size, not the hash size.

             
            For SHA-1   and SHA-256:  B == 64.

                           For SHA-384 and SHA-512:  B == 128
3. Second Hash : 
     The second hash which is known as outer hash is calculated using the formula:


Second-Hash = H(Ko XOR Opad, First-Hash)


 Where, Opad = the hexadecimal value 0x5c repeated B  times.
4. Result: 
The result of second hash is the authentication data that is sent in the authentication data field of RIPV2 packet

The length of the data is always equal to the message digest size of the hash 
        function H that is used. 

When RIPV2 message is created a valid key from the set of valid keys for that interface are selected. The receiver will use the Key Identifier and interface to determine the key, to use for authentication of the received message. More than one key may be associated with an interface at the same time.

Each key will have its own Key Identifier, which is stored locally. So when the message is received in either case  (MD5 OR HMAC-SHA1) the appropriate authentication algorithm and RIPV2 authentication key are uniquely determined from the value of the key identifier field and interface associated with the message and new digest is calculated.

1. If the calculated digest does not match the received message then the message is discarded without processing it.

2. If the received sequence number is less than the previous one just received , even in this case message is discarded unprocessed.

3. When connectivity to receiver has been lost the receiver should be ready to receive a message with sequence number zero or with a sequence number higher than the last received sequence number.

Note: To ensure a smooth rollover, each communicating RIP-2 system must be updated with the new key several minutes before the current key will expire and several minutes before the new key lifetime begins. The new key should have a lifetime that starts several minutes before the old key expires. This gives time for each system to learn of the new RIP-2 Authentication Key before that key will be used.

II. Peer Security: The RIP router can be configured with a list of  routers(by IP address) from which RIP announcements are accepted. By default RIP announcements from all are accepted. By configuring a list of peers, RIP announcements from unauthorized RIP routers are discarded. 

III. Route Filters: Route filter on each RIP interface can be configured in such a way that consider only the routes that are in the routing table. In addition to that they consider  those that reflect reachable network IDs within the internetwork.
11.RIPng
11.1RIPng Overview:

The new Internet Protocol version 6 (IPv6) is the future of TCP/IP. IPv6 has made important changes to IP with regard to addressing. Ipv6 addresses are different than IPv4 addresses so it is necessary that routing protocols, which exchange different routing addressing information, should change to work with IPv6. In order to ensure the future of Routing Information protocol a new version of RIP was developed. This IPv6 compatible version was published in 1997 and called as RIPng, where ng stands for the “next generation”

RIPng is designed very much similar to the current IPv4 specific version of RIP that is RIP-2. RIPng has minimum changes to RIP in order to work on IPv6.

But still RIPng is not the new version of RIP like RIP-2. It is a complete new protocol. This distinction was made to mark the significant change between IPv4 and IPv6. As this change indicate the change from 32-bit to 128-bit addresses which requires the  new message format.In order to learn the routes within an autonomous system RIPng is used.  

11.2 The features of RIPng are as follows:

· It uses standard port nuber 521 and runs over the User Datagram Protocol (UDP) 

· The best route to a destination is determine by using the distance vector algorithm, hop count as the metric( where hop count is number of routers it passes through between a source and destination network node) The most preferred rote is route with the least metric value.

· Here neighbors are routers sharing common data link layers for route exchange. RIPng routers exchange IPv6 reachability information in route update messages with their neighbors

· Installs the best route in the RIPng routing table.

· Useful for the small size network as it supports a maximum hop count value of 15. 

· IPv6 networks use RIPng routers to learn IPv6 route information.

RIPng Version-Specific Features

As a complete protocol RIPng does not introduce specific new functions like RIP-2. Specific efforts were made to make RIPng like its predecessors. Basic operation of RIPng is same as that of RIP and it uses the same overall algorithm and operation. The only difference is it needed to implement on IPv6.

Most of the enhancements introduced in RIP-2 are maintained as it is in RIPng. Only few appear in the modified form.

The five extensions in RIP-2 are implemented in RIPng as follows:

· Classless Addressing Support and Subnet Mask Specification: IPv6 uses a prefix length to specify addresses instead of subnet mask as all the addresses are classless in IPv6. So in RIPng uses a field for prefix length in each entry

· Next Hop Specification: This feature is implemented differently in RIPng.    IPv6 has large size of addresses, by including the Next Hop field in the format was making the size double for each entry. So Next Hop is specified in a separate routing entry whenever needed.
· Authentication: RIPng assumes that authentication and encryption will be provided whenever needed by using the standard IPSec features defined for IPv6 at the IP layer. So RIPng doeas not have its own authentication mechanism. But this proves more efficient than performing own authentication.

· Route Tag: This field is implemented the same way as it is in RIP-2. 

· Use of Multicasting: RIPng uses multicasts for transmissions, using reserved IPv6 multicast address FF02::9. 

11.3 RIPng Messaging 

RIPng routers use RIP EQUEST and RIP RESPONSE packets to exchange route information with their neighboring routers. When RIPng protocol is enabled on a particular interface, the RIPng router sends a route REQUEST message to fill its routing table. RIPng routers send their routing tables in a route RESPONSE message to a multicast address (FF02::9). All RIPng routers listen on this multicast address and receive the route RESPONSE message. In addition, RIPng routers periodically send its routing table in the route RESPONSE message. 

RIPng route RESPONSE message has following attributes:
· IPv6 prefix - Network or host to be reached.

· Route tag - Unique value that distinguishes between internal and external RIPng routes.

· IPv6 address prefix length - Length in bits of the significant part of the prefix.

· Route metric value - Metric value of the route.

The rules for messages are:

· RIP Request messages: May have a source port 521 or may use an ephemeral port number. They are sent to UDP destination port 521. 

· RIP Response messages: This is sent as reply to a RIP request which is sent with a source port 521 and destination port can be whatever source port RIP request uses.

· Unsolicited RIP Response messages : These are sent on routine basis and not in response to a request. For this both the source and destination ports set to 521. 

Protocol Structure - RIPng Routing Information Protocol for IPv6
	8
	16
	32bit

	Command (1 byte) 
	Version (1 byte) 
	0 (2 bytes) 

	Route table entry 1 (20 bytes)

	 . . 

	Route table entry N (20 bytes)


Figure : ref :http://www.javvin.com/protocolRIPng.html

· Command - two commands are: Request and Response as described above. 

· Version -- The current version of RIPng is version 1. 

· Route table entry -- Each route table entry contains a destination prefix, the number of significant bits in the prefix and the cost of reaching that destination. 

11.4 Difference between RIPng and RIP-2

	RIPng
	RIPv2

	Learns IPv6 route information.
	Learns IPv4 route information.

	Uses port number 521.
	Uses port number 520.

	Requires no authentication for RIPng protocol packets.
	Requires authentication for RIP protocol packets.

	No support for multiple instances of RIPng.
	Support for multiple instances of RIP-2

	NO support for RIPng routing table groups.
	Support for RIP-2 routing table groups


Architectural limitations of RIPng:

· Can not exceed 15 hops longest network path (assuming that each network, or hop, has a cost of 1). 

· To resolve certain unusual situation RIPng depends on counting to infinity. When the network consists of several hundred routers, and when a routing loop has formed, the amount of time and network bandwidth required to resolve a next hop might be great. 

· Most of the  IGPs use parameters, such as measured delay, reliability, and load to select a route where as RIPng uses a fixed metric to select a route. 

12. Disadvantages of RIP2:
· RIP-2 supports generic notion of authentication, but only “password” is defined so far. Still not very secure. 
· RIP packet size increases as the number of networks increases hence it is not suitable for large networks.

· RIP generates more protocol traffic than OSPF, because it propagates routing information by periodically transmitting the entire routing table to neighbor routers
· RIP may be slow to adjust for link failures.
13.Solution: Open Shortest Path First (OSPF)within an AS
The Internet Engineering Task Force (IETF) recognized that RIP by itself simply would not meet the needs of all autonomous systems on the Internet. So the new routing protocol was developed based on the more capable link-state algorithm, also called shortest path first (SPF). This new protocol was called Open Shortest Path First, or OSPF, and its name conveys two of its most important characteristics. The first word refers to the fact that the protocol, like all TCP/IP standards, was developed using the open and public RFC process, so it is not proprietary and no license is required to use it. The SPF portion of the name refers to the type of algorithm it uses, which is designed to allow routers to dynamically determine the shortest path between any two networks.

OSPF fixes many of the issues with RIP and allows routes to be selected dynamically based on the current state of the network, not just a static picture of how routers are connected. It also includes numerous advanced features, including support for a hierarchical topology and automatic load sharing amongst routes. On the downside, it is a complicated protocol, which means it is often not used unless it is really needed. This makes it the complement of RIP and is the reason they both have a place in the spectrum of TCP/IP routing protocols.
· Can support fine-grained metrics (vs. RIP)

· Multiple metrics

· Throughput, Delay, Cost, Reliability

· Can compute a different routing table for each metric.

· OSPFv2 supports an extension that allows the metric to be used specified in the packet. 
14. Conclusion
RIP2 offers many substantial features used to increase the efficiency of RIP1.Most important of which is dealing with assigning IP addresses.  It allows the better utilization of assigned IP addresses. It helps to control IP protocol over a WAN including the ability to segment autonomous systems operating on the same LAN, adding an authentication feature for increasing the network security, and minimizing the effect of network broadcasts by assigning a multicast address to the RIP2 packet.

Along with this positive points RIP2 have one negative feature of RIP1 - the path between two subnets is based on the fewest number of router hops and that is maximum 15. 

The optimum path on which to pass traffic is based on round trip response time, providing the maximum amount of throughput.  This is one of the reasons the OSPF standard was developed.  OSPF provide many of the RIP2 features along with the "quickest" path between subnets.

RIPng is a complete new protocol designed for Ipv6. It uses the same operations as that of RIP1 and RIP2.
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