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1. Introduction
The use of network firewall has become increasingly popular to isolate an organization of our home network from unwanted or unsolicited users. Most of the firewall works on application layer to provide a controlled access to applications like FTP, TELNET etc. but there exists a need to transparently and securely pass through the firewall (1). [image: image2.png]


 A need arises to provide a strong authentication mechanism when passing securely thorough the firewall. The protocol, SOCKS, described here provides a framework on the transport layer to securely use the services of a firewall. SOCKS is conceptually a "shim-layer" between the application layer and the transport layer, and as such does not provide network layer gateway services, such as forwarding of ICMP messages (2). SOCKS provides a way to traverse securely between firewall.
2. Why SOCKS?

Use of network firewalls, systems that effectively isolate an organizations internal network structure from an exterior network, Internet, is becoming extremely popular. Thus a generic framework is required that can transparently and securely traverse a firewall for these protocols. Hence, a need arises for a strong authentication for such traversals. Usually the client-server relationship that arises between networks of various organizations needs good control and strong authentication (1). This can be accomplished by using SOCKS. SOCKS provides an approach for conveniently and securely use the firewall services.
3. SOCKS Protocol

When TCP client tries to connect the object which only can be reached via a firewall , it has to open the appropriate SOCKS port on the SOCKS server systems. The SOCKS service is conventionally located on the port 1080 and if clients request succeeds , he/she enters in the part of negotiation about the  authentication method to be used. Then server authenticates  the client based on the method preferred by client and acceptable by the sever and connection is established (depending on the authentication succeeded or denies). To describe the process further, the client connects to the server and sends a version identifier/method selection message. The server then selects the method from the mentioned methods provided by the client and sends the method selection message, If none of the methods mentioned by client is acceptable then client has to close the connection. The server indicates this situation by passing X’FF’ as method message.The client and server then enters into the sub-negotiation which is method specific.

Once the method oriented sub-negotiation are complete, the client sends a request details. If the negotiation method includes the encapsulation these must be encapsulated in method-dependent encapsulation.

	VER
	NMETHODS
	METHOD

	1
	1
	1 to 255


Fig 1.a Client message : send version and methods (RFC 1928)

	VER
	METHOD

	1
	1


Fig 1.b Server message : sends the selected method (RFC 1928)

	VER
	CMD
	RSV
	ATYP
	DST.ADDR
	DST.PORT

	1
	1
	X’00’
	1
	Variable
	2


Fig 1.c Client Request : after method is selected (RFC 1928)

The SOCKS server will process the request based on source and destination addresses and reply with one or more messages depending on the request. The request is sent by the client as soon it gets authenticated and method message is been replied by the server.The server sends the reply as below: 

	VER
	REP
	RSV
	ATYP
	BND.ADDR
	BND.PORT

	1
	1
	X’00’
	1
	Variable
	2


CONNECT : In the reply to a connect, BND.PORT contains the port number that the server assigned to connect to the target host, while BND.ADDR contains the associated IP address

BIND : It is expected that the client side of an application protocol will use the BIND request only to establish the secondary connections after a primary connection is established using CONNECT. 

Two replies is sent by SOCKS server during a BIND operation 


1. The first one is sent after server creates and binds a new socket.The BND.PORT field contains the port number that the SOCKS server assigned to listen for an incoming connection and the BIND.ADDR indicates associated IP address. 


2. The second reply would carry BND.PORT and BIND.ADDR fields containing the address and port number of the connecting host.

Reply Processing :

When a reply indicated the failure, the SOCKS server MUST terminate the TPC connection shortly after sending the reply. This should be done within 10 seconds after detecting the condition that caused failure. If the reply code indicates success, and request is either of BIND or connect , the client may now start data passing.
4. SOCKS Connection

As mentioned earlier that SOCKS acts as a proxy between the client and the server in a corporate network, to protect the internal organization network. So before we look onto where does SOCKS server comes into a corporate network, let’s have a look where does SOCKS create its place into the OSI model. Fig. 2 shows the SOCKS server present in the middle of the client and server application
[image: image3.png]Client SOCKS Server





Fig. 2 SOCKS and the OSI layer model (3)
The orange color bar present on the client side between the application layer and the transport layer is the SOCKS client. The machine present between the server and client is actually running SOCKS server above the transport layer. SOCKS client are usually present inside the web browser and there is no special software or libraries needed to run the SOCKS client.  Fig. 3 shows an image where you can find the options to enable SOCKS as a proxy in the web browser. 


[image: image4]
Fig 3. SOCKS client inside browser supporting version 4 and 5.

5. SOCKS in networks

SOCKS provide a way to conveniently use firewall services without creating a complex rules under firewall to allow or block a particular user, port, protocol etc. Fig. 4 shows SOCKS server which is under a corporate network.
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Fig. 4. SOCKS server running inside the firewall

SOCKS server runs under the Firewall as a proxy to evaluate and pass the traffic based on the rules set by the network administrator. The internal network of the organizations communicates with the SOCKS server and only SOCKS server keeps track of the IP address inside the organization. The IP address of the machines is not known to the outside world (Internet). 

5.1 Packet changes

Due to SOCKS server running inside the firewall, the packets generated by the client machine will be changed, so as to understand by the SOCKS server. Fig. 5 shows the changed HTTP request packet generated by the client with the following characteristics. 
[image: image6.png]Destination address: server.company.com
Destination port: 80 (HTTP)
Data: "GET /page.html“

Destination address: socks_server.mycompany.com
Destination port: TCP 1080 (SOCKS)

Data: Destination address = server.company.com,
Destination port = TCP 80 (HTTP),

Data = "GET /page.html"





Fig 5. Changes done by client in a HTTP request packet contents.

SOCKS is a means of encapsulating any TCP protocol within the SOCKS protocol. On the client system, within the corporate network, the data packets to be sent to or from an external system will be put inside a SOCKS packet and sent to a SOCKS server(2).

The SOCKS server extracts the required destination address, port and data and sends this packet to the source IP address will be that of the SOCKS server itself. The firewall will have been configured to allow these packets from the SOCKS server program, so they won't be blocked (2). Returning packets will be sent to the SOCKS server, which will encapsulate them similarly, and pass on to the original client, which in turn strips off the SOCKS encapsulation, giving the required data (2). 
5.2 SOCKS under corporate networks
Fig 6 shows that SOCKS server blocks the intruders and allow legitimate users under the corporate network to communicate securely with the outside world.
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Fig 6. SOCKS implementation under corporate network

The advantage of all this is that the firewall can be very simply configured, to allow any TCP/IP connection on any port, from the SOCKS server to the non-secure Internet, trusting it to disallow any connections which are initiated from the Internet.

6. Features

Some of the SOCKS features are listed below:

1. It provides transparent network access across multiple servers.

2. Only SOCKS server have information about internal IP address.

3. SOCKS provide simple network security policy management.

4. Rapid deployment of new network application

7. Benefits

Some of the benefits of using SOCKS while communicating:

1. It adds values to security-oriented product like firewall, VPN, etc..

2. It only allows internal machines talk to outside world.

3. It authenticates user and establishes communication channel.

4. Use with TCP/UDP and also supports ICMP redirection

5. Handles all application (HTTP, Telnet, FTP….)

8. Conclusion

The SOCKS protocol has been misunderstood by many people for many years, and that is the reason why this protocol is not much popular these days (4). SOCKS v5 has much more powerful functionalities that its ancestors. It provides strong authentication and enhances the features of a firewall, thus enhancing the security of the entire organizations network.  
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