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1 Abstract
SIP is an important signaling protocol. It is being used rapidly by the telecommunications industry the construction next generation application procedure. 

2 Introduction

Session Initiation Protocol (SIP) is an application layer signaling protocol used to create, manage and terminate sessions in an IP based network.  A session could be a simple two-way telephone cal or it could be a collaborative multi-media conference session.  This makes possible to implement services like voice-enriched e-commerce, web page click-to-dial or Instant Messaging with buddy lists in an IP based environment.

2.1 Comparison with the Existing PSTN Network


Existing phone systems are driven by a very reliable but somewhat inefficient method for connecting calls called circuit switching.  When a call is made between two parties, the connection is maintained for the duration of the call.  This is the foundation of the Public Switched Telephone Network (PSTN).  Modern telephone systems are somewhat a little more efficient with the voice being digitized and fiber optic cables being used instead on the old copper cables.


With the advent of Internet, packet switching technology has presented itself as a more efficient way of communication.  Packet switching is very efficient. It lets the network route the packets along the least congested and cheapest lines. It also frees up the two computers communicating with each other so that they can accept information from other computers, as well.

2.2 Requirements of a Typical VoIP Session

· Session management : Users may move from terminal to terminal with different capabilities.  To set up communication session between two or more users, a signaling protocol is needed.  SIP supports locating users, session negotiation and changing session state.

· Media transport : RTP is used for transmitting real-time data like audio and video.

· End-to-End delivery : Underlying IP layer which connects the whole world.

3 Overview of SIP Functionality

SIP is limited to only the setup, modification and termination of sessions. It serves four major purposes:

· SIP allows for the establishment of user location (i.e. translating from a user's name to their current network address). 

· SIP provides for feature negotiation so that all of the participants in a session can agree on the features to be supported among them. 

· SIP is a mechanism for call management - for example adding, dropping, or transferring participants. 

· SIP allows for changing features of a session while it is in progress. 

All of the other key functions are done with other protocols. Eg. SDP (Session Description Protocol) is used to sending information about the session in the body of the SIP request; RTP is used for the actual transfer for audio or video data in the communication session.

3.1 Components of SIP

· SIP Clients : SIP Phones (User-Agents)

· SIP servers

· SIP PSTN gateways

· Application servers (such as media servers)

SIP Clients: A client may be a softphone running on a PC or a messaging device on an IP phone.  It generates requests and sends it to the servers.

SIP Servers: Following are the different types of servers in the SIP network.

Proxy Server: When a request is generated, the exact address of the recipient is not known in advance. So the client sends the request to a proxy server. The server on behalf of the client forwards the request to another proxy server or the recipient itself. 

Redirect Server: A redirect server redirects the request back to the client indicating that the client needs to try a different route to get to the recipient. It generally happens when a recipient has moved from its original position either temporarily or permanently.

Registrar: Users from time to time refreshes their locations by registering to a Registrar server. 

Location Server: The addresses registered to a Registrar are stored in a Location Server. 

SIP PSTN Gateways: These gateways are necessary for communication between users on the IP network and users in the PSTN network.
4 Architecture

SIP is structured as a layered protocol, which means that its behavior is described in terms of a set of fairly independent processing stages with only a loose coupling between each stage.

The lowest layer of SIP is its syntax and encoding.  Its encoding is specified using an augmented Backus-Naur Form grammar (BNF). The second layer is the transport layer.  It defines how a client sends requests and receives responses and how a server receives requests and sends responses over the network.  The third layer is the transaction layer.  Transactions are a fundamental component of SIP.  The transaction layer handles application-layer retransmissions, matching of responses to requests, and application-layer timeouts. The layer above the transaction layer is called the transaction user (TU).  Each of the SIP entities, except the stateless proxy, is a transaction user.

4.1 SIP Request Message
SIP requests are distinguished by having a Request-Line for a start- line.  A Request-Line contains a method name, a Request-URI, and the protocol version separated by a single space (SP) character.  There can one or more message headers. Message headers  could be To, From, Via, Contact CSeq etc.

The following are the SIP methods.  

· INVITE  Requests a session
· ACK   Final response to the INVITE

· OPTIONS  Ask for server capabilities

· CANCEL  Cancels a pending request

· BYE   Terminates a session

· REGISTER  Sends user’s address to server
4.2 SIP Response Message
SIP responses are distinguished from requests by having a Status-Line as their start-line.  A Status-Line consists of the protocol version followed by a numeric Status-Code and its associated textual phrase, with each element separated by a single SP character.
 
The Status-Code is a 3-digit integer result code that indicates the outcome of an attempt to understand and satisfy a request.  The first digit of the Status-Code defines the class of response.  SIP/2.0 allows six values for the first digit: 1xx to 6xx
5 Call Scenarios

This section introduces the basic SIP calls using simple examples.  We describe Call establishment and termination and then registration.
5.1 Call Registration

There are two kinds of addresses, or URIs in SIP. One is the permanent address, or SIP Address of record (AOR). This is the address people can use to call you, wherever you are, regardless of IP address or phone. The other address is the address (or URI) to a phone, a SIP contact address. This usually consists of a device name, IP address and port number. This is a temporary URI that your SIP location server keeps in memory as long as it is valid. Your phone registers with the location server to tell it how to map one permanent (AOR) address to one or several SIP contacts.
5.2 Call Establishment and Termination

In this section we will see how a SIP call is established and terminated.  When user agent Alice places a call to Bob using her softphone, a SIP invite request is sent. The INVITE request contains a number of header fields like an unique identifier for the call, the destination address, Alice's address, and information about the type of session that Alice wishes to establish with Bob. It also contains the header call id which is contains a globally unique identifier for this call.  The combination of Call id along with to tag and from tag is used to uniquely identify a dialog.   On receiving the request Bob’s soft phone returns a 180 trying response message.  When Bobs picks up the handset, 200 OK response is returned.  On receiving the 200 OK response Alice’s soft phone sends an ACK and a session is established and media session is now established.   The SIP session setup is a three-way handshake—INVITE/200/ACK for a success, and INVITE/4xx or 5xx or 6xx/ACK for a failure. 


In the above example, when Alice softphone tries to place a call it does not know the exact location of Bob. The softphone sends the INVITE to the atlanta.com SIP server. On receiving Alice’s request sends back 100 trying response which shows that it is going to try to place the call on her behalf.  The atlanta.com proxy server locates the proxy server at biloxi.com, possibly by performing a particular type of DNS (Domain Name Service) lookup to find the SIP server that serves the biloxi.com domain.  The biloxi.com proxy server receives the INVITE and responds with a 100 (Trying) response back to the atlanta.com proxy server to indicate that it has received the INVITE and is processing the request. The biloxi.com proxy server adds another Via header field value with its own address to the INVITE and proxies it to Bob's SIP phone.  Bob's SIP phone receives the INVITE and alerts Bob to the incoming call from Alice so that Bob can decide whether to answer the call, that is, Bob's phone rings.  Bob's SIP phone indicates this in a 180   (Ringing) response, which is routed back through the two proxies in the reverse direction.
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Figure: Call Establish and Termination

6 Existing Security Features within the SIP Protocol

Authentication of Signaling Data using HTTP Digest Authentication: The Digest authentication scheme is based on a simple challenge-response paradigm. The digest authentication scheme challenges the remote end using a nonce value. SIP digest authentication is based on the digest authentication defined in RFC 2617.
S/MIME Usage within SIP: SIP may use S/MIME to enable mechanisms like public key distribution, authentication and integrity protection, or confidentiality of SIP signaling data.
Confidentiality of Media Data: Use of the RTP encryption as defined in RFC 1889 may provide confidentiality for media data. Another option for media stream security is the use of SecureRTP.
TLS usage within SIP: RFC 3261 mandates the use of TLS for proxies, redirect servers, and registrars to protect SIP signaling. The drawback of TLS is the requirement of a reliable transport stack (TCP-based SIP signaling). TLS cannot be applied to UDP-based SIP signaling. 
IPsec usage within SIP: IPsec may also be used to provide security for SIP signaling at the network layer. This type of security is most suited to securing SIP hosts in a SIP VPN scenario.

7 Quality of Service Concerns
Latency: Latency in VOIP refers to the time it takes for a voice transmission to go from its source to its destination. The upper bound is150 ms for one-way traffic VOIP calls must achieve the 150 ms bound to successfully emulate the QoS that today’s phones provide.

Jitter: Jitter refers to non-uniform packet delays. Variations in delays can be more detrimental to QoS than the actual delays themselves. Hence efficient jitter buffer management must be incorporated.

Packet Loss: VOIP is exceptionally intolerant of packet loss. Packet loss can result from excess latency. It can also be the result of jitter. The good news is that if the voice packets are dropped, either party can request the information to be repeated.

Power Failure and Backup Systems: Conventional telephones continue to work even during a power failure. Most offices use PBX systems with their conventional telephones, and PBXs require backup power systems so that they continue to operate during a power failure. 

8 Conclusion
SIP is very similar to the web protocol HTTP, is for VoIP and other text and multimedia sessions. It is an application-Layer control protocol which can be establish, modify, and enables the creation of proxy servers which can send registration, INVITE to sessions, and the demands. Security of SIP is still a concerned and challenging, such as authentication, integrity, confidentiality and privacy. Definitely, SIP is an important protocol that is enabling next generation applications becoming widely deployed.  
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