CMPE 208 Final
YOUR NAME: ___________________________________

README

· Email the exam back to richardsinn@yahoo.com by the end of day Dec 6, 2007 (Thursday). Use the title: 208 FINAL <your name>. NO LATE SUBMISSION.

· Make sure you put your name on the mid-term.

· This is an individual exam. Please do not work with another student.

· DO NOT talk about the exam, COMPARE the exam, DISCUSS the exam, WORK WITH OTHER PEOPLE on the exam or CHEAT in any way you could think of. If two answers are found to be the same due to cheating. An F will be given for the course as a result and a letter might be sent to Dean of Students and the Engineering Department. I do not want to do any of that, so LEARN the materials and DO IT YOURSELF. 

MID TERM QUESTIONS

· The exam will total to 100 points. 

· If you think the questions are not stated clearly in any way, WRITE down your assumptions and answer the questions. No answer can be obtained from the instructor individually in order to be fair to all the students. 

· Good Luck and have fun.

Questions

1. 
A key pair is generated using public key cryptography. What kind of mechanism is used to keep the private key private?  (10 points)
2. 
What kind of mechanism is used to ensure that a public key actually belongs to en entity?  (10 points)
3.

TFTP (Trivial File Transfer Protocol) was designed to use UDP. Redesign the TFTP protocol using TCP. Describe the various packets and scenarios on how a file can be transferred in detail. (20 points)
4.

Discuss the advantages and disadvantages of implementing TFTP using TCP. Which transfer would you use if you have a choice in TFTP implementation? Discuss your answer. (10 points)

5. 

In the DNS protocol, an application that accepts either a dotted-decimal IP address or a hostname should assume the former, and if that fails, then assume a hostname. What happens if the order of the tests is reversed? (10 points)
6.

Diffie-Hellman (DH) is the first published public key algorithm invented by Whitfield Diffie and Martin Hellman in 1976. It is used for key agreement. Why DH cannot be easily broken? Prove your answer. (10 points)
7. 

SSL v2 does not have any protection for the handshake, meaning a Man-in-the-middle downgrade attack can go undetected. Create a message passing diagram describing how a Man-in-the-middle attack can be executed in SSL. (10 points)
8.

You are given the following slightly edited request format from a RFC:
        SearchRequest ::= [APPLICATION 3] SEQUENCE {

             baseObject      CURRENTID,

             scope           ENUMERATED {

                  baseObject              (0),

                  singleLevel             (1),

                  wholeSubtree            (2),

                  ...  },

             derefAliases    ENUMERATED {

                  neverDerefAliases       (0),

                  derefInSearching        (1),

                  derefFindingBaseObj     (2),

                  derefAlways             (3) },

             sizeLimit       INTEGER (0 ..  maxInt),

             timeLimit       INTEGER (0 ..  maxInt),

             typesOnly       BOOLEAN,

             filter          Filter,

             attributes      AttributeSelection }

What protocol does the request belong to? (10 points)
9. 

Why does Kerberos require the clocks of the involved hosts to be synchronized? (10 points)
