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1. Introduction 

SOCKS is an Internet protocol that allows client-server applications to transparently use the services of a network firewall. SOCKS is an abbreviation for "SOCKet-Secure". It provides security based Sessions (i.e., at the TCP layer). It provides a secure channel between two TCP/IP hosts, that is, a connection between a SOCKS enabled client on the internal network and an outside Web server.

SOCKS provides firewall services, as well as auditing, management, fault tolerance, and other features. With SOCKS in place, an internal corporate network can be connected to the Internet in a way that allows internal users to access servers on the Internet while providing firewall protection against outside intruders. 

1.1 Background 

SOCKS was originally developed by David Koblas, a system administrator for MIPS Computer Systems. After MIPS was taken over by Silicon Graphics in 1992, Koblas presented a paper on SOCKS at that year's Usenix Security Symposium and SOCKS became publicly available. The protocol was extended to version 4 by Ying-Da Lee of NEC.

        An unofficial SOCKS 4a extension adds support for DNS names to resolve names with SOCKS server. The current version 5 of the protocol, RFC 1928 or unauthenticated firewall traversal, extends the previous version by supporting UDP, authentication and IPv6.The SOCKS reference architecture and client are owned by Permeo Technologies, spin-off from NEC. NEC Corporation has promoted SOCKS.

2. SOCKS Overview 


SOCKS is a protocol that relays TCP sessions at a firewall host to allow application users transparent access across the firewall. Because the protocol is independent of application protocols, it can be (and has been) used for many different services, such as telnet, ftp, finger, whois, gopher, WWW, etc. Access control can be applied at the beginning of each TCP session; thereafter the server simply relays the data between the client and the application server, incurring minimum processing overhead. Since SOCKS never has to know anything about the application protocol, it should also be easy for it to accommodate applications which use encryption to protect their traffic from nosey snoopers. 

When a client needs to contact a Web server on the Internet, the request is intercepted by the SOCKS server. The SOCKS server relays this request to the target Web server. It may first evaluate whether the request is allowed based on predefined policies. When the response arrives from the Web server, the SOCKS server evaluates the packet before relaying it to the internal client. Thus, the SOCKS server can collect, audit, screen, filter, and control data flowing in and out of the network. SOCKS also provides the foundation for other critical networking services such as security, management, auditing, and accounting.
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Fig: SOCKS Protocol
According to the OSI model SOCKS is an intermediate layer between the application layer and the transport layer.

3. Different Versions of SOCKS. 

             There are 3 versions of SOCKS protocol including an unofficial intermediate version. They are SOCKS 4 , SOCKS 4a and SOCKS 5. They are described in detail as below:-
3.1 SOCKS 4 Protocol 

          SOCKS was originally developed by David Koblas and subsequently modified and extended by Ying-Da Lee to its current running version SOCKS 4 Protocol. Two operations defined in this version are CONNECT and BIND.

CONNECT

The client connects to the SOCKS server and sends a CONNECT request when it wants to establish a connection to an application server. The client includes in the request packet the IP address and the port number of the destination host, and userid. The SOCKS server checks to see whether such a request should be granted based on any combination of source IP address, destination IP address, destination port number, the userid, and information it may obtain by consulting IDENT, cf. RFC 1413.  If the request is granted, the SOCKS server makes a connection to the specified port of the destination host. The SOCKS server closes its connection immediately after notifying the client of a failed or rejected request. For a successful request, the SOCKS server gets ready to relay traffic on both directions. This enables the client to do I/O on its connection as if it were directly connected to the application server.
            +----+----+----+----+----+----+----+---+---+...+------

      | VN | CD | DSTPORT |      DSTIP   | USERID     |NULL|     

      +----+----+----+----+----+----+----+---+---+...+------

 # of bytes:   1    1      2              4     variable     1

               +----+----+----+----+----+----+----+----+



| VN | CD | DSTPORT |      DSTIP        |



+----+----+----+----+----+----+----+----+

 # of bytes:
   1    1      2              4

VN is the version of the reply code and should be 0. CD is the result

code with one of the following values:


90: request granted


91: request rejected or failed


92: request rejected because SOCKS server cannot connect to


      identd on the client


93: request rejected because the client program and identd


      report different user-ids

The remaining fields are ignored.
BIND 

The client connects to the SOCKS server and sends a BIND request when it wants to prepare for an inbound connection from an application server. This should only happen after a primary connection to the application server has been established with a CONNECT. The purpose of SOCKS BIND operation is to support such a sequence but using a socket on the SOCKS server rather than on the client. The SOCKS server uses the client information to decide whether the request is to be granted. The reply it sent back to the client.

The SOCKS server sends a second reply packet to the client when the anticipated connection from the application server is established. The SOCKS server checks the IP address of the originating host against the value of DSTIP specified in the client's BIND request.  If a mismatch is found, the CD field in the second reply is set to 91 and the SOCKS server closes both connections.  If the two match, CD in the second reply is set to 90 and the SOCKS server gets ready to relay the traffic on its two connections. From then on the client does I/O on its connection to the SOCKS server as if it were directly connected to the application server. 
           +----+----+----+----+----+----+----+------+....+----+


    | VN | CD | DSTPORT |      DSTIP   USERID      |NULL|


    +----+----+----+----+----+----+----+------+....+----

 # of bytes:   1    1      2              4     variable       1

CD must be 2 to indicate BIND request.
The SOCKS server uses the client information to decide whether the

request is to be granted. The reply it sends back to the client has

the same format as the reply for CONNECT request, i.e.,



+----+----+----+----+----+----+----+----+



| VN | CD | DSTPORT |      DSTIP        |



+----+----+----+----+----+----+----+----+

 # of bytes:
   1    1      2              4

VN is the version of the reply code and should be 0. CD is the result

code with one of the following values:


90: request granted


91: request rejected or failed


92: request rejected becasue SOCKS server cannot connect to


    identd on the client


93: request rejected because the client program and identd


    report different user-ids.


For both CONNECT and BIND operations, the server sets a time limit (2 minutes in current CSTC implementation) for the establishment of its connection with the application server. If the connection is still not established when the time limit expires, the server closes its connection to the client and gives up.
3.2 SOCKS 4a Protocol


SOCKS 4a is a simple extension to SOCKS 4 protocol that allows a client that cannot resolve the destination host's domain name to specify it. The client should set the first three bytes of DSTIP to NULL and the last byte to a non-zero value (This corresponds to IP address 0.0.0.x, with x nonzero, an inadmissible destination address and thus should never occur if the client can resolve the domain name). Following the NULL byte terminating USERID, the client must send the destination domain name and terminate it with another NULL byte. This is used for both CONNECT and BIND requests.


A server using protocol 4a must check the DSTIP in the request packet. If it represents address 0.0.0.x with nonzero x, the server must read in the domain name that the client sends in the packet. The server should resolve the domain name and make connection to the destination host if it can.
3.3 SOCKS 5 Protocol 


This new protocol extends the SOCKS Version 4 model to include UDP, and extends the framework to include provisions for generalized strong authentication schemes, and extends the addressing scheme to encompass domain-name and V6 IP addresses. The implementation of the SOCKS protocol typically involves the    recompilation or relinking of TCP-based client applications to use the appropriate encapsulation routines in the SOCKS library.

3.4 Difference between Socks V5 and Socks V4
· Socks V4 does not support authentication but whereas SOCKS V5 supports a variety of authentication methods.

· Socks V4 does not support UDP proxy whereas SOCKS V5 does.

4. Control Flow Of SOCKS Protocol

This figure shows the SOCKSv5 control flow model. The portion within the dashed-line represents SOCKSv4 functionality. Note that SOCKSv5 adds authentication. 
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Fig: Shows the control flow of the SOCKS protocol
5. Features and Benefits of SOCKS 

Because of its simplicity and flexibility, SOCKS has been used as a network firewall, generic application proxy, in virtual private networks (VPN), and for extranet applications. SOCKSv5-based applications offer many advantages due to its strong, yet flexible protocol framework like Transparent network access across multiple proxy servers, easy deployment of authentication and encryption methods, rapid deployment of new network applications, simple network security policy management.
The use of SOCKS is more facilitated by its unique features and benefits. Some of them are explained below. 

1. A single communication protocol authenticates users and establishes the  communication channel.
For each TCP or UDP communication channel that the SOCKS protocol establishes, it: 

· transfers user information from the SOCKS client to the SOCKS server for user authentication 

· authenticates the user and the channel, and 

· guarantees the integrity of TCP and UDP channels 

Most tunneling protocols separate the authentication process and communication channel establishment, making it difficult to guarantee the integrity of the channels with authenticated users after multiple channels are established. 

2.  Application-Independent Proxy 

As a generic proxy, the SOCKS protocol establishes communication channels, and manages and protects the channel for any application. As new applications come to market, SOCKS can protect them without requiring additional development. IP layer stateful inspection proxies require a new script for protocol inspection, and application layer proxies require new proxy software for each new application.

3.  Flexible protection through a variety of access control policies 

IP routers deliver IP packets by routing packets at the IP layer. Since SOCKS delivers TCP and UDP connections through a proxy mechanism at the TCP/UDP layer, it works with any application, and virtually all IP layer technologies, such as firewalls, NAT, and private IP. SOCKS adds the flexibility to manage the network through access control policies based on user, application, and time, in addition to source and destination addresses.

4. Bi-directional proxy support 

The proxy establishes the communication channel by manipulating IP addresses, therefore, the IP addresses must be routable on the Internet. These proxy mechanisms prevent applications (i.e. multimedia and collaborative applications) from establishing required return data channels (from the Internet to the intranet). In addition, IP layer-based proxy mechanisms need additional software modules for each application that uses multiple channels. SOCKS identifies communication targets through domain names, overcoming the private IP address restrictions. SOCKS can also use domain names to establish communication between separate LANs with redundant IP addresses.

6. Other Information about SOCKS
SocksChain
 
 SocksChain is often misunderstood for SOCKS; SocksChain is different from SOCKS. SocksChain is a program that allows to work with any Internet service through a chain of SOCKS or HTTP proxies to hide the real IP-address. SocksChain can function as a usual SOCKS-server that transmits queries through a chain of proxies. SocksChain can be used with client programs that do not support the SOCKS protocol, but work with one TCP-connection, such as TELNET, HTTP, IRC... (FTP uses 2 connections). And your IP-address will not be seen in the server's logs or mail headers.
Socks Compatibility
Socks supports Windows NT/2000 and a variety of unix platforms. Netscape's Navigator, AOL Instant Messenger, Interarchy, ICQ, Anarchie (archie/ftp client), and Microsoft's Internet Explorer also support SOCKS.

Socks Servers and Socks Clients

Some of the socks server programs are Dante Socks Server, Java socks Server, Socks4 Server, SS5 Socks Server, nylon, 3proxy, WinGate, DeleGate and Antinat. And some of the Socks Client programs are  Dante Client, Free Cap, Proxifier, Hummingbird socks, ProxyCap, SocksCap, tsocks, socat and NetConceal Anonymizer; these allow adaptation of any software to connect to external networks via SOCKS.
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