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I Introduction:

Over the past two decades, the widespread deployment of small and large scale networks, comprising of various network devices like bridges, hubs, routers, servers etc, has led to the need for managing these networks. Network Management refers to the maintenance and administration of such networks at the top level. 
Simple Network Management Protocol (SNMP) is an application protocol that offers networking management services in the Internet Protocol suite. SNMP lets TCP/IP-based network management clients use TCP/IP to exchange information about configuration and status of nodes in the network. By using SNMP transported data, network administrators can easily manage network performance, find and solve network problems, and plan for network growth. During the last few years, SNMP has been widely adopted by many network equipment vendors as the main network management interface. SNMP is defined and managed by The Internet Engineering Task Force (IETF)

II Background:

SNMP was derived from its predecessor SGMP (Simple Gateway Management Protocol) and was created in 1988 as a short-term solution for network management. However, the intended long-term solution, CMIP (Common Management Information Protocol) was not as well-adopted as SNMP and SNMP has since become the de facto standard for network management.
III Simple Network Management Protocol

1. SNMP Components

SNMP consists of three major components:
· SNMP Manager: consists of a set of applications that monitor all other nodes by sending requests to SNMP agents in the network. The manager also receives and messages from the agents when a significant event has occurred at a specific network node. These messages are called traps.
· SNMP Agent: is a node on the network that supplies network information to a SNMP manager. An SNMP agent maintains network information in Management Information Base (MIB). An SNMP agent responds to requests from SNMP managers using information from its MIB and sends traps to the managers when significant events occur.
· Management Information Base (MIB): is a database of variables and their values about the node (devices) on which it resides. The MIB is organized in a tree structure with individual variables being represented as leaves on the branches. A long numeric tag or object identifier (OID) is used to distinguish each variable uniquely in the MIB and in SNMP messages. 
A General scheme of the SNMP main components can be seen at illustration II
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Illustration II
General scheme of the SNMP main components

2. SNMP main Functions
SNMP is based on three functions that enable network administrator to deal with the management information related regarding each managed device. 
The functions are:

Read: function is used by NMS in order to monitor the managed devices. The NMS monitor a variety of variables that the network administrator is interest in monitoring.
Write: function is used by NMS to change certain values of variables in the managed devices, and this way actually controls the managed devices.
Trap: function is used by network administrator to set a certain conditions; if met by the managed device, then a asynchronously report is sent by the agent in the managed device to the  NMS; at this point the NMS can send a page, an email, or even place a call to the network administrator. 
In order to use the Read, Write, and Trap function we need to uniquely identify each managed device, so we can Read, Write, or set a Trap at that device; in the other hand each managed device needs to identify one NMS as the NMS that it will send a notification to in case trap condition are met. All this is done based on MIB.
3. More about MIB
MIB the Management Information Base is a hierarchically organized information regard the managed objects, best described as tree while the root is nameless.

 The MIB contains information about the managed devices on the network. Each object in the MIB have a unique object identifier, OID,  NMSs use the OID to specify the “destination” of the read, write functions, i.e. the OID specify the managed device we want to get information about, or to set specific value at that managed device, or even set a trap at that device
A can be seen at illustration III
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Illustration III
MIB tree example

The OID is a list of numbers separated by periods that specifies the path to the specific object through the MIB tree; this path is what enables us to uniquely identify the managed object.
It is important to notice that vendors can locate their products under the private branches, or can locate non-standardized products under an experimental branch. The information base can be stored in each network management system, or at a managed device, as shown in the illustration IV.
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 Illustration IV

4. Detail SNMP Packet Format
Packet format:

SNMP is Application layer protocol, encapsulated in a UDP Datagram as can be seen in illustration I. In this subtitle we will focus on the SNMP packet format only.

The SNMP packet is build from few layers, each layer contain one or more fields, as shown in illustration V
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Illustration V: SNMP packet is layers

As illustrated above the outer layer contain the SNMP message sequence, that is actually build from three smaller fields, as can be seen in illustration V, those fields are SNMP version, SNM community string, and SNMP PUD .

If one go one layer deeper in the SNMP message, one will be able to see a third layer as one can see in illustration
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Illustration VI
In the third layer, the SNMP PDU is build from four fields: Request ID, Error, Error index, and Varbind list. The Varbind List is build from two fields, the Object Identifier; OID; and Value.

If one look closer to the Message format, one can realize that OID identifies the object one is trying to set/get, and Value is the value one chose to set/get.

During SNM get request the value is set to Null; during set request the value contain the value we want to object identified by the OID to contain.
5. SNMPv1 and SNMPv2
SNMPv1 is the first implementation of SNMP as described RFC 1157. The request/response in SNMP1 is done by implementing four functions: Get, GetNext, Set, and Trap. The Get does the same function as the Read function described above. The GetNext function is used by the NMSs to get the value of the next object in the MIB. The Set, and Trap functions are as described in Set and Trap function above.
SNMPv2 is described in RFC 1902.SNMPv2 uses the same implementation of, GetNext, Set as in SNMPv1, but SNMPv2 adds GetBulk and Inform. GetBulk is used to get a bulk of information by filling as much data as the packet can carry. The agent will not be able to respond to GetBulk in one packet; the agent responds to each request separately.
Issues with SNMP:
SNMP does not include any authentication, this leads to many of the following security issues:
There is no ability to authenticate the source of the management information that is being transferred.
The data can be altered during transmission process.

An attacker can retrieve past information, like traps that were sent, or any past management information, by hacking into this data
6. SNMPv3
SNMPv1, SNMPv2c and SNMPv3 are all built from the same architecture. They all share the same basic structure, components and functions. However, SNMPv1 and SNMPv2 have multiple issues as mentioned on the previous paragraph. Therefore SNMPv3 is introduced. The SNMPv3 Management Framework, as described in RFCs 3410, 3411, 3412, 

 HYPERLINK "http://www.ietf.org/rfc/rfc3413.txt?number=3413" 3413, 3414, and 3415, addresses the deficiencies in SNMPv2 relating to security and administration. 

The new features of SNMPv3 include:

Security 

· Authentication and privacy 

· Authorization and access control 

Administrative Framework 

· Users base management 

· Notification destinations 

· Proxy configuration 

· Remotely configurable via SNMP operations 
The SNMPv3 contains a small MIB module which is implemented by all authoritative engines. An authoritative engine could be a receiver of a message when the message requires a response (such as a get or set), or a sender when the message does not require a response. 

The most important part of SNMPv3 is to define the User-based Security Model (USM, RFC 3414). USM defines the procedure for providing SNMP message-level of security, and defends against all the principal threads. These threats are modification of information, masquerade, message stream modification, and disclosure. The descriptions of those threads are stated in RFC 3414.

· Modification of Information: An entity could alter an in-transit message generated by an authorized entity in such a way as to effect unauthorized management operations, including the setting of object values. 
· Masquerade: Management operations that are not authorized for some entity may be attempted by that entity by assuming the identity of an authorized entity. 

· Message Stream Modification: SNMP is designed to operate over a connectionless transport protocol. There is a threat that SNMP messages could be reordered, delayed, or replayed (duplicated) to effect unauthorized management operations. For example, a message to reboot a device could be copied and replayed later. 

· Disclosure: An entity could observe exchanges between a manager and an agent and thereby learn the values of managed objects and learn of modifiable events. For example, the observation of a set command that changes passwords would enable an attacker to learn the new passwords. 

Based on the ongoing threats that discuss above, the USM authentication protocol utilizes HMAC-MD5 and HMAC-SHA as keyed hashing algorithms to protect against data modification attacks, provide data authentication, and defend against masquerade attacks. It uses synchronized increasing time indicators to defend against message stream modification attacks. The USM uses the Data Encryption Standard (DES) in the Cipher Block Chaining Mode (CBC) to protect against disclosure. The USM also includes a MIB for remotely monitoring and managing the configuration parameters, including key distribution and key management.

In addition of USM ‘s mechanism to support network management security,  the SNMPv3 message format with User Security Model (illustration below) will provide a closure look and understand the detail of the principal. The following is the User-based Security Model message format: The first five field of User-based Security Model message format are generated by the message processing model on outgoing messages and processed by the message processing model on incoming messages. The next six fields show security parameters used by USM. The last part of the message is the PDU together with the contextEngineID and contextName. 

[image: image6]
 Illustration VII
                          SNMPv3 message format with User Security Model
7. Strengths and Weaknesses of SNMP Protocol

Strengths:

One of SNMP biggest strengths is it popularity.  It can be used with TCP/IP based network devices ranging from computers, bridges, printers to modems. 
In addition, SNMP is flexible and extensible. SNMP agents can be extended to cover device specific data.  Through the use of ASN.1 files, SNMP can monitor and control different device classes.

Weaknesses:

Despite its name, SNMP implementation is quite complicated. Also, it is not very efficient: SNMP version, multiple length and data descriptors are transmitted in every message. 

Moreover, the way SNMP variables are identified creates large data handlers that are big parts of SNMP messages which wastes a lot of bandwidth.
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