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1.  Introduction
Many applications of the Internet require creation and management of a session; a session is considered an exchange of data between an association of participants. The implementation of these applications is complicated by the practices of participants: users may move between endpoints, they may be addressable by multiple names, and they may communicate in several different media - sometimes simultaneously.  Numerous protocols have been authored that carry various forms of real-time multimedia session data such as voice, video, or text messages.  
The Session Initiation Protocol (SIP) works in concert with these protocols by enabling Internet endpoints (called user agents) to discover one another and to agree on a characterization of a session they would like to share.  For locating prospective session participants, and for other functions, SIP enables the creation of an infrastructure of    network hosts (called proxy servers) to which user agents can send registrations, invitations to sessions, and other requests.  SIP is an agile, general-purpose tool for creating, modifying, and terminating sessions that works independently of underlying transport protocols and without dependency on the type of session that is being    established.

The Session Initiation Protocol (SIP) is a signaling, presence and instant messaging protocol developed to set up, modify, and tear down multimedia sessions, request and deliver presence and instant messages over the Internet. SIP was developed by the IETF as part of the Internet Multimedia Conferencing Architecture, and was designed to work with other Internet protocols such as Transmission Control Protocol (TCP), Transmission Layer Security (TLS), User Datagram Protocol (UDP), Internet Protocol (IP), Domain Name System (DNS), and others. 

2. Signaling Protocols
SIP allows two end points to establish media sessions with each other. The main signaling functions of the protocol are as follows:

• Location of an end point.

• Contacting an end point to determine willingness to establish a session.

• Exchange of media information to allow session to be established.

• Modification of existing media sessions.

• Tear-down of existing media sessions. 

SIP has also been extended to request and deliver presence information (on-line/off-line status and location information such as that contained in a “buddy” list) as well as instant message sessions. These functions include:

• Publishing and uploading of presence information.

• Requesting delivery of presence information.

• Presence and other event notification.

• Transporting of instant messages.
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Figure 1: Multimedia protocol stack
3. Overview of Operation
This section introduces the basic operations of SIP using simple examples. The first example shows the basic functions of SIP: location of an end point, signal of a desire to communicate, negotiation of session parameters to establish the session, and teardown of the session once established.
Figure 2 shows a typical example of a SIP message exchange between two users, Alice and Bob.  (Each message is labeled with the letter "F" and a number for reference by the text.)  In this example, Alice uses a SIP application on her PC (referred to as a softphone) to call Bob on his SIP phone over the Internet.  Also shown are two SIP proxy servers that act on behalf of Alice and Bob to facilitate the session establishment.  This typical arrangement is often referred to as the "SIP trapezoid" as shown by the geometric shape of the dotted lines in Figure 2

Alice "calls" Bob using his SIP identity, a type of Uniform Resource Identifier (URI) called a SIP URI. It has a similar form to an email address, typically containing a username and a host name.  In this case, it is sip:bob@biloxi.com, where biloxi.com is the domain of Bob's SIP service provider.  Alice has a SIP URI of sip:alice@atlanta.com. Alice might have typed in Bob's URI or perhaps clicked on a hyperlink or an entry in an address book.  SIP also provides a secure URI, called a SIPS URI.  An example would be sips:bob@biloxi.com.  A call made to a SIPS URI guarantees that secure, encrypted transport (namely TLS) is used to carry all SIP messages from the caller to the domain of the callee.  From there, the request is sent securely tothe callee, but with security mechanisms that depend on the policy of the domain of the callee.

SIP is based on an HTTP-like request/response transaction model. Each transaction consists of a request that invokes a particular method, or function, on the server and at least one response.  In this example, the transaction begins with Alice's softphone sending an INVITE request addressed to Bob's SIP URI.  INVITE is an example of a SIP method that specifies the action that the requestor (Alice) wants the server (Bob) to take.  The INVITE request contains a number of header fields.  Header fields are named attributes that provide additional information about a message.  The ones present in an INVITE include a unique identifier for the call, the destination address, Alice's address, and information about the type of session that Alice wishes to establish with Bob.  The INVITE (message F1 in Figure 2) might look like this:

wonderland.com  . . . macrosoft.com

.      proxy              proxy     .

.                                       .

Alice's  . . . . . . . . . . . . . . . . . . . .  Bob's

softphone                                        SIP Phone

|                |                |                |

|    INVITE F1   |                |                |

|--------------->|    INVITE F2   |                |

|  100 Trying F3 |--------------->|    INVITE F4   |

|<---------------|  100 Trying F5 |--------------->|

|                |<-------------- | 180 Ringing F6 |

|                | 180 Ringing F7 |<---------------|

| 180 Ringing F8 |<---------------|     200 OK F9  |

|<---------------|    200 OK F10  |<---------------|

|    200 OK F11  |<---------------|                |

|<---------------|                |                |

|                       ACK F12                    |

|------------------------------------------------->|

|                   Media Session                  |

|<================================================>|

|                       BYE F13                    |

|<-------------------------------------------------|

|                     200 OK F14                   |

|------------------------------------------------->|

|                                                  |
Figure 2: SIP session setup example with SIP trapezoid
INVITE sip:bob@macrosoft.com SIP/2.0
Via: SIP/2.0/UDP pc33.wonderland.com; branch=z9hG4bK776asdhds
Max-Forwards: 70
To: Bob <sip:bob@macrosoft.com>
From: Alice <sip:alice@wonderland.com>;tag=192830177

Call-ID: a84b4c76e66710@pc33.wonderland.com
CSeq: 314159 INVITE
Contact: <sip:alice@pc33.wonderland.com>
Content-Type: application/sdp
Content-Length: 142
4. SIP Request Format
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INVITE sip:bob@macrosoft.comSIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com; branch=z9hG4bK776asdhds Max-Forwards: 70 
To: Bob <sip:bob@macrosoft.com> 

From: Alice<sip:alice@wonderland.com>;tag=1928301774 

Call-ID: a84b4c76e66710@pc33.wonderland.com

CSeq: 314159 INVITE 

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp, Content-Length: 142
5. SIP Response Format
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SIP/2.0 200 OK 
Via: SIP/2.0/UDP server10.macrosoft.com ;branch=z9hG4bKnashds8;received=192.0.2.3 
Via:SIP/2.0/UDP bigbox3.site3.wonderland.com;branch=z9hG4bK77ef4c2312983.1;received=192.0.2.2 
Via: SIP/2.0/UDP pc33.wonderland.com;branch=z9hG4bK776asdhds ;received=192.0.2.1 
To: Bob <sip:bob@macrosoft.com>;tag=a6c85cf 
From: Alice <sip:alice@wonderland.com>;tag=1928301774 
Call-ID: a84b4c76e66710@pc33.atlanta.com
CSeq: 314159 INVITE 
Contact: <sip:bob@192.0.2.4> 
Content-Type: application/sdpContent-Length: 131
6. SIP Response Codes
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7. SIP Protocol Elements
SIP has the following entities, each with different function.

7.1. SIP Terminal: SIP terminal supports the real time, two-way communication with other SIP entities.

7.2. SIP User Agent: The user agents are the endpoints of the call. There is the User Agent Client (UAC) initiating the call and sending SIP requests and then the User Agent Server (UAS) answering the call. It receives and responds to SIP requests and can accept, refuse or redirect the call. The User Agent software switches between the UAC and UAS modes on a message-by-message basis depending on what is going on. The User Agents can be handsets or desktop applications.
7.3. SIP Network Server: This network device handles the signaling associated with multiple calls and allows peer-to-peer calls to be made using client-server protocol. The main function is to provide name resolution and user location, and to pass on messages to other servers using next-hop routing protocols.

There is more than one type of server: Proxy Server, Redirect Server, and Registrar Server.
· Proxy Servers are network hosts acting as both clients and servers to other entities. The job is to ensure requests are routed to appropriate entity identified by a SIP Uniform Resource Identifier (URI). The Proxy servers can operate in two different modes: The SIP stateful Proxy server and the SIP stateless Proxy server.
· Redirect Servers receive SIP requests and send response to zero or more addresses. The first location to answer takes the call. Redirect servers do not initiate SIP requests or accept SIP calls.

· Registrar Servers accept registration requests. These servers maintain the databases that contain location information of all user agents registered with a particular SIP domain, thereby enabling the users to update their location and policy information.

8. SIP Transportation
SIP servers are applications that accept SIP requests and respond to them. A SIP server should not be confused with a user agent server or the client-server nature of the protocol, which describe operation in terms of clients (originators of requests) and servers (originators of responses to requests). A SIP server is a different type of entity. The types of SIP servers discussed in this section are logical entities. Actual SIP server implementations may contain a number of server types, or may operate as a different type of server under different conditions.

Because servers provide services and features to user agents, they must support TCP, TLS, and UDP for transport.

SIP operates over any packet network, reliable or unreliable choices:
UDP: most common
· Low state overhead
· Small max. Packet size
TCP: can combine multiple signaling flows over one link
· use with SSL
· Connection setup overhead
· HOL blocking for trunks
SCTP: new protocol
· No HOL blocking
· Fallback address (but SRV provides this already)
· Connection setup overhead

9. SIP –based services
1. Call forwarding: basic INVITE behavior (proxy/redirect)

2. Call transfer: REFER method (see later)

3. Call hold: set media address to 0.0.0.0 – can be done individually per media

4. Caller id: From, plus extensions

5. DTMF carriage: carry as RTP payload (RFC 2833)

6. Calling card: B2BUA + voice server

7. Voice mail: UA with special URL(s) + possibly RTSP
10. Security Issues
10.1 Threats:
1. Spoofing From in REGISTER: call redirection

2. Spoofing From in INVITE: bypass call filtering

3. Snooping media packets

4. Billing confusion (identifier mugging)

5. Denial-of-service attacks
10.2 Security Approaches:
	Layer/mechanism
	Approach
	Characteristics

	Network Layer
	IPSec
	Hard to configure.

	Transport Layer
	TLS

	SIP INVITE
	basic/digest
	Shared secrets with random parties.

	SIP REGISTER
	basic/digest
	Securing headers


Basic (plaintext password) and digest (challenge-response) are very similar to HTTP security mechanisms.
11. Applications
1. Setting up voice-over-IP calls

2. Setting up multimedia conferences

3. Event notification (subscribe/notify) a IM and presence

4. Text and general messaging
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