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1. Introduction

RIP is a interior gateway type protocol, which works for maintaining a routing information that is used to exchange routing information among different routers in an autonomous network. RIP is complication protocol because of various reasons like, some of which even share the same name! RIP and  many RIP-like protocols were based on the same set of algorithms that use distance vectors to mathematically compare routes to identify the best path to any given destination address.
2. RIP UPDATE
The RIP 2 is enhanced version of RIP 2 which can carry for more information with the simple verification for securing updates. More importantly, RIP 2 supported subnet masks, a critical feature that was not available in RIP. When there is a change in routing information or topology , RIP sends routing-updated messages .So it suppose to send a message at a regular interval of time. After getting the new routing information, routing table follow the updated or optimum route for transfer.  The metric value for the path is increased by 1, and the sender is indicated as the next hop. RIP routers maintain only the best route means it prefers to route with the lowest metric value to a destination. After updating its routing table, the router immediately begins transmitting routing updates to inform other network routers of the change. These updates are sent independently of the regularly scheduled updates that RIP routers send.
RIP Packet Format
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· Command—indicates whether the packet is a request or a response. 
· Version number—Specifies the RIP version used. This field can signal different potentially incompatible versions.

· Zero—This field is not actually used by RFC 1058 RIP; it was added solely to provide backward compatibility with prestandard varieties of RIP. Its name comes from its defaulted value: zero. 

· Address-family identifier (AFI)—Specifies the address family used. RIP is designed to carry routing information for several different protocols.. The AFI for IP is 2.

· Address—Specifies the IP address for the entry.

· Metric—Indicates how many internet work hops (routers) have been traversed in the trip to the destination. This value is between 1 and 15 for a valid route, or 16 for an unreachable route.
3. Count to Infinity 

The distance vector convergence problem is known as the count-to-infinity problem which indicates a direct result of the asynchronous announcement scheme. When RIP for IP routers add routes to their routing table, based on routes advertised by other routers, they keep only the best route in the routing table and they update a lower cost route with a higher cost route only if is being announced by the same source as the current lower cost route. 

· Router B sends complete (including information which it learned from router C) routing table to Router C

· In case of failure of link between C and D Router C will still think it can reach Router D via router B

· This will cause routing loop and traffic will be bouncing between Router B and C
4. Split Horizon
Split horizon is a technique for eliminating a routing loop. When a router in a network with only one data path receives a data packet, it does not send routing information back along the path on which the packet traveled (i.e., to an adjacent router); it only sends the information forward so that there is no possibility of the packet being routed back along the path it originally traveled.
5. RIPV2
· Support for variable length subnet masks (VLSM) (Because of this, RIP doesn't assume that all networks are classful.) 

· Multicast routing updates 

· Authentication with an encrypted password for routing updates 
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· Command—Indicates whether the packet is a request or a response. 

· Version—Specifies the RIP version used. In a RIP packet implementing any of the RIP 2 fields or using authentication, this value is set to 2.

· Unused—Has a value set to zero.

· Address-family identifier (AFI)—Specifies the address family used. RIPv2's AFI field functions identically to RFC 1058 RIP's AFI field, with one exception: 

· Route tag—Provides a method for distinguishing between internal routes (learned by RIP) and external routes (learned from other protocols).

· IP address—Specifies the IP address for the entry.

· Subnet mask—Contains the subnet mask for the entry. If this field is zero, no subnet mask has been specified for the entry.

· Next hop—Indicates the IP address of the next hop to which packets for the entry should be forwarded.

· Metric—Indicates how many internetwork hops (routers) have been traversed in the trip to the destination. This value is between 1 and 15 for a valid route, or 16 for an unreachable route.

6. Authentication in RIP v2
The authentication process for RIP v2 announcements uses the first route entry in the RIP message to store authentication information. The first route entry must be used, leaving a maximum of 24 routes in a RIP v2 authenticated announcement. For indicating authentication, the Family Identifier field is set to 0xFF-FF. The Authentication Type field, normally used as the Route Tag field for a route, indicates the type of authentication being used. Simple password authentication uses the Authentication Type value of 0x00-01.

The 16 bytes after the Authentication Type are used to store the authentication value. For simple password authentication, the 16-byte Authentication Value field stores the left-justified, null-padded, case-sensitive, clear-text password. Figure 3.10 illustrates the RIP v2 authentication message.
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7. Mixed RIP v1 and RIP v2 Environments
· Fully compatible

· Compatibility Switch required 

· To disable use of Multicasting on outgoing messages

· When using RIP1 and RIP2 in network, a single subnet mask should be used, to avoid routing black holes

When we are using RIP v2 routers and RIP v1 routers together we have to be careful . Because RIP v1 routers do not interpret the Subnet Mask field in the route, RIP v2 routers must not announce routes which can be misinterpreted by a RIP v1 router. 

For an interface, First RIP v2 to make announcements such that RIP v1 routers can process the announced routes, the RIP v2 routers must summarize subnet routes when announcing outside a subnetted environment. A specific subnet route announced to a RIP v1 router can be misinterpreted as a host route. Also, the RIP v2 routers cannot announce supernet routes. A RIP v1 router would misinterpret the route as a single network, rather than as a range of networks.

If RIP v2 routers are on the same network as RIP v1 routers, the RIP v2 router interface must be configured to broadcast its announcements. Multicasted RIP v2 announcements are not processed by the RIP v1 routers.
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