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1.0 Tunneling Technology

Tunneling is the most significant component of VPN technology. It allows organizations to create virtual networks across the Internet and other public networks. This virtual network cannot be accessed by "outsiders"—users or computers that are not a part of the organization's intranet.

The most commonly used intermediate internetwork is the Internet. However, any other public or private network can serve as the intermediate internetwork during a long-distance data transmission.

Tunneling is the technique of encapsulating an entire data packet in the packet of another protocol format. The resultant packet is then transferred to the destination node or network across the intermediate infrastructure.

The most important aspect of tunneling is that the original data packet (payload), can belong to an unsupported protocol. Instead of transferring the original packet, which might not be routable across the intermediate infrastructure, the underlying tunneling protocol appends its header to the tunneled packet. This header provides the requisite routing information so that the packet can be successfully delivered across the internetwork.

When a tunneled packet is routed to the destination node, it travels across the internetwork through a tunnel. Upon receiving a tunneled packet, the recipient returns the packet to its original format. 
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The tunneling process
Tunneling technology offers a number of advantages that have played a major role in its wide usage. Tunneling protocols function at Layer 2 as well as Layer 3 of the OSI model. The three most common tunneling protocols are PPTP, L2F, and L2TP, that function at Layer 2. 

These tunneling protocols are fundamental for building VPNs and securing transmissions across VPNs. Some of the most commonly implemented VPN tunneling protocols function at the second layer (Data Link layer) of the OSI model. 
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                   Layer 2 tunneling protocols in the OSI model
2.0 Point-to-Point Tunneling Protocol (PPTP)
PPTP is a proprietary solution that enables secure data transfers between a remote client and an enterprise server by creating a VPN across an IP-based internetwork. Developed by the PPTP Consortium (Microsoft Corporation, Ascend Communications and 3COM), PPTP offers on-demand VPNs across unsecured internetworks. PPTP not only facilitates secure transmissions across public TCP/IP-based internetworks, but also across private intranets.

As Microsoft Corporation played a key role in the development of PPTP, all Microsoft networking products, such as Windows NT 4.0 (server and workstation editions) and Windows 2000, support PPTP natively.

The two major reasons that played a major role in the success of PPTP in secure long-distance connections are:

· The use of PSTNs (Public Switched Telephone Networks). PPTP allows the use of PSTNs for the implementation of VPNs. As a result, the process of VPN deployment is remarkably simple and the total cost of implementation is significantly small. The reason for this is the need for enterprise-wide connectivity solutions based on leased lines and dedicated communication servers is totally eliminated.

· Support to Non-IP protocols. Although meant for IP-based networks, PPTP also supports other common network protocols, such as TCP/IP, IPX and NetBIOS. Therefore, PPTP has proven to be as successful in the deployment of VPNs across a private LANs as in the deployment of VPNs across public networks.
3.0 Components of PPTP Transactions
Any PPTP-based transaction implements at least three components. These PPTP components are
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       A PPTP tunnel and the three components of PPTP-based transactions
· A PPTP client

· A Network Access Server (NAS)

· A PPTP server
PPTP Clients
A PPTP client is a network node that supports PPTP and can request another node for a VPN session. If the connection is requested from a remote server, the PPTP client must use the services of an ISP's NAS. For this to happen, the client must be connected to a modem, which is used to establish a dial-up PPP connection to the ISP. The PPTP client must also be connected to a VPN device so that it can tunnel the request to the VPN device on the remote network. The link to the remote VPN device uses the first dial-up connection to the ISP's NAS in order to establish a tunnel between the VPN devices across the Internet. 

However remote requests for VPN sessions, the requests for a VPN session to a local server do not require a connection to the ISP's NAS. Both the client and the server are physically connected to the same network (LAN), making a connection to the ISP's NAS unnecessary. The client only requires a dial-up networking session with the VPN device on the server. 

As the routing requirements of PPTP packets for a remote request and a local request are different, the packets associated with the two requests are processed differently. The PPTP packets to a local server are placed on the physical medium attached to the network adapter of the PPTP client. The PPTP packet to a remote server is routed through the physical media attached to a telecommunication device. 
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Transmitting the PPTP packet to the destination node
PPTP Servers
PPTP Servers are network nodes that support PPTP and are capable of servicing requests for VPN sessions from other node. In order to respond to remote requests, these servers must also support routing capabilities. A Remote Access Server (RAS) and any other Network Operating System (NOS) that supports PPTP, such as Windows NT Server 4.0, can act as a PPTP server.

PPTP Network Access Servers (NAS)
NAS are located at the ISP site and provide Internet connectivity to clients that dial-in using PPP. As the probability of many clients requesting a VPN session simultaneously is high, these servers must be capable of supporting multiple clients concurrently. Also, PPTP clients are not restricted to Microsoft NOSs only. Therefore, PPTP NASs must be capable of handling a wide range of clients including Microsoft's Windows-based clients, Unix machines, and Apple's clients. However, it is important that these clients support PPTP connectivity to NAS. 

4.0 PPTP Processes
PPTP employs three processes to secure PPTP-based communication over unsecured media. These processes are

· PPP-based connection establishment

· Connection control

· PPTP tunneling and data transfer

PPTP Connection Control
After a PPP-based physical connection is established between the PPTP client and the server, PPTP connection control commences. PPTP connection control is established based on the IP addresses of the PPTP client and server, which use a dynamically allocated TCP port and the reserved TCP port number 1723, respectively. After the connection control is established, control and management messages are exchanged between the communicating parties. These messages are responsible for maintenance, management, and termination of the PPTP tunnel. These messages include periodic transmission of "PPTP-Echo-Request, PPTP-Echo-Reply" messages that help detect a connectivity failure between the PPTP server and the client.
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     Exchanging PPTP control messages over a PPP connection
	 Common PPTP Control Messages



	Name 
	Description

	Start-Control-Connection-Request 
	Request from the PPTP client to establish control connection.

	Start-Control-Connection-Reply 
	Response from the PPTP server to the client's Start-Control-Connection-Request message.

	Outgoing-Call-Request 
	Request from the PPTP client to the server to establish a PPTP tunnel.

	Outgoing-Call-Reply 
	Response from the PPTP server to the client's Outgoing-Call-Request message.

	Echo-Request 
	Keep-alive mechanism from either server or client. If the Opposite party does not answer this message, the tunnel is terminated

	Echo-Reply 
	Response to the Echo-Request message from the opposite end.

	Set-Link-Info 
	Message from either side to set PPP-related options.

	Call-Clear-Request 
	Message from the PPTP client initiating the termination of the tunnel.

	Call-Disconnect-Notify 
	Response from the PPTP server to the client's Call-Clear-Request. It also serves as a message from the server initiating tunnel termination.

	WAN-Error-Notify 
	Message from the PPTP server to all connected PPTP clients to notify of errors in server's PPP interface.

	Stop-Control-Connection-Request 
	Message from the PPTP client or server notifying the other end of the termination of control connection.

	Stop-Control-Connection-Reply 
	Response from the opposite end to the Stop-Control-Connection–Request message.




 PPTP control messages are encapsulated in TCP datagrams. Therefore, after the establishment of a PPP connection with the remote node, a TCP connection is established. This connection is subsequently used to exchange PPTP control messages. 
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PPTP control in the TCP datagram.
PPTP Data Tunneling and Processing
A PPTP data packet undergoes multiple encapsulation stages, which include the following:

1. Encapsulation of data. The original information is encrypted and then encapsulated within a PPP frame. A PPP header is added to the frame.

2. Encapsulation of PPP frames. The resultant PPP frame is then encapsulated within a modified Generic Routing Encapsulation (GRE). The modified GRE header contains a 4-byte Acknowledgement field and a corresponding Acknowledgement bit that notifies the presence of the Acknowledgement field. In addition, the Key field in the GRE frame is replaced with a 2-byte long field called Payload length and a 2-byte long field called Call ID. The PPTP client sets this field when it creates the PPTP tunnel.

3. Encapsulation of GRE packets. An IP header is added to the PPP frame, which is encapsulated within the GRE packet. This IP header contains the IP addresses of the source PPTP client and the destination server.

4. Data Link layer encapsulation. The Data Link layer header and trailer play important roles in tunneling the data. Before being placed on the transmission medium, the Data Link layer adds its own header and trailer to the datagram. If the datagram has to travel through a local PPTP tunnel, the datagram is encapsulated with a LAN-technology header and trailer. On the contrary, if the tunnel is rendered across a WAN link, the header and trailer that are added to the datagram is once again PPP.
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The process of PPTP data tunneling.

GRE is a simple, lightweight, general-purpose encapsulation mechanism for IP-based data. GRE is generally used by ISPs to forward routing information within their intranets. But the Internet backbone routers of the ISP intranet filter this GRE-based traffic. Therefore, the established PPTP tunnels can securely and privately carry data to the recipient.

When the PPTP data is transferred successfully to the intended recipient, the recipient must process the tunneled packet to extract the original data. The processing of PPTP-tunneled data extraction is exactly the reverse of PPTP data tunneling. 
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Processing PPTP-tunneled data at the recipient end.

The following steps are implemented at the recipients end to extract the original data: 

1. The recipient end processes and removes the Data Link header and trailer that were added by the sender.

2. Next, the GRE header is removed.

3. The IP header is processed and removed.

4. The PPP header is processed and removed.

5. Finally, the original information is decrypted.

5.0 

Point to Point Protocol (PPP)

Since all layer 2 tunneling protocols use PPP inherently, an understanding of Point to Point Protocol is essential.PPP is a layer 2 of OSI layer protocol which is used to encapsulate layer 3 data. It facilitates the transportation of layer 3 traffics across serial point to point links.

Among other advantages PPP can operate any Data Terminal Equipment (DTE) or Data Connection Equipment (DCE) that is why PPP is the protocol of choice when configuring serial links in a multi-vendor environment such as EIA/TIA-232-C (RS-232C) and ITU-T V.35. Another advantage of PPP is that it does not restrict transmission rates. During transmission, the only transmission-based restrictions are imposed by the DCE/DTE interface in use. Finally, the only requirement of PPP is the availability of a duplex (two-way) connection, which can be either synchronous or asynchronous and can operate either in a switched or dedicated mode.

PPP Responsibilities

PPP is responsible for the following functions:

· Assignment and management of IP addresses to non-IP datagrams.

· Configuration and testing of the established link.

· Asynchronous and synchronous encapsulation of datagrams.

· Error detection during a transmission.

· Multiplexing of multiple Layer 2 network protocols.

· Negotiation of optional configuration parameters, such as data compression and addressing.

· Encapsulation of IP and non-IP data and its transportation across serial links.

In order to accomplish the above responsibilities, PPP uses three standards of HDLC, LCP, and NCP.

· HDLC: A standard for encapsulating data packets over point-to-point links.This standard for encapsulating data packets over point-to-point connections is loosely modeled on the High-Level Data Link Control (HDLC) protocol. However, there are differences between the two standards. For example,

· HDLC divides data packets into frames; PPP does not.

· PPP is more expansible than HDLC because it adds extensions, or features, to the data-link layer.
· PPP is the protocol of choice when configuring serial links in a multi-vendor environment.

· PPP can negotiate link options dynamically and can support multiple Layer 3 protocols, The protocol field is used to identify various Layer 3 protocols, such as IP, IPX, and AppleTalk. 

· LCP: A standard for establishing, configuring, and testing the point-to-point connection with the help of the Link Control Protocol (LCP)
· PPP defines the Link Control Protocol (LCP). 

· The job of the LCP is to establish, configure, and test the data-link connection. 

· When hosts negotiate a PPP connection, they exchange LCP packets. 

· These packets allow link partners to dynamically negotiate link options: 

· Authentication 

· Callback 

· Compression 

· Multilink PPP 

· NCP: A standard for establishing and configuring various Network-layer protocols and detecting errors during transmission in the form of the Network Control Protocol (NCP) suite.
· Once the LCP establishes the Layer 2 connection, the Network Control Protocol (NCP) takes over. 

· Link partners exchange NCP packets to establish and configure different network-layer protocols including IP, IPX, and AppleTalk. 

· Each Layer 3 protocol has its own NCP.

· The NCP can build up and tear down multiple Layer 3 protocol sessions over a single data link. 

· This capability is called protocol multiplexing. 

· When a host requests that the connection be terminated, the NCP tears down the Layer 3 sessions and then the LCP tears down the data link.   
6.0 PPP Operation
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Establishing a PPP link and exchanging data.
1. After the data packets are encapsulated, the source (or initiator) node sends LCP frames over the point-to-point link to the destination node.

2. These frames are used to configure the link per the parameters specified and test the established link, if required.

3. After the destination node accepts the connection request and a link is successfully established, optional facilities are negotiated, if specified by the LCPs.

4. The source node then sends NCP frames to choose and configure Network-layer protocols.

5. After the required Network-layer protocols have been configured, the two ends start exchanging data.

When a PPP link is established, it exists until LCP or NCP frames signal the link termination. The link may also be terminated in the case of link failure or user intervention.

7.0 PPP Packet Format
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· Flag: Indicates the start of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).

· Address: In HDLC this is the address of the destination of the frame. But in PPP we are dealing with a direct link between two devices, so this field has no real meaning. It is thus always set to “11111111” (0xFF or 255 decimal), which is equivalent to a broadcast (it means “all stations”).

· Control: This field is used in HDLC for various control purposes, but in PPP it is set to “00000011” (3 decimal)
· Protocol: Identifies the protocol of the datagram encapsulated in the Information field of the frame. See below for more information on the Protocol field.
· Information: Zero or more bytes of payload that contains either data or control information, depending on the frame type. For regular PPP data frames the network-layer datagram is encapsulated here. For control frames, the control information fields are placed here instead.
· Padding: In some cases, additional dummy bytes may be added to pad out the size of the PPP frame.
· Frame Check Sequence (FCS): A checksum computed over the frame to provide basic protection against errors in transmission. This is a CRC code similar to the one used for other layer two protocol error protection schemes such as the one used in Ethernet. It can be either 16 bits or 32 bits in size (default is 16 bits).The FCS is calculated over the Address, Control, Protocol, Information and Padding fields.
· Flag: Indicates the end of a PPP frame. Always has the value “01111110” binary (0x7E hexadecimal, or 126 decimal).

LCP Packet Format
In order to establish communications over a point-to-point link, each end of the PPP link MUST first send LCP packets to configure and test the data link. After the link has been established, the peer MAY be authenticated.

	00
	01
	02
	03
	04
	05
	06
	07
	08
	09
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25
	26
	27
	28
	29
	30
	31

	Code
	Identifier
	Length

	Data :::


Code: (8 bits) Specifies the function to be performed

Identifier: (8 bits) Used to match requests and replies

Length: (16 bits) Size of the packet including the header

Data: (Variable length) Zero or more bytes of data as indicated by the Length. This field may contain one or more LCP options.

PPP Link Control

PPP is responsible for controlling the link that is established between the two communicating ends. PPP uses LCP for this purpose, where LCP is responsible for the following functions:

· Establishing the PPP link.

· Configuring the established link to satisfy the requirements of the communicating parties.

· Performing regular maintenance of an established PPP link.

· Terminating the link if the data exchange between the two ends is complete.

LCP-based link control occurs in four phases:

· Link establishment and negotiation phase:Before any PPP-based exchange is possible between the source and the destination nodes, LCP must establish a connection between the two ends and negotiate configuration parameters. LCP uses Link-establishment frames for this purpose. When each end responds back with its own Configuration-Ack frame, this phase is completed.

· Link quality determination phase:This is an optional phase in which the quality of the established link is determined to verify that the link is ready for the negotiation of Network-layer protocols.

· Network-layer protocol negotiation phase and Link quality determination:In this phase, the underlying Network-layer protocol of the data that is encapsulated in the Protocol field of the PPP frame is negotiated.

· Link termination phase: This is the final phase of LCP and serves to terminate the established PPP link between the two ends. The termination of the link can be graceful or abrupt. Graceful link termination occurs after data exchange between the two ends is complete, or at the request of either end. A physical event, such as the loss of carrier or the expiration of an idle-period timer, results in abrupt link termination. Link-termination frames are exchanged between the involved parties before the link is disconnected.

In addition to Link-establishment and Link-termination frames, PPP uses a third category of frames called Link-maintenance frames. These frames, as the name suggests, are exchanged in case of link-related problems and are used to manage and debug PPP-based links.

 The LCP is used to automatically agree upon the encapsulation format options, handle varying limits on sizes of packets, detect a looped-back link and other common misconfiguration errors, and terminate the link. Other optional facilities provided are authentication of the identity of its peer on the link, and determination when a link is functioning properly and when it is failing.

This protocol is used to establish, configure and test the data-link connection for a PPP link.

8.0 PPTP Security
PPTP is vastly popular with companies, however companies using Microsoft’s PPTP to implement their virtual private networks are not safe.

PPTP’s implementation uses various authentication methods like clear text password, Password hashing techniques like LANMAN, NT hash and Challenge response (MSCHAP).

PPTP Data Encryption and Compression
PPTP uses encryption services offered by PPP, it does not have a built in mechanism to secure the data, and PPP uses Microsoft’s point to point encryption also known as MPPE, it is based on shared secret encryption technique.

The shared secret used for encryption purposes in the case of PPP is the user ID and its corresponding password. The 40-bit session key used to encrypt the user ID and password is derived from the hashed algorithm that is stored on both client and the server. The hashed algorithm that is used to generate the key is RSA RC4. This key is used to encrypt all the data that is transferred through the tunnel. However, a 40-bit key is too short and hence too weak for today's advanced hacking techniques. Therefore, a 128-bit key version is also available. In addition to decreasing the security risk, Microsoft recommends that the key be refreshed after every 256th packet.

PPTP Data Authentication
PPTP supports the following Microsoft authentication mechanisms natively:

· MS-CHAP (Microsoft Challenge Handshake Authentication Protocol). MS-CHAP is Microsoft's customized version of CHAP, and is used for PPP-based authentications. Because of its strong resemblance to CHAP, the functionality of MS-CHAP is quite similar to that of CHAP. The main difference between the two is that while CHAP is based on the RSA MD5 hash algorithm, MS-CHAP is based on RSA RC4 and DES. Due to the fact that MS-CHAP was solely developed for Microsoft products (Windows 9x and various versions of Windows NT), it is not supported by other platforms.

PAP (Password Authentication Protocol). PAP is the simplest and the most commonly implemented dial-in authentication protocol. It is also used to authenticate PPP-based connections. However, it sends the user ID and password in an unencrypted format across the link. Therefore, it offers no protection from playback or repeated trial and error attacks. Another PAP loophole is that the communicating ends are authenticated only once—at the establishment of the connection. Hence, if a hacker successfully takes over the connection once, he or she would not have to worry about further authentication. Because of these reasons, PAP is considered the least sophisticated authentication protocol and is not the preferred authentication mechanism for VPNs.

PPTP Access Control
After a remote PPTP client is authenticated successfully, its access to the resources within the network might be restricted for the purpose of enhanced security. This objective is achieved by the implementation of access control mechanisms, such as:

· Access rights

· Permissions

· Workgroups

PPTP Packet Filtering
PPTP packet filtering allows a PPTP server on a private network to accept and route packets from only those PPTP clients that have been successfully authenticated. As a result, only authorized PPTP clients can gain access to the specified remote network. In this manner, PPTP not only provides authentication, access control, and encryption mechanisms, but it also increases the network security.

PPTP with Firewalls and Routers
PPTP devices (clients and servers) accept TCP and IP (GRE) traffic at ports 1723 and 47, respectively. However, when PPTP is used in conjunction with routers and firewalls, the traffic destined for these ports is routed through the firewall or router, which filters the traffic on the basis of Access Control Lists (ACLs) and other native security strategies. In this manner, PPTP further enhances the security services it offers.

9.0 Attacks Against PPTP
The main VPN protocols, PPTP, L2TP, and IPSec, are also vulnerable to security threats. The following sections discuss the attack on PPTP.

PPTP is vulnerable on two fronts. These include:

· Generic Routing Encapsulation (GRE)

· Passwords exchanged during the authentication process

As you already know, the security of the data passed across the tunnel is the responsibility of the underlying encapsulated data. GRE is a tunneling protocol that simply encapsulates the clear text data. It is not responsible for providing a secure method of transporting that data. As a result, any attacker or hacker can easily capture GRE-encapsulated packets. Unless the payload encapsulated by the GRE packet has also been encrypted, the attacker can also read the data being transported. This allows the attacker to retrieve information (such as the valid internal IP addresses used within the intranet) that helps him or her attack the data originator and the resources located inside the private networks. In addition, intruders might introduce rogue routes and disrupt traffic. For example, an intruder could actually behave as a GRE endpoint and have full access to not just the data being transmitted, but also the network systems themselves.

GRE tunnels are set up in such a way that the routing is done dynamically, which might defeat the entire purpose of a VPN. To prevent packets from being routed dynamically, it is recommended that you only use static routing across the tunnels and leave the setup and configuration a manual process. Another suggestion to defeat this type of attack is to have the data pass through a firewall after the GRE header is removed. Private network numbers for the tunnel interfaces that are not routed on either side of the network can also help.

Another weak point of GRE is that GRE packets use a sequence # number for the synchronization of the tunnel. However, the GRE specifications do not implement a match for the destination node to respond to duplicate or invalid (or rogue) sequence numbers. As a result, the destination node might ignore the sequence number of the packet and process the rest of the packet. Using this strategy, an intruder can easily introduce invalid packets containing malicious data into the organization's intranet.

In addition to the aforementioned vulnerabilities, PPTP is also open to Dictionary attacks. A Dictionary attack refers to an attack that finds passwords in a specific list, such as an English dictionary. PPTP is vulnerable to Dictionary attacks because PPTP uses Microsoft Point-to-Point Encryption (MPPE), which tends to send passwords in the clear. If the intruder obtains a part of sensitive password-related information, such as a hashed-password and/or hashing algorithm and performs a series of computations employing every possible permutation, the correct password can be determined.

Now, passwords are typically small by cryptographic standards. Therefore, the passwords can often be determined by brute-force. Depending on the system, the password, and the skills of the attacker, such an attack can be completed in days, hours, or only a few seconds.

10.0 PPTP Pros and Cons
The main advantages offered by PPTP are as follows:

· PPTP is shipped as a built-in solution with Microsoft products, which are widely used.

· PPTP can support non-IP protocols.

· PPTP is supported by various platforms, such as Unix, Linux, and Apple's Macintosh. Other platforms that do not support PPTP can also avail the services of PPTP by using the built-in router PPTP client capability.

PPTP implementation also has a flipside. Major disadvantages of PPTP include the following:

· PPTP is a weaker option security-wise. L2TP and IPSec are far more secure technologies.

· PPTP is platform-dependent.

· PPTP requires extensive configuration on the PPTP server as well as the client.

· Although PPTP is shipped as a built-in VPN solution, a Routing and Remote Access Server (RRAS) may also need to be configured, in case of Dial-on-Demand routing solutions.

The biggest disadvantage associated with PPTP is its weaker security mechanism due to its use of symmetric encryption in which the key is derived from the user's password. This is far more risky because passwords are sent in the clear for authentication. The next tunneling protocol—Layer 2 Forwarding (L2F)—was developed while keeping enhanced security in mind.
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