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Abstract

                 This document specifies protocol enhancements that allow transparent routing of the IP datagrams to mobile nodes in the Internet. Each mobile node is always identified by its home address, regardless of current point of attachment to the Internet. While situated away from its home, mobile node is also associated with care-of address that provides information about the current point of attachment to the Internet. The home agent sends datagram destined for the mobile node through the tunnel to the care-of address. After arriving at the end of the tunnel, each datagram is sent to the mobile node by the foreign agent, which is a router that may function as a point of attachment for the mobile node.

Mobile IP is the key protocol to enable mobile computing and networking, which brings together two of the world's most powerful technologies, the Internet and mobile communication. The driving forces for Mobile IP include progress in wireless communications, the startling growth of the Internet, and the equally compelling growth of processing capabilities of laptops, PDA’s, and other mobile computing devices like smart phones.

1. Mobile IP Introduction:

An increasing amount of Internet users take advantage of wireless technology when accessing the Internet. This gives great benefits. It also has the drawback that connections are lost whenever a user moves to a new network.

Mobile IP is an open standard, defined by the Internet Engineering Task Force (IETF) RFC 2002, for allowing users to seamlessly roam among wireless networks. It is a new, scalable mechanism required for accommodating node mobility within the Internet. It is scalable because it is based on IP and any media that can support IP can support Mobile IP.

In this report, we define such a mechanism that enables nodes to change their point of attachment to the Internet without changing their IP address.

1.1 Mobile IP Requirements

Mobile IP, in order to be efficient, has to have the following requirements:


· A mobile node must be able to communicate with other nodes after changing its point of attachment to the Internet.

· A mobile node must be able to communicate with other nodes that do not implement these mobility functions.

Messages used to update other node about the location of the mobile node must be authenticated in order to protect against remote redirection attacks.

1.2 Why do we need Mobile IP?

Mobile IP is most useful in environments where mobility is desired and the traditional landline dial-in model or DHCP do not provide adequate solutions for the needs of the users. If it is necessary or desirable for a user to maintain a single address while they transition between networks and network media, Mobile IP can provide them with this ability. Generally, Mobile IP is most useful in environments where a wireless technology is being utilized. This includes cellular environments as well as wireless LAN situations that may require roaming. Mobile IP can go hand in hand with many different cellular technologies like CDMA, TDMA, GSM, AMPS, NAMPS, as well as other proprietary solutions, to provide a mobile system, which will scale for many users.[13]

Mobility is changing people’s perspective on the Internet. With the increasing number and variety of mobile devices, such as PDAs, laptops, and cellular phones, more and more Internet services will be accessible by moving users, through the widely deployed

wireless networks. Mobility management is the fundamental technology to automatically support the seamless access to mobile services. Future mobile communication systems are evolving with the trend of global connectivity through the internetworking and

interoperability of heterogeneous wireless networks. Roaming within such networks will be more complex. The requirement of smooth and adaptive delivery of real time and multimedia applications makes the design of a mobility management scheme more challenging.

IP plays a crucial role in the mobility management of various wireless access networks. Great efforts for protocol standardization have been made in IP-based mobile telecommunications networks. In the evolution toward wireless 3G, moving toward an all-IP mobile network architecture. The IP extensions for solving mobility issues are mainly carried out at the working group of mobile IP in the Internet 

Engineering Task Force (IETF). [9]
1.3 Mobile IP Functional Entities

Mobile Node (MN):
A host or router that changes its point of attachment from one network or sub network to another. A mobile node may change its location without changing its IP address; it may continue to communicate with other Internet nodes at any location using its (constant) IP address, assuming link-layer connectivity to a point of attachment is available.

Home Agent (HA): A router on a mobile node's home network which tunnels datagram’s for delivery to the mobile node when it is away from home, and maintains current location information for the mobile node.

 Home Address: An IP address that is assigned for an extended period of time to a mobile node.  It remains unchanged regardless of where the node is attached to the Internet.

Home Network (HN): A network, possibly virtual, having a network prefix matching                                       that of a mobile node's home address.  Note that standard IP   routing mechanisms will deliver datagrams destined to a mobile node’s, Home Address to the mobile node's Home Network.                    
Foreign Network:
Any network other than the Mobile node’s home network.

Foreign Agent (FA):
A router on a mobile node's visited network, which provides routing services to the mobile node while, registered.  The foreign agent detunnels and delivers datagrams to the mobile node that were tunneled by the mobile node's home agent.  For datagrams sent by a mobile node, the foreign agent may serve as a default router for registered mobile nodes.

Care-of Address (CoA): Termination point of a tunnel toward a Mobile node ,  

for datagram’s forwarded to the Mobile node while it is away from home. It can be of 

two types- A Foreign Agent Care-of Address and a Co-located Care-of Address.

Correspondent Node (CN):A peer node with which a Mobile node is communicating, 

correspondent node can be Mobile or Stationary.     

Mobility Binding:
The association of a home address with a care-of address, along 

with the remaining lifetime of that association.[2]

1.4 Mobile IP Definition:

· A standard at allows users with mobile devices whose IP addresses are associated with one network to stay connected when moving to a network with a different IP address.[1] 

· Mobile IP is a standard communication protocol, defined to allow mobile device users to move from one network to another while maintaining their permanent IP address.[3]

2. Mobile IP Architecture
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Mobile nodes in the mobile IP retain their IP address regardless of their point of attachment to the network. In order to achieve this a mobile node can have two IP addresses. First one is the permanent address which is called home address and the second is Care-of-address which is associated with the network the mobile node is visiting. The transport layer (TCP, UDP) uses the home address as a stationary identifier for the mobile node.

When the mobile node moves across different networks, its care-of-address changes to identify its point of attachment. In IPV4 care-of-address management is achieved by foreign agent. 

The home agent, a designated router in the home network of the mobile node, maintains the mobility binding in a mobility binding table where each entry is identified by the tuple <permanent home address, temporary care-of address, association lifetime>.
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Mobility binding table

Foreign agents are specialized routers on the foreign network where the mobile node is currently visiting. The foreign agent maintains a visitor list which contains information about the mobile nodes currently visiting that network. Each entry in the visitor list is identified by the tuple: < permanent home address, home agent address, media address of the mobile node, association lifetime>.
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Visitor list
When a mobile node enters a foreign network, it should obtain the care-of-address through foreign agent. A mobile node can also use Dynamic Host Configuration Protocol (DHCP) or Point-to-Point protocol (PPP) to obtain the care-of-address. Then the foreign network registers the new care-of-address with the home agent. If a home agent receives a packet that has to be sent to the mobile node then it delivers the packet from home network to mobile node’s care-of-address by redirecting or tunneling the packet such that the mobile node’s care-of-address will be in the destination IP address. After receiving the packet, foreign agent de-capsulate the packet to remove the added IP header such that mobile node’s home address will be in the destination IP address and forwards the packet to the mobile node. 
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Minimal Encapsulation

When acting as sender, mobile node simply sends packets directly to the other communicating node through the foreign agent. If needed, the foreign agent could employ reverse tunneling by tunneling mobile node's packets to the home agent, which in turn forwards them to the communicating node. If the foreign agent forwards the packets directly to the destination then that rounting is called triangle routing. 
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Triangle routing

3. Mobile IP operation

The steps involved in the operation are enumerated below. The details of these steps are discussed in the following sections.

1) Agent Advertisement

 Mobility agents ( i.e. foreign agents and home agents advertise their presence using Agent Advertisement messages . Optionally the mobile node may solicit an Agent Advertisement message from any locally attached mobility agent by using Agent Solicitation message.

     2) Determination of network 

The mobile node uses the Agent Advertisements it received in step 1 to determine whether it is on its home network or a foreign network.

3) Registration

  a)  If the mobile node detects that it is located on its home network, it operates without mobility services. If returning to its home address from being registered elsewhere, the mobile node deregisters with its home agent using Registration Request and Registration Reply messages.

 b)   If the mobile node detects that it has moved to a foreign network, it first  obtains a care-of address on the foreign network. The foreign agents   advertisements   or external assignment mechanisms such as DHCP help determine the care-of address. The care-of address obatained using the later method is called a co-located care-of address. The mobile node then registers its new care-of address with its home agent using the Registration Request and Registration Reply messages, possibly via a foreign agent.

4) Exchange of data 

a) The datagrams addressed to the mobile node's home address are intercepted by its home agent. The home agent then tunnels these to the mobile node's care-of address. The datagrams are received at the tunnel endpoint (either at a foreign agent or at the mobile node itself), and finally delivered to the mobile node.

b) In the reverse direction, datagrams sent by the mobile node are generally delivered to their destination using standard IP routing mechanisms, not necessarily passing through        the home agent.

3.1 Agent Discovery
       The agent discovery phase comprises of steps 1, 2 and 3b from the above operations.         

To advertise their services on the network, the Home Agent and Foreign Agent use the ICMP Router Discovery Protocol (IRDP). The Mobile Node listens to these advertisements to determine if it is connected to its home network or foreign network. The IRDP advertisements carry Mobile IP extensions that specify whether an agent is a Home Agent, Foreign Agent, or both; its care-of address; the types of services it will provide such as reverse tunneling and generic routing encapsulation (GRE); and the allowed registration lifetime or roaming period for visiting Mobile Nodes. Rather than waiting for agent advertisements, a Mobile Node can send out an agent solicitation. This solicitation forces any agents on the link to immediately send an agent advertisement.

In step 3a, when the mobile node discovers that it is on a foreign network it obtains a care-of address. A Foreign Agent care-of address is an IP address of a Foreign Agent that has an interface on the foreign network being visited by a Mobile Node. A Mobile Node that acquires this type of care-of address can share the address with other Mobile Nodes. A co-located care-of address is an IP address temporarily assigned to the interface of the Mobile Node itself. A co-located care-of address represents the current position of the Mobile Node on the foreign network and can be used by only one Mobile Node at a time.[2]

 The packet structure for the ICMP router Advertisement is as shown below:
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Mobile IP- Advertisement extension

Where,

Type:        16
Length:     (6+[4*N]), where N is the number of care-of addresses advertised.
Sequence number: The number of advertisements sent by this agent since it was initialized.
Registration lifetime: The longest lifetime, in seconds, that this agent will accept a Registration Request. A value of 0xffff indicates infinity. This field bears no relationship with the lifetime field in the router advertisement itself.
R:          Registration:  required; mobile node must register with this agent rather than use a co-located care-of address.
B:          Busy:  foreign agent cannot accept additional registrations.
H:          Home Agent this agent offers service as a home agent on this link.
F:           Foreign Agent; this agent offers service as a foreign agent on this link.
M:       Minimal encapsulation; this agent receives tunneled datagrams that use minimal encapsulation. 

G:          GRE encapsulation; this agent receives tunneled datagrams that use GRE encapsulation.
V:            Van Jacobson header compression; this agent supports use of Van Jacobson header compression over the link with any registered mobile node.
Reserved: This area is ignored.
Care-of Address(es) :    The care-of address(es) advertised by this agent. At least one must be included if the F bit is set.
3.2 Registration

    To form the Mobile IP registration request the mobile node uses the following:

a) The IP address and mobility security association (which includes the shared key) of its home agent. This information is configured in the mobile node.

b) Information that it learned from the foreign agent advertisement.

It then adds the registration request to its pending list and sends the registration request to its home agent either through the foreign agent or directly in case of a co-located care-of address.When sent through the Foreign Agent, the Foreign Agent checks the validity of the registration request, which includes checking that the requested lifetime does not exceed its limitations, the requested tunnel encapsulation is available, and that reverse tunnel is supported. If the registration request is valid, the Foreign Agent adds the visiting Mobile Node to its pending list before relaying the request to the Home Agent. If the registration request is not valid, the Foreign Agent sends a registration reply with appropriate error code to the Mobile Node.
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Mobile IP – Registration Request

Where:
Type :   1
S:         Simultaneous bindings; if this bit is set, the home agent should keep any previous bindings for this node as well as adding the new binding. The home agent will then forward any datagrams for the node to multiple care-of addresses. This capability is particularly intended for wireless mobile nodes.
B:        Broadcast datagrams; if this bit is set, the home agent should tunnel any broadcast datagrams on the home network to the mobile node.
D:     Decapsulation by mobile node; the mobile node is using a co-located care-of address and will, itself, decapsulate the datagrams sent to it.
M:        Minimal encapsulation should be used for datagrams tunneled to the mobile node.
G:         GRE encapsulation should be used for datagrams tunneled to the mobile node.
V:       Van Jacobson compression should be used over the link between agent and mobile node.

Rsv:   Reserved bits; sent as zero.
Lifetime:  The number of seconds remaining before the registration will be considered expired. A value of zero indicates a request for deregistration. 0xffff indicates infinity.
Home address:  The home IP address of the mobile node.
Home agent:  The IP address of the mobile node's home agent.
Care-of address:  The IP address for the end of the tunnel.
Identification:  A 64-bit identification number constructed by the mobile node and used for matching registration requests with replies.
Extensions:  A number of extensions are defined, all relating to authentication of the registration process. The RFC 2002 gives all the details for extensions.
The Home Agent checks the validity of the registration request, which includes authentication of the Mobile Node. If the registration request is valid, the Home Agent creates a mobility binding (an association of the Mobile Node with its care-of address), a tunnel to the care-of address, and a routing entry for forwarding packets to the home address through the tunnel. After which the Home Agent then sends a registration reply to the Mobile Node through the Foreign Agent (if the registration request was received via the Foreign Agent) or directly to the Mobile Node. If the registration request is not valid, the Home Agent rejects the request by sending a registration reply with an appropriate error code.

The Foreign Agent checks the validity of the registration reply, including ensuring that an associated registration request exists in its pending list. If the registration reply is valid, the Foreign Agent adds the Mobile Node to its visitor list, establishes a tunnel to the Home Agent, and creates a routing entry for forwarding packets to the home address. It then relays the registration reply to the Mobile Node.

Finally, the Mobile Node checks the validity of the registration reply, which includes ensuring an associated request is in its pending list as well as proper authentication of the Home Agent. If the registration reply is not valid, the Mobile Node discards the reply. If a valid registration reply specifies that the registration is accepted, the Mobile Node is confirmed that the mobility agents are aware of its roaming. In the co-located care-of address case, it adds a tunnel to the Home Agent. Subsequently, it sends all packets to the Foreign Agent.[11]

The Mobile Node reregisters before its registration lifetime expires. The Home Agent and Foreign Agent update their mobility binding and visitor entry, respectively, during reregistration. In the case where the registration is denied, the Mobile Node makes the necessary adjustments and attempts to register again. For example, if the registration is denied because of time mismatch and the Home Agent sends back its time stamp for synchronization, the Mobile Node adjusts the time stamp in future registration requests.

3.3 Tunneling

     The Mobile Node sends packets using its home IP address, effectively maintaining the appearance that it is always on its home network. Even while the Mobile Node is roaming on foreign networks, its movements are transparent to correspondent nodes.

Data packets addressed to the Mobile Node are routed to its home network, where the Home Agent now intercepts and tunnels them to the care-of address toward the Mobile Node. Tunneling has two primary functions: encapsulation of the data packet to reach the tunnel endpoint, and decapsulation when the packet is delivered at that endpoint. The default tunnel mode is IP Encapsulation within IP Encapsulation. Optionally, GRE and minimal encapsulation within IP may be used.

Typically, the Mobile Node sends packets to the Foreign Agent, which routes them to their final destination, the Correspondent Node, as shown in figure below.


[image: image8.png]Lomaspanaant
ode

) Forsn agos
Caroctasess





Packet forwarding 

However, this data path is topologically incorrect because it does not reflect the true IP network source for the data—rather, it reflects the home network of the Mobile Node. Because the packets show the home network as their source inside a foreign network, an access control list on routers in the network called ingress filtering drops the packets instead of forwarding them. A feature called reverse tunneling solves this problem by having the Foreign Agent tunnel packets back to the Home Agent when it receives them from the Mobile Node as seen in figure below
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Reverse Tunneling

Tunnel MTU discovery is a mechanism for a tunnel encapsulator such as the Home Agent to participate in path MTU discovery to avoid any packet fragmentation in the routing path between a Correspondent Node and Mobile Node. For packets destined to the Mobile Node, the Home Agent maintains the MTU of the tunnel to the care-of address and informs the Correspondent Node of the reduced packet size. This improves routing efficiency by avoiding fragmentation and reassembly at the tunnel endpoints to ensure that packets reach the Mobile Node.

4. Security Issues in Mobile IP

Security issues arise in Mobile IP for two reasons:

· Mobile devices often use wireless networking technologies. Wireless communication is inherently less secure than wired communication. It provides  easier means for the attacker to both intercept the communication as well as disrupt the operation of wireless devices.

· The registration system mechanism of Mobile IP can be used by the attacker to his advantage causing the datagrams intended for a mobile device to be diverted or  data forwarding mechanism can be used to trick a mobile node into thinking it was sent something that it never was.

 

 4.1 Types of attacks and solutions
4.1.1 Denial Of service attack

This kind of attack usually takes one of the following forms:

1) Resource exhaustion: Herein the attacker uses spoofed IP address to send many TCP connection setup requests to bombard target host. Ingress filtering is used to alleviate the danger introduced by this attack. However use of ingress filtering (where routers discard any packet whose source address does not accord with its network topology ) severely impacts Mobile IP for packets generated by mobile nodes on foreign links. 

2) Packet capture: The attacker generates a bogus Registration Request specifying his own IP address as the care-of adrress for a mobile node. All packets sent by the correspondent nodes would now be tunneled by the node’s home agent to the attacker.

To prevent this type of attack mobile IP by default supports MD5 message- digest algorithm (RFC 1321) that provides secret key authentication and integrity checking. A mobile node generates a Registration Request, consisting of the fixed length portion and the Mobile-Home Authentication Extension, it fills in all the fields of the request and extension except for the Authenticator field. Then it computes 16-byte MD5 message digest over: the shared secret key, the fixed length portion, all extensions without Authenticator field, and the shared secret key again. The Mobile IP authentication extensions provide both authentication and integrity checking.

4.1.2 Replay Attacks

 The attacker can launch a replay attack by first obtaining a copy of a valid Registration Request and storing it. He can later use this to “replay”, thereby obtaining a bogus care-of address for the mobile node. 

The Identification field used in Registration Request and Registration Reply messages is designed to prevent replay attacks. Since each request has a different Identification number, nodes and agents can match up requests with replies and reject any datagrams they receive that are repeats of ones they have seen already. The Mobile IP standard also specifies alternative methods for protecting against replays. These are the use of timestamps and noonces. The timestamps –based replay protection is mandatory whereas noonces are optional. The mobile node and its home agent decide on what replay protection mechanism is to be used.

4.1.3a] Theft of information: Passive eavesdropping

When the attacker has gained wired or wireless access to the network  infrastructure, he can eavesdrop on the conversation. To prevent passive eavesdropping, link layer encryption is used. Also the use of end-to-end encryption such as SSH or SSL can prevent this kind of attack.

4.1.3b] Theft of information: Session stealing
To perform this kind of attack, the attacker waits for a legitimate node to authenticate itself and start an application session. He then takes over the session by impersonating the identity of the legitimate node. He also launches a Denial of service attack , be sending a tremendous number of nuisance packets to the legitimate node in order to prevent it from realizing that its session was hijacked. The prevention methods are same as passive eavesdropping.[12]
5. Mobile IP support in IPV6

Mobile IPV6 protocol is suitable for homogeneous and heterogeneous media. It means mobile IPV6 supports movement of a mobile node from an Ethernet segment to another Ethernet segment and also from an Ethernet segment to a wireless LAN cell with the IP address of the mobile node remains unchanged. 

Major differences between Mobile IPV4 and mobile IPV6 are

· Mobile IPV6 doesn’t require special foreign agents as mobile IPV4 and operates in any location without any support required from local routers.

· Support for route optimization is a fundamental part of the protocol, rather than a nonstandard set of extensions. 

· Mobile IPv6 route optimization can operate securely even without pre-arranged security associations.  It is expected that route optimization can be deployed on a global scale between all mobile nodes and correspondent nodes.

· Support is also integrated into Mobile IPv6 for allowing route optimization to coexist efficiently with routers that perform "ingress filtering".

· The IPv6 Neighbor Unreachability Detection assures symmetric reachability between mobile node and its default router in the current location.

· Most packets sent to a mobile node while away from home in Mobile IPv6 are sent using an IPv6 routing header rather than IP encapsulation, reducing the amount of resulting overhead compared to Mobile IPv4.

· Mobile IPv6 is decoupled from any particular link layer, as it uses IPv6 Neighbor Discovery instead of ARP.  This also improves the robustness of the protocol.
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Mobility IPv6 Protocol header structure:

	8 
	16 
	24 
	32 bit

	Next Header
	Length
	Type
	reserved

	Checksum
	Data (variable) 


· Next Header - Identifies the protocol following this header. 
· Length - 8 bits unsigned. Size of the header in units of 8 bytes excluding the first 8 bytes. 

· Type - Mobility message types. 

	Type 
	Description 

	0 
	BRR, Binding Refresh Request. 

	1 
	HoTI, Home Test Init. 

	2 
	CoTI, Care-of Test Init. 

	3 
	HoT, Home Test. 

	4 
	CoT, Care-of Test. 

	5 
	BU, Binding Update. 

	6 
	Binding Acknowledgement. 

	7 
	BE, Binding Error. 


· reserved - MUST be cleared to zero by the sender and MUST be ignored by the receiver. 
· Checksum - The 16 bit one's complement checksum of the Mobility Header. 

· Data - Variable length. 
Mobile IPV6 supports route optimization by allowing the correspondent node to route the packets directly to the care-of-address of the mobile node. To accomplish this the correspondent node should check its cached bindings for an entry for the destination address.  If the matching entry is found in the cached bindings then the correspondent node uses IPV6 routing header to route the packets to the care-of-address of the mobile node after setting the destination address to the care-of-address of the mobile node. Route optimization provides shortest communication paths and also reduces congestion at mobile node’s home agent and home link. Route Optimization provides four main operations. These are: 

1. Updating binding caches, 

2. Managing smooth handoffs between foreign agents, 

3. Acquiring registration keys for smooth handoffs, 

4. Using special tunnels.
6. Conclusions

Network mobility is enabled by Mobile IP, which provides a scalable, transparent and secure solution. It is scalable because, only the participating components need to be Mobile IP aware -the Mobile node and the endpoints of the tunnel. No other routers in the network or any hosts with which the mobile node is communicating need to be changed or even aware of the movement of the mobile node. It is transparent to any applications while providing mobility. Also, the network layer provides link-layer independence, interlink layer roaming, and link-layer transparency. Finally, it is secure because the set up of packet redirection is authenticated.
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