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Background

ATM and Frame Relay, are connection oriented (CO) datalink platforms .One important feature of these CO datalinks is that they have datalink-level connection identifier. In the CO datalinks, it is possible to establish multiple virtual connections (VCs) with their virtual identifiers among the nodes. When packets have same IP address as their destination address, they can be aggregated into one VC and can be forwarded in the VC without IP processing. Based on the VC identifiers, routers can decide which node is the next –hop for the packets.CSRs can forward the incoming packets using an ATM switch engine avoiding the conventional IP processing.

To configure cut –through packet forwarding state, a pair of neighbor nodes need to share mapping information between packet flow and datalink VC.FANP is used to configure and manage cut –through packet forwarding state.

Introduction

Flow Attribute Notification Protocol (FANP) is a protocol between neighboring nodes for management of cut-through packet forwarding functionalities. In cut-through packet forwarding, the conventional IP packet processing is not required for the received packets.FANP shows mapping information between a datalink connection and a packet flow to the neighboring node. It helps a pair of nodes to manage the mapping information. Routers using FANP protocol can avoid IP packet processing and can directly forward incoming packets based on their datalink-level connection identifiers.FANP generally runs on ATM networks

The design policy of FANP is-

1) soft-state cut-through path (Dedicated-VC) management 

2) protocol between neighbor nodes instead of end-to-end 

3) applicable to any connection oriented datalink platform 

There are seven FANP control messages. They are all encapsulated into IP packets, except for PROPOSE message which uses an extended ATM ARP message format. The destination IP address in the IP packet header denotes the neighbor node’s IP address. The source IP address is actually the sender’s IP address.IP protocol ID is 110.The message format for OFFER,READY and ERROR messages is the same as discussed in Message format section below but for PROPOSE Ack,REMOVE Ack messages there is no flow id field.

Message Format

	8 
	16 
	24 
	32 bit 

	Version 
	OpCode 
	Checksum 

	VCID type 
	Flow ID type 
	Reserved/Refresh int./Error code 

	VCID 

	Flow ID 


                                                                         Fig. 1

The various fields in the message format and their significance are as under:

· Version - The Version number. This version is version 1.

· OpCode - Operation code, the following OpCode values exist: 1 Propose Ack; 2 Offer; 3 Ready; 4 Error; 5 Remove; 6 Remove ACK.

· Checksum - A 16 bit checksum for the whole message.

· VCID type - The type of VCID. The current value is 1. The VCID uniquely identifies the datalink connection between neighbor nodes.

· Flow ID type - If the Flow ID is 0, then the flow ID field is null. If the Flow ID is 1, then the Flow ID field described below is present.

· Reserved - In Offer messages the Refresh Timer field appears here. In error messages, the Error code field appears here.

· Refresh timer - The interval of the Refresh timer, in seconds. (Only appears in Offer messages.) The recommended value is 120.

· Error code - Only appears in Error Messages. 

· VCID - Virtual Connection Identification. 

· Flow ID - The Flow ID field does not appear in PROPSES Ack, REMOVE and REMOVE Ack messages. When there is a flow ID type value of 1, this field contains the source and destination IP addresses of the flow. 


Protocol requirements and Future enhancements
Following are the protocol requirements for FANP. 

(1) Applicable to various types of CO datalink platforms 

(2) Available with various connection types (i.e., SVC, PVC, VP) 

(3) Robust operation :The system should operate correctly even under the following conditions. 

(a) VC failure: Some systems can detect VC failure as the function of datalink (e.g., OAM function in the ATM). However, we can not assume all nodes in the system can detect VC failure. The system has to operate correctly, assuming that every node can not detect VC failure. 

(b) Message loss Control messages in the FANP may be lost. The system has to operate correctly, even when some control messages are lost. 

(c Node failure A node may be down without any explicit notification to its neighbors. The system has to operate correctly, even with node failure. 

Future Enhancement

The followings are the future enhancements to be done. 

(1) Aggregated flow 

 (2) Providing multicast service 

(3) Supporting IP level QOS signaling like RSVP 

(4) Supporting IPv6 

Operational overview

      A cut through forwarding path is established from host H1 to host H2 using two dedicated virtual circuits (VC). H1 and H2 are connected to Ethernets and R1, R2 and R3 are routers which can speak FANP. R1 and R3 have both an ATM interface and an Ethernet interface. R2 has two ATM interfaces. When R1 receives an IP packet from H1, R1 analyzes the payload of the received IP packet whether it is a trigger or not. When the received packet is a trigger packet, R1 fetches a dedicated Vc to its downstream neighbor (R2) and sends FANP messages. FANP is effective between its neighbor nodes. The same procedure is performed for R2 and R3 independently from the procedure between R1 and R2. The flow ID of the packet flow from H1 to H2 is represented as id(H1,H2). Where id(H1,H2) is the set of the IP address of H1 and that of H2. The dedicated VC is released when no packet is transferred on it for a given period.
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                                                   Fig.2 Trigger packet and FANP initiation
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                                           Fig 3 Operation of Flow Driven Packet Forwarding in CSR
Protocol Sequence
   FANP has the following five procedures

 (1) Dedicated-VC selection

 (2) VCID negotiation

 (3) flow-ID notification

 (4) Dedicated-VC refresh 

 (5) Dedicated-VC release
 Dedicated-VC Selection Procedure
   A VC is picked up in order to use as a Dedicated-VC.  The ways of

   picking up the Dedicated-VC is one of the followings.

   (1) A number of VCs are prepared in advance, and registered into an

      un-used VC list.  When a Dedicated-VC is needed, one of them is

      picked up from the un-used VC list.

   (2) A new VC is established through ATM signaling on demand.

   When the first procedure is chosen some number of the VC are prepared in advance through ATM signaling. These VC are registered into the unused VC list. When the dedicated VC is needed a Vc is Picked up from the unused VC list.

When the second procedure is used a dedicated VC is established through ATM signaling each time it is required.

VCID Negotiation Procedure
  In the VCID  negotiation procedure once the seltion of the dedicated VC is done the upstream node sends a propose message to the downstream node through the dedicated VC (virtual circuit). The propose message contains the VC id for the dedicated VC and the IP address of the downstream node. If the downstream node accepts the PROPOSE message then the downstream node transmits the PROPOSE ACK message to the upstream node through the default VC. With this procedure  the upstream node and the downstream node can share the same indicator VCId for the dedicated-VC. If the downstream node does not accept the PROPOSE message from the upstream node the downstream node sends an ERROR message to the upstream node throught the default VC.

   Flow-ID Notification Procedure


In the Flow ID notification procedure after the transmission of PROPOSE message the upstream node transmits an OFFER message to the downstream node through the default VC. The OFFER message contains the following: the  VCID of the dedicated VC , the flow- ID of the packet flow transferred through the dedicated- VC and the refresh interval of a READY message.


After receiving the OFFER message from the upstream node the downstream node transmits the READY message to the upstream node through the default-VC this indicates that the OFFER message issued by the upstream node is accepted . By the reception of the READY message the upstream node realizes that the downstream node can receive the IP packet transferred through the dedicated VC. When the READY message is not received from the downstream node the upstream node retransmits the OFFER message. If the upstream node does not receive the READY message upto five retransmissions the dedicated VC is released.

    Flow ID Refresh Procedure
When the IP packet is received by the downstream node, it should periodically send the READY message to the upstream node. When the downstream node does not receive any IP packet during the refresh interval it does not send the READY message to the UPSTREAM node. While the upstream node continues to receive the READY message, it realizes that it can transmit the IP packets through the dedicated VC. When the upstream node does not receive a READY message for a predetermined period (Dead Interval) of time then the downstream node removes the mapping between the Flow IP and VCID.  

The Predefined time (dead interval) is defined as 

When the upstream node falls into failure without the Flow Id removal procedure for the dedicated VC its maping is removed by the downstream node. Then the downstream node removes the mapping between Flow Id and the VCID for the dedicated VC when it does not receive IP packet for a removal time period.

The refresh interval, the dead interval and the removal period should

satisfy the following equation.

    refresh interval < dead interval < removal period (=refresh

    interval times m)
 Flow ID Removal Procedure
When the upstream node finds that the Dedicated VC is not used, the Flow ID removal procedure is used. The flow Id removal procedure is different for PVC/VP configuration and SVC configuration. In the PVC/VP configuration the upstream node issues a REMOVE message to the downstream node and the downstream node sends an REMOVE ACK message to the upstream node. The upstream node retransmits REMOVE message when the upstream node does not receives the REMOVE ACK message. When the upstream node does not  receive the REMOVE ACK message the upstream node assume that the downstream node is in failure state even with five REMOVE message retransmissions.

With SVC configuration two procedures are possible

· Mapping between the  Flow ID and the VCID is removed without the release of the ATM connection.

· Mapping between the Flow ID  and the VCID is removed by releasing the VC through ATM signaling .

The first procedure propmptly creates and deletes the mapping between Flow Id and VCID, since the ATM signaling does not have to performed each time.

             +--+                              +--+

             |R1|------------------------------|R2|

             +--+                              +--+

               |           PROPOSE              |

               |===============================>|

      VCID     |       [VCID, target IP]        |

  negotiation  |          PROPOSE ACK           |

               |<===============================|

               |            [VCID]              |

               |                                |

               |            OFFER               |

               |===============================>|

     Flow-ID   |       [VCID, flow-ID]          |

  notification |            READY               |

               |<===============================|

               |       [VCID, flow-ID]          |

               |                                |

                    :         :           :

                    :         :           :

               |           READY                |

               |<===============================|

  Dedicated-VC |       [VCID, flow-ID]          |

  refresh      |           READY                |

               |<===============================|

               |       [VCID, flow-ID]          |

           Fig 4 Flow ID notification and refresh procedure
             +--+                              +--+

             |R1|------------------------------|R2|

             +--+                              +--+

               |                                 |

               |             REMOVE              |

               |================================>|

               |             [VCID]              |

               |                                 |

               |           REMOVE ACK            |

               |<================================|

               |             [VCID]              |

          (a) Flow ID removal (independent of ATM signaling)

             +--+                              +--+

             |R1|------------------------------|R2|

             +--+                              +--+

               |          ATM signaling          |

               |           (release)             |

               |<===============================>|

               |                                 |

            (b) Flow ID removal through ATM signaling

             
Fig 5 Flow ID removal procedure
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