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Introduction

BitTorrent is a protocol designed for transferring files. It is peer-to-peer in nature, as users connect to each other directly to send and receive portions of the file. However, there is a central server (called a tracker) which coordinates the action of all such peers. The tracker only manages connections, it does not have any knowledge of the contents of the files being distributed, and therefore a large number of users can be supported with relatively limited tracker bandwidth. The key philosophy of BitTorrent is that users should upload (transmit outbound) at the same time they are downloading (receiving inbound.) In this manner, network bandwidth is utilized as efficiently as possible. BitTorrent is designed to work better as the number of people interested in a certain file increases, in contrast to other file transfer protocols.

One analogy to describe this process might be to visualize a group of people sitting at a table. Each person at the table can both talk and listen to any other person at the table. These people are each trying to get a complete copy of a book. Person A announces that he has pages 1-10, 23, 42-50, and 75. Persons C, D, and E are each missing some of those pages that A has, and so they coordinate such that A gives them each copies of the pages he has that they are missing. Person B then announces that she has pages 11-22, 31-37, and 63-70. Persons A, D, and E tell B they would like some of her pages, so she gives them copies of the pages that she has. The process continues around the table until everyone has announced what they have (and hence what they are missing.) The people at the table coordinate to swap parts of this book until everyone has everything. There is also another person at the table, who we'll call 'S'. This person has a complete copy of the book, and so doesn't need anything sent to him. He responds with pages that no one else in the group has. At first, when everyone has just arrived, they all must talk to him to get their first set of pages. However, the people are smart enough to not all get the same pages from him. After a short while they all have most of the book amongst themselves, even if no one person has the whole thing. In this manner, this one person can share a book that he has with many other people, without having to give a full copy to everyone that's interested. He can instead give out different parts to different people, and they will be able to share it amongst themselves. This person who we've referred to as 'S' is called a seed in the terminology of BitTorrent.
Architecture
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Fig 1. Working of the BitTorrent network.

A Bittorrent network consists of 3 types of entities - a tracker, a torrent file hosted on some web server and peers. The file is split into pieces and a hash is computed on each piece. Theses hashes are supplied in the torrent file for peers to verify pieces. Apart from these hashes a torrent file also contains the tracker URI. Periodically, all peers update their status with a central peer-information cache at the tracker. A peer obtains a list of peers from the tracker and then connects to each of the individual peers and starts downloading from them. 

In Bittorrent peers can generally be classified into downloaders
 and seeds. Seeds are peers who have the complete copy of the file and offer it for download. Downloaders are peers who have nothing or parts of the file and download from other downloaders and seeds. After obtaining a complete copy, downloaders qualify to seed status. 
It is considered good netiquette to upload to the network once a user has obtained a copy of a file. But such behavior is not common and cannot be guaranteed. Usually, most users download from the network and vanish as soon as the file has been completely downloaded. This is called leeching, because they use the network to obtain a copy of the file but do not upload anything. Such leech attacks are limited extensively in Bittorrent by coupling upload and download. In Bittorrent, the peers upload pieces to each other while downloading pieces of the file. 

Another problem tackled by Bittorrent is the case of spurious files. In most networks, peers can verify the content of the file only after the complete file has been downloaded. (There are a few exceptions like the Kazaa client which allows a preview). In Bittorrent the granularity has been reduced from a complete file to fixed size pieces. A piece is said to be completely downloaded only if its hash matches that in the torrent file. This ensures that spurious content is not propagated in the network and the integrity of pieces is verified at each hop. 

Bittorrent also incorporates “optimistic unchoking” for discovering better peers, i.e. peers who will upload to it much faster. Bittorrent peers upload only to a subset of the peers they are connected to, called the preferred peers. In optimistic unchoking, a peer picks another peer not already among its preferred peers and uploads to it, in the hope that the peer will reciprocate. If this remote peer uploads at a rate faster than any of the preferred peers, then a new preferred peer has been discovered and it displaces the slowest preferred peer. This ensures that a peer is always progressing towards better bandwidth utilization.
Another interesting feature, especially in the current wake of events, is that Bittorrent provides absolutely no anonymity. Even a novice programmer can obtain the IP addresses of all the peers in BT network without breaking a sweat!

Limitations
Despite its many benefits, Bittorrent has some inherent limitations. 
1. The tracker is a bottleneck because it single handedly accounts for about 1/1000th [1] of the total traffic. This is a considerable fraction taking into account the bulk of data that is transferred in typical Bittorrent network. Bittorrent networks are large in terms of the file size and also the number of peers simultaneously downloading. Hence scalability of a Bittorrent network largely depends on the network capacity of the tracker. 
2. In addition, it is a single point of failure in the network. If a tracker fails, it no longer is possible for new peers to join the network or for existing peers to discover each other.
3. Bittorrent provides incentives only to the file sharing peers, not to the peers offering the file. More specifically, the seeds do not have any motivation to stay out there and upload to the network. This is a significant limitation in the incentive mechanism adopted by Bittorrent.

4. The overhead involved in the transfer of a small file, say a few kb, is extremely high. The total bandwidth expended on the protocol messages will be significantly high.
5. The protocol is not as robust as it should be. There are a few attacks that can be constructed against the peers. Like most peer to peer economic models operational on the Internet, Bittorrent was not designed with greedy and malicious peers in mind. The focus of this project is to strengthen Bittorrent’s economic model and come up with a robust incentive framework which is resilient to attacks by malicious and greedy peers.

New developments

The BitTorrent protocol is still under development and therefore may still acquire new features and other enhancements such as improved efficiency.

Mutliple Trackers

In May 2005, Bram Cohen released a new beta version of BitTorrent that eliminated the need for web site hosting of centralized servers known as "trackers". It is now possible to have a torrent up in minutes, with a file, a website, and no understanding of how it works. Cohen explained that the tracker removal feature is part of his ongoing effort to make publishing files online "painless and disruptively cheap". The move is only one of several designed to remove BitTorrent's dependence on centralized trackers.

Also in consideration is the concept of having a tracker group. Trackers are placed in groups, or tiers, with a tracker randomly chosen from the top tier and tried, moving to the next tier if all the trackers in the top tier fail.

Alternative approaches

The BitTorrent protocol provides no way to index torrent files. As a result, a comparatively small number of websites have hosted the large majority of torrents linking to copyright material, rendering those sites especially vulnerable to lawsuits. In response, some developers have sought ways to make publishing of files more anonymous while still retaining BitTorrent's speed advantage. The Shareaza client, for example, provides three alternatives to BitTorrent: eDonkey2000, Gnutella, and Shareaza's native network, Gnutella2. If the tracker is down, it can finish the file over the other protocols, and/or find new (Shareaza) peers over G2. The use of distributed trackers is also one of the goals for Azureus 2.3.0.2 and BitTorrent 4.1.2. Another interesting idea that has surfaced recently in Azureus is virtual torrent. This idea is based on the distributed tracker approach and is used to describe some web resource. Right now, it is used for instant messaging. It is implemented using a special messaging protocol and requires an appropriate plugin. Anatomic P2P is another approach, which uses a decentralized network of nodes that route traffic to dynamic trackers.

BitTorrent search / Trackerless torrents

Recently, Bram Cohen released his own BitTorrent search engine [1], which searches popular BitTorrent trackers for torrents, although it does not host nor track torrents itself. From software version 4.2.0, BitTorrent also supports "trackerless" torrents, featuring a DHT implementation that allows the client to download torrents that have been created without using a BitTorrent tracker.

Web seeding (unofficial feature)

One recently implemented feature of BitTorrent is web seeding. The advantage of this feature is that a site may distribute a torrent for a particular file or batch of files and make those files available for download from that same web server application; this can simplify seeding and load balancing greatly once support for this feature is implemented in the various BitTorrent clients. In theory, this would make using BitTorrent almost as easy for a web publisher as simply creating a direct download while allowing some of the upload bandwidth demands to be placed upon the downloaders (who normally use only a very small portion of their upload bandwidth capacity). This feature is an unofficial one, created by TheSHAD0W, who created BitTornado. The latest version of the popular download manager, GetRight supports downloading a file from both HTTP/FTP protocols and using BitTorrent.

Broadcatching

Another proposed feature combines RSS and BitTorrent to create a content delivery system dubbed broadcatching. Since a Steve Gillmor column for Ziff-Davis in December 2003, the discussion has spread quickly among many bloggers (Techdirt, Ernest Miller, and former TechTV host Chris Pirillo, for example. 

While potential illegal uses abound as is the case with any new distribution method, this idea lends itself to a great number of ideas that could turn traditional distribution models on their heads, giving smaller operations a new opportunity for content distribution. The system leans on the cost-saving benefit of BitTorrent, where expenses are virtually non-existent; each downloader of a file participates in a portion of the distribution. One early adoption of this concept is IPTV show mariposaHD, which uses BitTorrent to distribute large (1-2 GB) WMVHD files of high-definition video.

RSS feeds layered on top keep track of the content, and because BitTorrent does cryptographic hashing of all data, subscribers to the feed can be sure they're getting what they think they're getting, whether that winds up being the latest Soprans episode, or the latest Sveasoft firmware upgrade. (Naturally, however, ensuring that the same data reaches all nodes neglects the possibility that the original, source file may be corrupted or incorrectly labeled.)

One of the first open source attempts to create a client specifically for this was Democracy Player. The idea is already gaining momentum however, with other Free Software clients such as PenguinTVand KatchTV also now supporting broadcatching.

Encryption

Protocol header encrypt (PHE), Message stream encryption (MSE), or Protocol encryption (PE) are features of some BitTorrent clients that attempt to make BitTorrent hard to throttle. MSE and PE are two names for the same protocol. At the moment Azureus, Bitcomet and µTorrent, the three biggest BitTorrent clients, support MSE/PE encryption. Some ISPs throttle BitTorrent traffic because it makes up a large proportion of total traffic and the ISPs don't want to spend money purchasing extra capacity. Encryption makes BitTorrent traffic harder to detect and therefore harder to throttle. Recently, ISPs have announced possible future hardware upgrades in order to minimize BitTorrent traffic. Several universities have already taken these steps, including the University of Maryland, College Park, ASU, UTC, and WPI. ISPs sometimes use products such as Allot Inc.'s NetEnforcer to try to throttle encrypted BitTorrent traffic.

Peer exchange

Peer exchange (PEX) is another method to gather peers for BitTorrent in addition to trackers and DHT. Peer exchange checks with known peers to see if they know of any other peers.

Conclusion

BitTorrent is a well thought-out protocol that embraces aspects of cooperation and self-optimizing mechanisms. BitTorrent propose solutions for current optimization and scalability problems in file transfer and sharing, with the new developments it will become more robust and much stronger solution.
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� In BitTorrent, downloaders are often called leeches even though they upload.
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