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Introduction:

ARP is a low-level network protocol operating at Layer 2 of the OSI model .It is usually implemented in the device drivers of network operating systems.

In computer networking, the Address Resolution Protocol (ARP) is the method for finding a host's hardware address when only its IP address is known. Due to the overwhelming prevalence of IPv4 and Ethernet, ARP is primarily used to translate IP addresses to Ethernet MAC addresses. It can, however, easily be used for IP over ATM or FDDI.

The address resolution protocol (ARP) is a protocol used by the Internet Protocol (IP), specifically IPv4, to map IP network addresses to the hardware addresses used by a data link protocol. The protocol operates below the network layer as a part of the interface between the OSI network and OSI link layer. It is used when IPv4 is used over Ethernet. 

The term address resolution refers to the process of finding an address of a computer in a network. The address is "resolved" using a protocol in which a piece of information is sent by a client process executing on the local computer to a server process executing on a remote computer. The information received by the server allows the server to uniquely identify the network system for which the address was required and therefore to provide the required address. The address resolution procedure is completed when the client receives a response from the server containing the required address.

When is ARP used?

ARP is used in four cases of two hosts communicating:

· When two hosts are on the same network and one desires to send a packet to the other

· When two hosts are on different networks and must use a gateway/router to reach the other host

· When a router needs to forward a packet for one host through another router

· When a router needs to forward a packet from one host to the destination host on the same network.

The first case is used when two hosts are on the same physical network (that is, they can directly communicate without going through a router). The last three cases are the most used over the Internet as two computers on the Internet are typically separated by more than 3 hops.

Imagine computer A sends a packet to computer D and there are two routers, B & C, between them. Case 2 covers A sending to B; case 3 covers B sending to C; and case 4 covers C sending to D.

Types of Message Format

There are four types of ARP messages that may be sent by the ARP protocol. These are identified by four values in the "operation" field of an ARP message. The types of message are:

· ARP request 

· ARP reply 

· RARP request 

· RARP reply 

The format of an ARP message is shown below:
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Format of an ARP message used to resolve the remote MAC Hardware Address (HA)

To reduce the number of address resolution requests, a client normally caches resolved addresses for a (short) period of time. The ARP cache is of a finite size, and would become full of incomplete and obsolete entries for computers that are not in use if it was allowed to grow without check. The ARP cache is therefore periodically flushed of all entries. This deletes unused entries and frees space in the cache. It also removes any unsuccessful attempts to contact computers, which are not currently running.

Example of use of the Address Resolution Protocol (ARP)

The figure below shows the use of ARP when a computer tries to contact a remote computer on the same LAN (known as "sysa") using the "ping" program. It is assumed that no previous IP datagrams have been received form this computer, and therefore ARP must first be used to identify the MAC address of the remote computer.
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The ARP request message ("who is X.X.X.X tell Y.Y.Y.Y", where X.X.X.X and Y.Y.Y.Y are IP addresses) is sent using the Ethernet broadcast address, and an Ethernet protocol type of value 0x806. Since it is broadcast, it is received by all systems in the same collision domain (LAN). This is ensures that is the target of the query is connected to the network; it will receive a copy of the query. Only this system responds. The other systems discard the packet silently.

The target system forms an ARP response ("X.X.X.X is hh:hh:hh:hh:hh:hh", where hh:hh:hh:hh:hh:hh is the Ethernet source address of the computer with the IP address of X.X.X.X). This packet is unicast to the address of the computer sending the query (in this case Y.Y.Y.Y). Since the original request also included the hardware address (Ethernet source address) of the requesting computer, this is already known, and doesn't require another ARP message to find this out.
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An Ethernet network uses two hardware addresses, which identify the source and destination of each frame, sent by the Ethernet. The destination address (all 1's) may also identify a broadcast packet (to be sent to all connected computers). The hardware address is also known as the Medium Access Control (MAC) address, in reference to the standards that define Ethernet. Each computer network interface card is allocated a globally unique 6-byte link address when the factory manufactures the card (stored in a PROM). This is the normal link source address used by an interface. A computer sends all packets, which it creates with its own hardware source link address, and receives all packets which match the same hardware address in the destination field or one (or more) pre-selected broadcast/multicast addresses. 

The Ethernet address is a link layer address and is dependent on the interface card, which is used. IP operates at the network layer and is not concerned with the link addresses of individual nodes, which are to be used. The address resolution protocol (ARP) is therefore used to translate between the two types of address. The ARP client and server processes operate on all computers using IP over Ethernet. The processes are normally implemented as part of the software driver that drives the network interface card. 

ARP cache:

To reduce the number of ARP requests, every system which implements the ARP protocol keeps a cache of recent mappings. The ARP cache is a table, which stores mappings between Data Link Layer addresses, and Network Layer addresses. The Data Link Layer addresses are usually MAC addresses and the Network Layer addresses are most frequently IP addresses. The ARP cache is stored in RAM by the Operating System. The entries in this table are dynamically added and removed. The normal expiration time of an entry in cache is 20 min from time of entry.

There are two different ways that cache entries can be put into the ARP cache:

Static ARP Cache Entries: These are address resolutions that are manually added to the cache table for a device and are kept in the cache on a permanent basis. Static entries are typically managed using a tool such as the ARP software utility.

Dynamic ARP Cache Entries: These are hardware/IP address pairs that are added to the cache by the software itself as a result of successfully completed past ARP resolutions. They are kept in the cache only for a period of time and are then removed. 

A device's ARP cache can contain both static and dynamic entries, each of which has advantages and disadvantages. However, dynamic entries are used most often because they are automatic and don't require administrator intervention.

Static ARP entries are best used for devices that a given device has to communicate with on a regular basis. For example, a workstation might have a static ARP entry for its local router and file server. Since the entry is static there is no need to ever send resolution messages for the destination in that entry. The disadvantage is that these entries must be manually added, and they must also be changed if the hardware or IP addresses of any of the hardware in the entries change. Also, each static entry takes space in the ARP cache, so you don't want to “overuse” static entries. It wouldn't be a good idea to have static entries for every device on the network.

Dynamic entries are added automatically to the cache on an “as needed” basis, so they represent mappings for hosts and routers that a given device is actively using. They do not need to be manually added or maintained. However, it is also important to realize that dynamic entries cannot be added to the cache and left there forever. The reason for this is that due to changes in the network, dynamic entries left in place for a long time can become stale.

Consider device A's ARP cache, which contains a dynamic mapping for device B, another host on the network. If dynamic entries stayed in the cache forever, the following situations might arise:

Device Hardware Changes: Device B might experience a hardware failure that requires its network interface card to be replaced. The mapping in device A's cache would become invalid, since the hardware address in the entry is no longer on the network. 

Device IP Address Changes: Similarly, the mapping in device A's cache also would become invalid if device B's IP address changed. 

Device Removal: Suppose device B is removed from the local network. Device A would never need to send to it again at the data link layer, but the mapping would remain in device A's cache, wasting space and possibly taking up search time. 

To avoid these problems, dynamic cache entries must be set to automatically expire after a period of time. This is handled automatically by the ARP implementation, with typical timeout values being 10 or 20 minutes. After a particular entry times out, it is removed from the cache. The next time that address mapping is needed a fresh resolution is performed to update the cache. 

ARP Types:

PROXY ARP: Process where one system responds to the ARP request of another system. Advantage of this ARP is simplicity and disadvantages are scalability & security.

GRATUITOUS ARP: Host sends ARP request to resolve its own IP address.

Use: host can determine whether another host is also configured with its IP address. 

ARP Attacks:

ARP Spoofing, ARP Denial of Service etc are possible ARP attacks. There is no need to send out an ARP Request to receive an ARP Response. If a spoofed response arrives, the cache is updated. ARP replies are forged. Corrupting cache is called poisoning.

ARP Spoofing:

ARP spoofing, also known as ARP poisoning, is a technique used to attack an Ethernet network which may allow an attacker to sniff data frames on a switched local area network (LAN) or stop the traffic altogether (known as a denial of service attack).

The principle of ARP spoofing is to send fake, or 'spoofed', ARP messages to an Ethernet LAN. These frames contain false MAC addresses, confusing network devices, such as network switches. As a result frames intended for one machine can be mistakenly sent to another (allowing the packets to be sniffed) or an unreachable host (a denial of service attack). ARP spoofing can also be used in a man-in-the-middle attack in which all traffic is forwarded through a host with the use of ARP spoofing and analyzed for passwords and other information.

Using static ARP records can be effective methods of defense against ARP spoofing attacks. There are also certain tools available that watch the local ARP cache and report to the administrator if anything unusual happens.

ARP Spoofing
· Attacker “E” sends 2 ARP messages:

· – ARP: “A” is at “E”

· – ARP: “B” is at “E”

· Traffic between “B” and “A” routed to E”
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ARP Denial of Service

· Attacker “E” sends 1 ARP message:“R” is at “T”

· All hosts update their caches. 

· Unable to access the Internet as traffic routed to “T”
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Related Attacks

· MAC Flooding

· Send spoofed ARP replies to a switch at an extremely rapid rate to overflow switch’s port/MAC table

· Storms-Poisoning caches with broadcast address 

· Mac Address Cloning

Defenses

· No universal defense

· Static ARP entries-increases overhead, not very practical

· Port security (Port Binding, MAC Binding)

· Detection: ARPWatch, Snort

Proxy ARP:

The technique in which one machine, usually a router, answers ARP requests intended for another machine. By "faking" its identity, the router accepts responsibility for routing packets to the "real" destination. Proxy ARP allows a site to use a single IP address with two physical networks.
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          Figure:               ARP Proxy Operation
In this small internetwork, a single router connects two LANs that are on the same IP network or subnet. The router will not pass ARP broadcasts, but has been configured to act as an ARP proxy. In this example, device A and device D are each trying to send an IP datagram to the other, and so each broadcasts an ARP Request. The router responds to the request sent by Device A as if it were Device D, giving to A its own hardware address (without propagating Device A’s broadcast.) It will forward the message sent by A to D on D’s network. Similarly, it responds to Device D as if it were Device A, giving its own address, then forwarding what D sends to it over to the network where A is located.

Proxy ARP provides flexibility for networks where hosts are not all actually on the same physical network but are configured as if they were at the network layer. It can be used to provide support in other special situations where a device cannot respond directly to ARP message broadcasts. It may be used when a firewall is configured for security purposes. A type of proxying is also used as part of the Mobile IP protocol, to solve the problem of address resolution when a mobile device travels away from its home. 
The advantage of Proxy ARP over other networking schemes is simplicity. A network can be extended using this technique without the knowledge of the upstream router.

The disadvantages of a Proxy ARP include scalability (ARP resolution is required for every device routed in this manner) and reliability (no fallback mechanism is present, and the masquerading can be confusing in some environments).

Reverse Address Resolution Protocol (RARP):

Reverse address resolution protocol (RARP) is used for diskless computers to determine their IP address using the network. The RARP message format is very similar to the ARP format. When the booting computer sends the broadcast ARP request, it places its own hardware address in both the sending and receiving fields in the encapsulated ARP data packet. The RARP server will fill in the correct sending and receiving IP addresses in its response to the message. This way the booting computer will know its IP address when it gets the message from the RARP server.
Advantages Of ARP:

· Abstraction between IP and MAC addressing

· End nodes do not need to be configured to “know” MAC addresses

· Equipment can be replaced without reconfiguring end clients as long as the replaced equipment retains the same IP address

Future Improvements

Secure ARP extends ARP with an integrity/authentication scheme for ARP replies, to prevent ARP poisoning attacks. Since S-ARP is built on top of ARP, its specification (as for message exchange, timeout, cache) follows the original one for ARP. In order to maintain compatibility with ARP, an additional header is inserted at the end of the protocol standard messages to carry the authentication information. This way, S-ARP messages can also be processed by hosts that do not implement S-ARP, although in a secure ARP LAN all hosts should run S-ARP. Hosts that run the S-ARP protocol will not accept non-authenticated hosts. On the contrary, hosts that run the classic ARP protocol will be able to accept even authenticated messages. A mixed LAN is not recommended in a production environment because the part running traditional ARP is still subject to ARP poisoning. Furthermore, the list of hosts not running S-ARP must be given to every secured host that has to communicate with an unsecured one. The interoperability with the insecure ARP protocol is given only for extraordinary events and should be always avoided. It is intended to be used only during the transition phase to a full S-ARP enabled LAN.

Steps have been taken to keep ARP in check, such as switching. These steps are necessary to keep co-locations facilities, ISPs, and businesses’ communications a bit more secure. If everyone at a co-location facility were on a big hub, collisions, sniffing and IP spoofing would be a bigger problem. Plugging everyone into a different interface on a router would get expensive, so switching is the way to go.
Conclusion:

ARP is a fundamental protocol on networks today. Mapping logical addresses to physical addresses is essential with the protocols we use. As more and more people get onto the Internet, and we start to learn towards IPv6, we should be seeing some changes come along in major protocols, ARP included. ARP wasn't designed to be secure. It's a trusted protocol, stateless in design. There is no connected status, it's just broadcast packets and

one-packet replies. There's no authentication involved
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