CMPE 208 Final (11/29/06)

YOUR NAME: ___________________________________

README

· Make sure you put your name on the final.

· This is an individual exam. Please do not work with another student.

· Exam is due on Dec 6, 2006 in the beginning of class. 

· DO NOT talk about the exam, COMPARE the exam, DISCUSS the exam, WORK WITH OTHER PEOPLE on the exam and CHEAT in any way you could think of. If two answers are found to be the same due to cheating. An F will be given for the course as a result and a letter might be sent to Dean of Students and the Engineering Department. I do not want to do any of that, so LEARN the materials and DO IT YOURSELF. 

MID TERM QUESTIONS

· The exam will total to 100 points. 

· If you think the questions are not stated clearly in any way, WRITE down your assumptions and answer the questions. No answer can be obtained from the instructor individually in order to be fair to all the students. 

· Good Luck and have fun.

Questions

1. In a community of 100 symmetric cipher users, each individual has to keep 100 secret keys to communicate with all the users. Ninety-nine keys are for decryption from other users; one key is for the individual to encrypt data. 

a. How many secret keys does the whole community need to keep?  (5 points)

b. If there are n users, how many secret keys does the whole community need to keep? (5 points)

2. (Think carefully). The following is the packet trace for TFTP:

	1
	0.0 
	bsdi.ll06 > svr4.tftp: 19 RRQ "testl.c" 

	2 
3 
	0.287080 (0.2871)
0.291178 (0.0041) 
	svr4.1077 > bsdi.ll06: udp 516
bsdi.1106 > svr4.1077: udp 4 

	4 
5 
	0.299446 (0.0083)
0.312320 (0.0129) 
	svr4.1077 > bsdi.1106: udp 454
bsdi.ll06 > svr4.1077: udp 4 


After line 5, how many bytes of real data are sent? (10 points)

3. Describe GET and POST in the HTTP protocol. (5 points)

4. Unlike many other message formats, the representation of DNS domain name is allowed to end on a boundary other than a 32-bit boundary. No padding is used. Describe and show how the domain name gemini.tuc.noao.edu is stored. (5 points)

5. True or False.

a. DNS TSIG is commonly used to provide secure authentication between DNS servers. True or False. (5 points)

b. Interleaving in RTSP protocol enables all packets to be reconstructed in error condition. True or False (5 points)

6. What are differences between UNBIND and ABANDON in the LDAP protocol? (5 points)

7. The following is a valid SSL protocol exchange:

   Client                                                Server

   ClientHello                   -------->

                                                    ServerHello

                                           [change cipher spec]

                                 <--------             Finished

   change cipher spec

   Finished                      -------->

   Application Data              <------->     Application Data

Why is there no Certificate message, ServerKeyExchange message or ClientKeyExchange message? (5 points)

8. You are given the following IP packet:
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a. Redraw the package using Authentication Header (AH) in IPSec protocol. (5 points)

b. Redraw the package using Encapsulating Security Payload (ESP) in IPSec protocol. (5 points)

9. Mystery protocols:

a. Examine the following protocol, what is it? (5 points)

        Initiator                        Responder

       -----------                      -----------

        HDR, SA                   -->

                                  <--    HDR, SA

        HDR, KE, [ HASH(1), ]

          <IDii_b>PubKey_r,

            <Ni_b>PubKey_r        -->

                                         HDR, KE, <IDir_b>PubKey_i,

                                  <--            <Nr_b>PubKey_i

        HDR*, HASH_I              -->

                                  <--    HDR*, HASH_R

b. Examine the following protocol, what is it? (5 points)

        Initiator                        Responder

       -----------                      -----------

        HDR, SA, [ HASH(1),] KE,

          <IDii_b>Pubkey_r,

           <Ni_b>Pubkey_r         -->

                                         HDR, SA, KE, <IDir_b>PubKey_i,

                                  <--         <Nr_b>PubKey_i, HASH_R

        HDR, HASH_I               -->

10. The opcode in a DNS header is a 4-bit field. How many different operations can be presented using this field in theory? How many actual operations (and what are they) are implemented in the protocol? (5 points)

11. Your team partner comes up with the following authentication protocol for your term project:

Client: Request connect

Server: Need crediential 

Client: Send userid and password

Server: Return success or fail after comparing userid and password.
a. What are the problems in the above authentication protocol? (5 points)

b. Using a pair of client and server programs, implement two different ways that you can improve the protocol? (20 points)

(You can use any language to complete this problem, however, the following Java programs are provided for reference:

EchoServer - http://www.openloop.com/education/internet_training/Java/general/misc/lab2/EchoServer.java
EchoClient – 

http://www.openloop.com/education/internet_training/Java/general/misc/lab2/EchoClient.java
ThreadedSeverHandler - http://www.openloop.com/education/internet_training/Java/general/misc/lab2/ThreadedServerHandler.java)
